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(Design of data mining IDS for new intrusion pattern)
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Abstract

IDS has been studied mainly in the field of the detection decision and collecting of audit data.

The detection decision should decide whether successive behaviors are intrusions or not

, the

collecting of audit data needs ability that collects precisely data for intrusion decision. Artificial
methods such as rule based system and neural network are recently introduced in order to solve
this problem. However, these methods have simple host structures and defects that can’t detect
changed new intrusion patterns. So, we propose the method using data mining that can retrieve and

estimate the patterns and retrieval of user’s behavior in the distributed different hosts.
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Fig. 1. Classification of data source hased IDS.
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Fig. 2. Internal structure of agent module.
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if (Hi{x)=normal) v (H(x)=anomaly) then
if He(x)=normal
then output < H(x)(normal or anomaly)
else output < new._intrusion

else outout «— Hi(x)
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Fig. 4. Learning algorithm for intrusion detection.
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struct std_audit_data {
unsigned long tseq;
char hostname{32];
char remotchost[32);
char ttynamel[16];
char cmd(18);
char jobnamel 16];
char dellog:
char errlogin;
char errorflagd;
time_t timestamp;
long syscall;
long ermo;
char port;
long pids
a3 7. 4 dely) B2 w4
Fig. 7. Standard format of audit data.
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Table 1. The first DB command table.
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Table 2. Using pattern setUID.
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