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W =2 71e9] L BEE AABRE glo] vt
=A] a3k 7Rk Aol & 4 Qi
g AFAAY S ABA 1] 7l A1
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o] o] & A a<deol B F Utk wEpA,
AR AA QA A="e e o Lol
of T2 A N 7IE0] HEHoE $2 AL
AaratA skt 7198 Aoy, TREA}elA
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4 Sandia Report?

o] ¥3AM= vl=e] Sandia IE FTA0A
198935 AlGa] & A Q2 A 2"l A
37} AxE Aals) 19919 EES Aot} 100
Fel| 7Pk ALAES AR JPeR 3
ARG om, AYUzEe] Holg 3 BE 4
Fol ATFH WFoA AT Bl ARE
B A ARE N, e, MY, 9, 24§
oln} & A 3JA}(Identix, Recognition Sys-
tems, Capital Security Systems, EyeDen-
tify, Alpha Microsystems, International
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% 1WIVAAN
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» L AN
, A N
a_‘__/E(I ‘s"ﬂw_ ~ ——
O "% T T & 8 100 120 140 160 180 200
THRESHOLD VALUE
TEST THRESHOLD = 75
~=— = One-try FR —&— = Two-try FR —w— = Three-try FR
—5— = Qne-try FA

<8 1> A3 9 Voice Verifier of International
Electronics

SECONDS

"EYE-D IDENTIX RS!  CSi

F 1% Az (291

AMICRO (€]
2> BHe

sec)

Electronics) 8] Al2=#& A3, dudd

& 7 AU BE AN AE AL AR
3t e A% Ave $3 Hrp dHo

False Rejection Errore} False Acceptance
ErrorE A®&ict. <19 1)2 International
Electronics®l Voice Verifiergls Al&®lo]
sl Aol F Ht &S 1o R JERA Aol
i, <23 D3 Ao sk BE Q1 s
o} Q2o A7 AIZRE B|Ete] 1/ Aojrh

4 BioIs?

BiolS¥ BSI9} BKA(FederaI Criminal Inve-
stigation Office)& tA181 5Y¢] Fraunhofer
tigtollA] 1999wdel] Zlad AUA| A Hw] A5
517}5‘—'— At AF Z2AEZ  [risScan, Infineon

< X33 g7l dAet FEoE 1278 FuE v
I, dEtgn), o] T AE A xgx-ﬂ 014
Arlo] W HAE dxE st TS A
ek, o] ETZL._Q. xg;“ QA Al AEe) .137].0]] g
a7 A Prh F5E ¥iksla glow, Ajaw
o] EAo] 42 T Zl@?l ojrlon FHY
Ak, H2E 9hAlg T B4 et (1¥ 3
Zol vpro] Agstled Zzte] e theat
2k

ﬁé } (General assessment) | 2]
gAo] sk Ml WS
23 oty AE Aol A
[ZEdolH St ARE ¥}

ol Dhwihen By

Evaluation Criteria |
{Biometric Device) }

(12l 3> s7bel Al A % Bl
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offt
ot

Processor :
Manulacturer, model,

g Connections :

| type {seria. parallet, USS,

! SCS1, PCMCIA_ ),
operating mode (ECP.

EPP.J. ...

Minimum size,

min. clock frequency,
\\

Hard -disk storage

minimum/maximum

requirement for free
space. ...

<O 4> 712AA sh=so] vin =g

o, Al=gle] 53 9 & 75l g 3
7t W8-S e
« 8So] AMAS] t B} (Reliability of
acquisition) : 91&o)ge EZHA A|xH
o] JgA 1lu gvh} B AA 21T 8
T ARFEE UEATIE7RE H7RR Al
o] ARgal z3] Aeg H FA
ARgO WE EART e #73 21§
£ AFS F8) BAjsith
e Bo} Zmo) X9 B} (Security/Dupabili-
ty) [ AlZdle] Uiiel Bt EE 9F TF
of th3t ¢rAA Toll i d#e) FEES
sk}, v S5 ARSAFE] 23 Al
ARG oje} S5 AMEAE 9%
H]tolle] APMAIE APl diide] "ot
S Bt A WAo] ddEE Alade)
kS £A3ta ofoll tigt tiu|7} AlxH
9] Fgol, 2T EO)FQ Bl o]
Folx| 1L Q=R 55 AP
a9 )& LRl FrpoA o SIEY)
oA v AEEE IPeE FHS Aot A
26 Z2AAMY dEel & YHAR]l AlE
7} A FrtH oz Qlojor & Frt A, & 7
AF BAF o] AL FA) FE 8o giido)

Hoh. AZEd0] Byt FEE viRE Ay
HA detHow uHE AZEC 97
AFE Egste] A" 8o IQF FUl &
ZEY], AF TF AN A A= 1H
Z2 3 & v gFeR s

A2 A% H7EE 93 AME H7t 35
02 False Acceptance Rate(FAR), False
Reject Rate(FRR)°] AREESYy. =3 22
AFHE 2 3] B Fyste] 4 AnsS
Hee w8 A7) =3 Blue] giidez dich
Ao E DI 22 75 B8 5593 5%
3, <& 2>% FRRe 74 die] oF RojEd,

CE 1) 94 A% 2 371 7188
FAR | FRR
Weak >5% >7%
Moderate 5%~1% 7%~3%
Strong 1%~0.3% 3%~1%
Very strong <0.3% <1%

(E 2) 338 Al=d 9% +3 FRR 2%

FRR(1) | FRR(2) | FRR(3)
| Examplel 3.4% 2.5% 2.2%
| Example2 | 5.7% | 3.5% | 2.9%
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4 Biometric Product Testing™®

20003 5958 129714 959 Biometrics
Working Group(BWG)2 National Physi-
cal Laboratory(NPL) 3} 35202 7719 AA|
Q14 Alxdle] tisle] A% H7Me P8R
Brbe Agd QA 14 Aladoriy 5T
F JE AT FEE R9F, YrkE B3 S
g gt g 45T T UE 7FeAEE BYF
H, Hrljo] FAEE Folu A FH Hrte
L % Uy ES dTshe ASs 1 3o
2 3 o] HEE B3 BWGE & w2 4
Fo AR H7l WHE ool o 7]HelA Y
A 12 Hrt 71e ol Vil ERE =
olaL, k5ol A& FrtolA 9] FHAE FU AT
12t 3

BG7ll AREE HAAHR] A8 AV 2= “Best
Practice™”ollA] Al¢tet WHiES diRE 8
319}, “Best Practice”s 7} ulide] A=,
A QA e A, A7t gAd e @t &

F, W7F &5 A4, 7 AE A freld 52

o=}
A Hagloloh 20003 1€} FA3E o]
“Best Practice”= #71E 7]€ #H7H Techni-
cal Evaluation),Al}2le 27} (Scenario Evalua-

tion), =& #7}(Operational Evaluation)¥]

Al A2 BRE 2 Bl agh ARt ARNE
< Z gA st Fsdedl, 153 R 7
Ak AsA <E D 2k & g HY
=8 oM 5F Al Frelde] WA et o
= 8 Hrl 9] FHAE felHo] dHEo]
AA e rhgoltt. 12 &8 Hrle) szt
T 558 9% A=d #EAe] Ji]de] HaE
T 903, 739 AR #AE A% FV1HA A
Aol 8d & Aoz B o, &8 HE AF
AL A8 AdE o2 Z4eE ) B F
2 A9 frelHol glg Holrt.

NPLE FHe2 434 “Biometric Pro-
duct Testing”& A &7 Al 714 F Ay
gle 7} Al Hyrt Agoln, YA Fde
MAANMEE Y ZAAE &S W7 B

E Ao “Best Practice”ollA] AH|¢Hgt viyl&
FA3] Polsolx glths HollA 2o & 7Hich
Brloll a3t XU} Hrhe ] ARg] o]

%3 20049 NPL &4

49ER FA5UC

Age A% T BE AFFEE e Y
e, Alxde] wixe (18 59 o] I
of Al2" AF JAES] 27 ARE S
GBI, BT dArle] A YA} pol] w2t AA

< WA e s EoprhaM AlAEE ARSS)

(& 3) “Best Practice”lA £F5% Al 712 7} k2o dist A=

3z

=5

7)€ (Technical)

Alve] @ (Scenario)

8 (Operational)

FF 71=9] o

AA AN 83E e

A AL 87 sollA 9]

7t 25 ormgmel A vl =7 i}ﬂ;ﬂ Alz=gle] AEle] A HE
P2 H]E’—
7} 4 Off-line%t 7F& On/off-line 7V& On-line®t 7Fs
H7ke] wHEA V& S Bt
Gt Al dub4e] S-§ A A} FAFSE Aol o3 A7t
g4 21 o} it S8 Hopo} Byt A9 gie 847 2y

I

257} H 8 2okl

F3h=lojof & ARo] Mh=]ojo g
51 o} 7)ol Al 7} A AR dlolEH= 214 dlo]Eje]
g ey | AL EARAREE | Teph e pea | Az dws 2 5 e
A Al o3 A4 F e BHo o] mAeh o e ol miare
fjﬁngo}‘-@' 7‘]"] Ld\. T8 d’é“g\ 515}‘-’] o ‘e =
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wop onde-44

= s}cq oA 9% (Order Effect)2 24 4

”37]”— ZL,, o=, A, A, g9, Y, &
Aol 7HA] A ARE AAHst F 7R (R &
78 B8 WA vhes) whale] F 71R] A
258 AR AZRS gideE HEHY.
w3 Wt A= (¥ 6), <ad I ge
Receiver Operating Characteristic (ROC)

.&2

<38 5> A FIIMe Azl wix)9]

o curveE = YERYATH

~W=Face ==—Face(2) =#=FP-chip =de=FP-chip(2) ~@=FP.optical ==Hand & lris ==Vein =23\oice

100% e

TIIT

1
T |
1
i

A U N R0

10%

False Non-Match Rate

0.1%

0.0001% 0.001%

0.01% 0.1% 1% 10% 100%
Faise Match Rate

{8 6> Al=¥E9] False Match Rate® False Non-Match Rate®] ROC curves

~M~Face —=-Face(2) w=@=FP-chip «fr=FP-chip(2) —=®=~FP-optical =X=Hand & lris =te=Vein -=E%=Voice

100%

10% -t

False Reject Rate
Y

#

False Accept Rate

{8l 7) Alz=%¥lE9 False Acceptance Rate? False Reject Rate®] ROC curves
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4@ Face Recognition Vendor Test 2000
(FRV'T2000) ©
AF 92E 19993 FacE REcognition Tech-
nology (FERET) Z& 1% o|% Al&=l A%
S 3 gkon wWE £z A8 APgelAle] d%
gg A 7ka gtk FERETS (19 8)
o ol AA HAPH FF AN F TV*EE
s ook A8 AAHeM e 7] A

Gallery images
{One Image/Person)

ojulA] Hlo]Ejulo] A& H7ke] tigel

HiEo R

He dugEs A8 43E gd2 439
. A%E A7 gl dg AN AHom dA

Auf, A5 AR I E Bl B A AnA
gzt kgt Yot ARE Hojdrh

FERET®| 71 28& v ez, nj52| DoD
CounterDrug Technology Development Pro-
gram Office, National Institute of Justice,

b ty '
v 1y t
] Ty '
] h 1
) Y I
1 0001 " '
) H 1
| 0002 f \
! Ty 1
1 [ : : '
1 t
1 Gallery :: Results 1
| Image r |
: Name MMMM Face Recognition :: Scoring )
! e 09 Wl Code /‘A !
H Algorithm Output Uy / .
' List of Probes File [, |, (runat !
: 0001 (run at Testee's site) h Govgirtr;r;em :
! 0002 0" I
! | o002 | f !
; - by ]
' Probe i :
1y Image ' 1
! Name . 0 :
' NNNN Executing procedure " Scoring procedure '
] 1
(28 8> FERET®] AAA Hr} =zp
e g O

5 Top Maltch =0.33 Top Match =0.09 Top Match =0.01

g 0.88

Eas

v 0.59

598 4

§04 03

%92

0.0
20 50
Rank
D5 D6 o7
5 Top Match =026 Top Match ={.1 Top Makch =0.18 Top Match =0.07

2 50

100
Rank

Prob. ol igentification

20 S0

Rank

(38| 9) Visionics?l Distance Experiments 23] o
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Zuie] A <14 7|

e 4%

Hrt e 5%

Defense Advanced Research Projects Agency
£ 200003 5¥€% 6ol FAA E3td 2 1A
A2 A Al=gE HrksigEt], o]3le] FRVT
200001, FRVT20008] F¢ 532 d o4&
14 Foke] FeAd FAHE meske Ao
9Jc}. Visionics, Lau Technologies, Miros
Inc., C-VIS Computer Vision und Automa-
tion GmbH, Banque-Tec International Pty.
Ltd. o 57 3A}t Fsigion, B7p Wbl
FERET Z2 o] HhAg ojRi 83}
ATk, A4 Aol ek Hrke AlE AHEY] FH
oMol {77t BF o]FojHem, ROC FAldt
Cumulative Match Characteristic(CMC)
FAg o]g3le] AAE BAFUT. CMCE o]
|3 Axte] o= (2" 9} 2t

@ Fingerprint Verification Competi-
tion 2000 (FVC2000) ©

Yetil A oln] thefdt W o g9
AlE7} o] oI I QleH], 1 FoIAME
A 719 Bt g A=E F g
Fingerprint Verification Competition 2000
(FVC2000)°]tk. FVC2000 olgelole] B2
v gk o5e] wAIzE £ gt 2 AREA
T4 digte] Fsle A7 U4 dueElEe A
T H7HE B o= viEE A8 A WA wf
Zolw, A AlA 7193 A F 1170 "ol
7¥atdt.

FVC200004 ARE-® A& dlojEjH|o) 2=
E D9 2ol Fgd & e, 27 g2 A
7HA Aol BA7IZ FRT 880719] o|n|X| =
T 9len, 72} DB set& FASHE o]u]X]
o] o= (1¥ 10037 2ok 7R g2 z2Rle
g dagEg v AAG A, 2, AA
FAell A LR sl HE 9 o=
FVC2000 F3Zo Hggoh <<d 1D

pUus
-
pi

12 7ol g A B7HE Ha AlA o FVC2000 F3Zel|A MG A4 AR o).
{# 4> FVC2000 H7lol| AMS-€ A& 94 B4
Sensor Type Image Size Resolution
DBl Low-cost Optical Sensor 300300 500 dpi
DB2 Low-cost Capacitive Sensor 256X 364 500 dpi
DB3 Optical Sensor 448X 478 500 dpi
i DB4 Synthetic Generator 240X 320 About 500dpi

<2 10> FVC2000 B710 AR AT o]nj=)g] o
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1. The first executable (ENROLL_XXXX) enrolls a fingerprint image and produces a
template; the command-line syntax is:

ENROLL XXXX imagefile templatefile configfile outputfile

where:

ook pnrhcxpantld o

imagefile ut TIF image pathname - )

templatefile |output template pathname

configfile |configuration file pathname - B
output text-file where a log string (of the form imagefile

i templatefile result)mustbe appended; result is “OK™ ifthe ‘

outputfile
enrollment can be performed or “FAIL” if the input image cannot be
iprocessed by the algorithm.

2. The second executable (MATCH_XXXX) matches a fingerprint image against a

fingerprint template and produces a similarity score; the command-line syntax is:

MATCH_XXXX imagefile templatefile configfile outputfile

FNMRJ% FMRe] #e}A]

4% B} A3he ofepel

EER® EER"9] z}ol= A

where:
ool 8 iparticipant id
linagefile linput TIF image pathname
templateflla.lllp;;temphtepﬂthmme ] B ] !
confngvxwl;“ configuration file pathname T
T outputtextﬁlewherealogsmng(oftheformmageflle T
templatefile result similarity)mustbe sppended; result is
utputile “OK” if the matching can be performed or “FAIL” if the matching cannot;
be executed by the algorithm; similarity is afloating point value
ranging from 0 to 1 which indicates the similarity between the template
Jand the f_inge(plfir_lt: 0 means no simivla"rivty,b }wn‘lﬂa;:'imum simi!a{ity.
<33 11> FVC2000 3712 913k mesfol & A8 sde) Q4 449
<& 57, <29 12>% E ANEE d9F=A 4 e ik
°l ROC 4% B 55 A&, 55 A%, EER®] %4 58 AFZE A% 43 AR 357t
I FO2 RHHT Gef. GE 59 A% FNMR Tg=o) ow, A ﬂag Qe
S "o ¢97t At EERS A3 A% 3571 FMRe £3H5
= Ae Uiy, A EER*®] 29+ F 7HA BT X350 Rlxl o
TH 2L Wyt qEL 9ngF A o meky 2 2oz AN RAYAFHE
Aese Brkske dE ARHA &3t EER*¢ 7% EER# ¥]uRe o 27 & v
Fd v&ukge] Ha 2 FXE EolA dd.
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86 TuUle] QA QY Ve AT B vle B
(E 5) AE 2 dugFe AF g7 43
. N Avg. Avg. Avg. Enroll | Avg. Match
Algorithm Ave EER | Ave. EER REJenroLL RE Jmarcn Time Time
Sagl 1.73% 1.73% 0.00% 0.00% 3.18sec 1.22sec
Sag? 2.28% 2.28% 0.00% 0.00% 1.11sec 1.11sec
Cspm 5.19% 5.18% 0.14% 0.31% 0.20sec 0.20sec
Cetp 6.32% 6.29% 0.00% 0.02% 0.95gec 1.06sec
Cwai 7.08% 4.66% 4.46% 3.14% 0.27sec 0.35sec
Krdl 10.94% 7.59% 6.86% 6.52% 1.08sec 1.58sec
Utwe 15.24% 15.24% 0.00% 0.00% 10.42sec 2.67sec
Fpin 15.94% 15.94% 0.00% 0.00% 1.22sec 1.27sec
Uinh 19.33% 17.31% 3.75% 5.23% 0.71sec 0.76sec
Diti 20.97% 20.94% 0.00% 0.00% 1.24sec 1.32sec
Ncmi 47 .84% 47.88% 0.00% 0.09% 1.44sec 1.71sec
F:‘MR FNMR
[P
[ B
= ~+— Colp
I —t Owal
: et Krdh
1041 f——— —— e 101
1 ‘ -~
o2 *'g' - \ 102
‘m'l%‘é 1(;‘-4 1;‘-3 10"'2 10 FMR ‘0'\;("6
(a)
PR FRMR l
s —&— Sag1
B e, ra 0 ] -
108 poae —Ly o1 _Nk"— 1 \ = Iﬁe
— —a— Fpn
Sy T
10M2 1082 Ra
0 ds 10ha 10~3 & 104 1083 1082 1081 FMR
{c) (@

<"l 12> 7} dle]ejro] 2ol tid ROC Curvegs
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(a) DB, (b) DB2, (c) DB3, (d) DB4
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(B 6> FVC2002 7ol AH8-8 A& G4 54
Sensor Type Sensor Model Image Size
DB1 Optical Identix Touchview2 388x374
DB2 Optical Biometrika FX2000 296560
DB3 Capacitive PreciseBiometrics 100SC 300% 300
DB4 Synthetic SFinGe I 288x 384

20023 39 19 FVC2002 #H7l i3l g 9%
dugdE 520l SEHAE. FVC2002904 =
thEe] ol A7 FVC20003 U3t
A A& A k. & FVC2002904 AR
g AEEL e <FE 6)3 ol FAH
FVC2000014¢] A7} 2telE Fct. Hrt A}
HolgE uhof QlojMe efzhe] R} o4
+=t], Equal Error Rate(EER)°| W& A5
A& BolE o] ohZFARE 0%, 0.1%,
1%=Z WatA 7o digk FRR gte] sl =4
& gk A go)aln ok FVC20029] ZAde=
20029 8¥ Foll UEE o AUt

=

=

Ay 4l

m I o7 pE

FUo) M 7 dA7aRA 3 HE HE
%Yol g dFHEEAME destart S
A ATE e vtk

3 AR B3 AT 20013 3YHE
A&, G A4 AEFY A 2 B Hrt 7
=& AT ol Aok E=3E 2002 F sblel A
B HE A A9 AE ] Biometric A4l
AE G, d2 Gl digh I8 A Hw
diojeidlo] 28 T8 Al At olzidt o
T& A AE dlojemo]2eA HIRE AA
AR doleilo]Ag HMER FE3le] AA) Q14
A€l g HrE AEE A4, 298 Agx A
A5 dEfo .

olattstol M 1999 & & Age] 7|

2 Bl YA 4 A2 Hrk R ED QF )

(555)

Y ETelgE AlRow 1Y e T Bt
of 2% ATE AL =E 20014 64
HE 20024 19702 AR B4 A7 = 7
Az A& A daF F7h WEETl sl
ATl e, 2001 7E5E 1197b4] = A
B R3S A5 o AAR 5l A A5 A
28 @b 71E QYT A, NEE st
ol¢} 2 AT ¢ HiEreg 2002 sk
7] AE FQ) = AR BE 1Ed A Q14
AMad e H7h AlE Sl dsjoistae] o

T 7R Abso] A8d ARl itk
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e

v.d 2

2000850l SoiARAl A Q14 7)o T
AF A7k 7RIS SEA ARslelq A 914
7)ol ol Ax ZIeA7 E7tekl At 1
Bk, A 914 71%e) ZhA i el T A
el @A Aazk AN Eahe AN HAA
AR 4 715l BE B 90T Sk
AFlN AmEy) AEsigon, 1 B 57
& obx 212l Gofe] gtk

BA Q4 71Ee] A8 2T FFol W Q)
4 gme)Ze) 71%H Wark AFH A, 48
st 27) Aol Qe AR A4 7)&e] A
S BAlE BEsoloptt s Fad Aol
obd 4 glth. gow WL ARY AA A4
AR A F 2 38 AL nEshe
290 glolAE, oleld 914 7l A 7]

ZHA) i 71l digh AR Hrhe =9 7]
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£9) AL B AN A8 BeA] 2ol
oF % 719 2ol HAIE
weld, S A Q4 T1eS
4H BB dolElol~E THHE AE Ao

nl o
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+
32
o

2, dnEn ANy Y gueE 45 W7
UEE AU olF B4 WA 98 daei

o s Aol FslA vl Y )
2Ag A

l"l?—i T Ae 48 Hrt e
ke Y2 g F23i. Z‘ﬂ% ATE T A
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(1) Sandia National Laboratories, http:/
www.sandia.gov/

(2) BiolS Project, http:/www.igd.fhg.de/
igd-a8/projects/biois/biois_de. html

(3) CESG/BWG Biometric Test Progra-
mme, “Biometric Product Testing Final
Report”, http://www.cesg.gov.uk/biome-
trics/pdfs/Biometric Test Report ptl.
pdf

(4) “Best Practice in Testing and Repor-
ting Performance of Biometric De-
vices”, http://www.cesg.gov.uk/biome-
trics/pdfs/Best Practice. pdf

(5) Face Recognition Vendor Test 2000,
http://www.dodcounterdrug.com/facia
Irecognition/

(6) Fingerprint Verification Competition
2000, http://bias.csr.unibo.it/fvc2000/

(7) 22, 28, /&5, o188, 1482, “A
AN 2" A 337]——2— At A7, FR
#at3)=] #1949, Al 735, pp.60-70, 2001.7.
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