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PPP CHAP (Challenge Handshake Authentication Protocol) Modification
for Wireless Internet Access of Remote Mobile Subscriber
on GPRS (General Packet Radio Service) Network

Jeong-Hyun Park' - Yeong-Jin Kim' - Yoon-Ju Lee'!"- Jeong-Mo Yang'*''

ABSTRACT

We usually applied PPP CHAP when the visited ISP subscriber accesses to authentication server in own home ISP network and IP Assignment
for remote Internet service. But PPP CHAP doesn’t support in case of visited ISP subscriber in GPRS network accesses to authentication server
in own home ISP network for wireless Internet service. We suggest solution for this problem with PPP CHAP improvement. For this we propose
the modified PPP CHAP message format, PCO Message format at MT, and interworking message and format between GGSN and RADIUS
in home ISP network for wireless internet service of mobile ISP subscriber at GPRS network in this paper. We also show authentication results
when visited mobile ISP subscriber via PPP CHAP at GPRS network accesses the RADIUS server in home ISP network.

Keywords : Wireless Internet, GGSN(Gateway GPRS Support Node), GPRS(General Packet Radio Service), PPP(Point-
to-Point Protocol), CHAP(Challenge-Handshake Authentication Protocol), RADIUS(Remote Access Dial-in User
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o|Z MTx PCOUS IP ARE ¢lo] IPCP Aol wat TE
g A FAL F3 PE AL "ok 29y olF
ISP TEZH Y F4AE A&Hoz Au2E 7] A
E lease timeo] WEH7] ol&e] [P TFAIFE AAdE
71%¢] Basith GGSNolA ISPE¥H F34 IPE ¥S53t
o TEo AZd A% 3 Ipd dish &F A HLease
Time)& 84 FoitA Hed, o 3% GGSN A4e]
28497 olA7A FI1Pe 7 (Renewing) & H3 &7
N AsHoz AR 7% S FFoF et ol AL

o g

oft
o

)

kY
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FgFA|zte] MR HY| o|™e F4 ¥F MW(DHCP)Y 744l
AR E HEo 2 GGSN& %3
Ipol] ojs] P €% A1 93L& 93 LH-'?*%E Elo]H &
TEAZIE FU1H 02 7 dFS AT WARE A
of gt} 3 TE/F AL F33 4% GGSNE ISPY 9
IP A4 #e 2 A3 @2 AdddA sFd F42 9 My
d IP &4 wlAAE HAEstejoF &t o]+ DHCP Rele-
aseMA A& HPO BN o|Fo] A & gl

e MT SGSN GGSN . _ISPiintranet
""""""""" RADIUS/DRCP QieHt ** ™~ RADIUSTDHCF Sefyer
AT-Commands 7
APN] GG pedorms:
- APN-> ISP advess
LCP negotiation ¥ansiation wa DNS
- aliocales 3 RADIUS cllent or
[MRU, Auth. prot] oL
Authentication The MT stores the DHCP dient
[CHAP/PAPInone] authentication Translztes e Protoot
parameters Configuration Options DHOP
IPCP Config-r opton and FADIUS attrbutes.

{ IP-address, Activate POP Context req,
Header compression | [ apN, Qos FDP -type, Create PDP ContextReq,

[APN, QoS, PDP-type,
Pmtneol Conﬁgumlon TID, Protocot
ns] Configuration Options]

RADIUS Acosss-Request
Option 1: << ‘Authentication, Configuration

RADIUS RADIUS Access-Accept
Authentication, Configuration

RADIUS Access-Request

Authentication
| —RADIUS Access-Accept |
Authentication
DHCP-DISCOVER
Option 2:
RADIUS+
DHCP DHCP-OFFER
Configuration
DHCP-REQUEST
Configusation
‘GGSN stores IP-address and DHCP-ACK
Conﬁg:::xk’fa‘:s:;CP Configuration

Create PDP Context Respofise

Activate PDP Context Acc IProtoce! Gonfgurat
1PCP C ion-Ack_[* [Protocol C P rotacol Configuration
{iP-address, Header | Options, Cause} Options, Cause]
compression]

(38l 4) oIF ISP 7tAI7t GPRS e Bl oIED P FAE
sict b= by

3.3 PPP CHAP d|A|X|2} PCO H|O|E{ ¥

ol%5 ISP 7}194A7} GPRS W& E3) & ISP %8 H&
sto] AFS W] Y8 A xstE PPP CHAP wlARE ¢
AH oo} e} &, o]F ISP 7FYA7 GPRS S 443
o & ISP % #%E B8 B4 Al Mujxg AEE
W HA olF ISP 7t4A TES GPRSS MTAlelo PPP
g HAe] o]FojA 1, o]o] PPP CHAPE %3 TES
MTA}olof| o] ISP 7FSiAbel it 7Hd Q15S AdPdc],
ojo] MT+= TEA By ISP 9% ARE GPRS %4&

3fratel & ISP Hoz ¥ o|F ISP 7hdAtd i A
A AFE P} o)y TEA MTZ Hul= PPP CHAP
Response #IAlAlol= & ISP % Ul RADIUS A{BdjA] o]
% ISP 719Ae] AA AFof wt=A] a3 CHAP Chal-
lenge 3% 238t YA Gt ol Hs 7€ PPP CHAP
Response TIAIAE A Hojof 3ty Fe the woez
GPRS MTelA 8] PCO dlole +x& $43t9 CHAP Ch-
allengedt& ISP AF AHZE AT 4 Jojof o} the
< Zh vokol itz Aol

-

i

3.3.1 TEo|Aj¢] PPP CHAP Response ®IAlx] #7

GPRS %oz o5& % ISP 714#7} GPRS %%
& uf o] % ISP 7F9AF TESH GPRS MTAlol= PPP €=
AA 3} o]F ISP ZHiAtel digt 7Hd 1ol A AL} oln
TE+ PPP Client, MTE PPP Server?] d&g 314 H9
593 TEY Wi 7 AFo2 TES MTe|lA+E PPP
CHAP Request®} CHAP Response® F1 wreth 1@y
o]F ISP 7FlAtel Wi HF A5 & ISP % W} RADI-
US AHellA o]Fo]xm CHAP Requestol] AH8-€ CHAP
Challenge %< & ISP %< RADIUS M¥ 2 HuUlA o]F
ISP 7} Aol gk AA AFo] R s|ojof o} o}l (2
g 5% GPRS B2 )53 o% ISP 7Fd=te A4 9
& 98 83 CHAP Challengezt A&E 938 dx]x
Fxolh (2 54 A HA Wk TEAAM 2uis
CHAP Response W]A]Z] U] Random Value Field®]l CHAP
Challenge 20|¢} k& FoA Aste Htels, F ¥A
02k CHAP Response ™A1#] o] @Hx9 %E—S—
CHAP Challenge Zol9} s AHostd gste= o
t} o]ZA 3=2 CHAP Challenge #& & ISP
RADIUS ¥ 2 B GPRS Ho 2 ol%53t o|% ISP 7
PRl et AA AFE I ]5}_’ o] %3 GPRS
o2 o|F% oF ISP 7IYAle & ISP %<& H&slkd
A A Hul2E AFTeA Lo

qE

o
=
dgto
ks

o

M o 2 2

-0 oL

TEGIA CHAP Challenge 2tS Z&AIZl PPP
Authentication Response Message Format

° 1 2 3
0123 4567 89001 23 45¢67 89001 2345¢678890 1

1 |

[ |
UL LR
Code =2 Identifier
| I
ize (Valud side 4 T
A g I
LI T
|
T

I I |

LN U B B B

N D T B
L L L

)

I W |

LN i A S |

| RN Sfze)

|
T
]
T
|
T

|
T
|
T

1 [t
U L
| (1
S L
! (]
T LI
| (]
T L)

|
T
]
T
|
T
]
i

y o S RAL Servers Chaliery il ponse Packel
Code : DﬂAIXI §H(1 Oﬂa.ﬂenge 2: Hesmnse R lﬂeﬂhﬁe’ OHAP*%XKA@*HIJ LEﬂom 2 'ilﬂt SIZE i7| |60ae's a
(Variable} (192 bits (Value-Size = 128 bits + RN Sze = 64 bits), Value = 16 Odlets + alVarible) (24 Oclels = 192 bits Sting
(MD5 Resuits) + Random NumbedNarme = 22! H&Xt 0|8

o 1 2 3
© 1 23 456789001 2345678900123 45678490 1

| T T N B B SN T I S S T O [ U S S S
L O L LA NN S S M s [ O S B B B
Code = 2 Identifier Length
R I S S N SO S T I I | Y S N N T N Y A
LA S W S O LIRS A N I S S AN M O N O B Y B Y B B
Value-Size Value
| Y I I W YN T T T T T O O o O |
LI LU U I | L L L L L L L L L Lt D b
RN-Size RN (Random Number)
| T [ O ) S S O A S S TR T T O O Y |
L T L L L L ML O B S N B B B B B Bt
lame

i GPRSY S RA Servere 0e Resp ack
Code DﬂAIXI SR Challenoe 2: Resoonse ), ldentmev CHAP JEX} (A\ﬂf‘ﬁi) Lenmh n‘IAﬂUl Va.!ue-saze a71: 16
Ouas(lZBbltsi Value = 128 bils string (Autenticator {MDS Resuis)), RN-Size = 80cters (64 bits) {Variable), AN = 64 bit string (Variable)

=m3l HEX ol@

(3% 5) TEOIA PPP CHAP Response HIA|X|] 2=

3.3.2 MTIA Y PCO dHlolg F+x

GPRS Wo=Z olFd ol% ISP 7IiAl 9% Had
CHAP Challenge #&& MTS PCO dlolg FxeolA A9
st AElste Weotn J15si. 9e MTE TEAA By
2 CHAP Response HAAE Zdl2 PCO o Yol
GPRS % AloJEgle] =291 GGSNe & HulA sed o
] TEoJA R CHAP Response "MA1A] Wi CHAP




GPRS Z0IM 4 015 7HAXY 24 2IHY HEg 218t PPP CHAP 7 557

Challenge gtol ®@EA] G=th wehA o]& s oA
AH¢t gk Ax™ CHAP Response WAIXZ WAste CHAP
Challenge #& Heste wWelol ok 22y o] Hete
71&2] PPP CHAP Response WA A FZE WAsjo} 8=
AMgol wE 3 o] RFCY WA7AE myHojo} gt
EE 7]€ PPP ©EE GPRS Woz o]%53d A AEe
Fele} PPP CHAP Response HIA|A1 9] A&7} 7bsaiof 8t
= oyF= w24 sk ojo] PPP CHAP Challenge <
GPRS MT9 PCO Hlolg] o Aoste] st o
o] MAZE 9lo] GPRS Ho& o]5& o] ISP 714l A e
HE 95 AR A7t 7Meslith (28 6)& PCO diolg
T-Zo| A CHAP Challenge #+-2 A&lshs wetolth 3 W
A ke 71&9] CHAP PIDC =9 Zolg ghel CHAP
Challenge Zo|¢} #+& XFAIA Aeshs wdetolxn, F B
7 Wt CHAP PIDC(Protocol Identification Content) ¥
= thgo ¥x9 CHAP Challenge =& Fo]l CHAP
Challenge Aol¢t gt& A oste] Helste wetolth

PPP Authentication Response HIAIX| B & 80| MTOI A PCO GIO|I
E{L} CHAP Challeng2tié Z&AIH Xei8l= 3R

Protocol Configuration Options (El (1 Octet)

Length of Protocol Configuration Options Contents! (1 Octet)

! 0 0 o o Canfiguration Protocol

Ext Spare
Protocol ID1 (CHAP = C223) (4-5 Octets} {3AI0 GPRSY 3% 0]
|
Length of Protocol ID1 Contents + CHAP Challenge Value Size or mgﬁsts%:"ﬁé ot
& Al CHAP
Protocol 01 Contents ( PIDC) e ngo nam A

Configuration

CHAP Challenge Value (64 bg:é Varlable) or CHAP Challange Option Packat BE

Protocol iD2

Length of Protocel ID2 Contents

Protocel 102 Contents ( PIDC)

Protocol 103

Length of Protocel ID3 Contents

Protocot ID3 Contents { PIDC)

Protocol IDn-1

Length of Protocol IOn-1 Contents

Protocol IDn-1 Contents { PIDC)

Protocol IOn

Length of Protocal {Dn Contents

Protocol IDn Contents ( PIDC)

(22 6) MT PCO FZ0flM PPP CHAP Challenge 4l Xz =

xo|
o

34 GPRS GGSN2} ISP RADIUS/DHCP Ae{Zte| A x|

b3E]

GPRS %oz o]F3 o]F ISP 7}1#7} GPRS %L 7
gt & ISP % HEE AES A 1A F ISP 9
% Au<d RADIUS MHE 53 95& 5
ISP % Wl IP 4 €9 AHE 53 P 48 3w
At} o]m GPRS Alo|Ego] »

Y& PCO dol€& T4 TEANAM g8 o|% ISP 7}YAt
o W% JdF HAEE F%3 RADIUS Client WA A= W

ol
ol
=
9,
2
X odo 2 o

F3to ol& thA] & ISP P9l RADIUS AMB=Z Bt}
(28 7N& MT9 PCO dojE] #2& Fs TEA &8
2 719A 9% AEE F ISP RADIUS AH & Hujy] ¢
3 GGSNolAl A"l dAReld (2 82 RADIUS
Client WAIR] F2zolal (1 9 2L AFESta] GGSN
o4 & ISP RADIUS/DHCP M2 ®u& RADIUS/DHCP
Client ®|A|A] FZo0]t},

Signaling & Traffic Message Between GGSN and ISP

|

GGSN AND} ISP Signaling

A

TE(D.JSPID.Protodol Cort.

Cotiiette, i A, L
D-Aocessf
TEDISPP Wi P POHCP wiossoges
a o DHCP DISCOVEROFF AOKPELEASE)
TEIDISPID.TEIP A Resut, Litetne: TEIDTEP. Ligime

Q-GTP}U-Data-Incication PPPAP
(APNISPIP Data JPinlp Data
PnlP_Daa Wapptication Message

IHAopication Message

Q-GTP-

(APNISPIP Data

(22! 7) GPRS GGSNZ} ISP RADIUS/DHCP Alole] ¢le{9)2
HiAIX]|

(Z™ D& GPRS %oz o]F3d oF ISP 7kdAte] F4
LEIR AH|=E Y3l DS E o F ISP 7H4Ate A5 IP
4 @9 #E GGSNT} ISPU RADIUS/DHCP A Apolel
A eatdor Fawe daAeln 1 AL ohgy gk

@A 11 GGSN_GTP-C -> GGSN_ISP_Contro} :
Authentication_IP_Assignment. Request(GGSN GTP
4 ISP RADIUS AH2 Hul:= RADIUS Client
HAAE BAHst] BAUEE st o5 ISP 7H#
TEY 1% 2 IP &3 87 dAA)

GA 2 TE A& AF7H A IP A Felwrg To=
e A9 ok 9A 2-23 9A 2-32 Zesd)
A &t

w7 2-1 : GGSN_ISP_Control <-> ISP_RADIUS :
Access—Request/Access-Accept/Accept-Reject
(GGSNL_ISP¢} ISP RADIUS A{zte] Fawr=
RADIUS Client ®A1A])

WA 2-2 1 GGSN_ISP_(RADIUS) <~-> GGSN_ISP_(DHCP) :
ISP_MN_Request and ISP_MN_Response(GGSN
el A RADIUS Client ¥¥3 DCHP Clientzt
of Fi W= vAIXE TES 4 IP F4 &%
< 878 9 Fasih

w7 2-3 1 GGSN_ISP_Control <-> ISP_DHCP :

DHCP Discover/Offer/Request/Ack.
(GGSN_ISP$} ISP DHCP AMwjzte] Fauks
DHCP Client " A=)
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A 3 : GGSN_ISP_Control —> GGSN_GTP-C:
Authentication_IP_Assignment_Response (GGSN_
GTPAA B ©]% ISP 71Y# TEY 1% %
P 23 279 g &7 dAAD

@A 4 1 GGSN_GTP-C -> GGSN_ISP_Control :
Termination_Extension_Request (GGSN_GTPol| A
B2 o|F ISP 7I4A A Fod P 49 7
A g EE 9T HAANA)

@A 5 1 GGSN_ISP_Control —> GGSN_GTP-C :
Termination_Extension_Response. (GGSN_GTPll
A BUl2 ol%F ISP 7dAtelAl Fog P F49
AN 2 F8 a7 dE AN

(19 8)& GPRS W2 o5 % ISP 7t4A7t ISP
% Ul RADIUS AHE H&sta A58 537 98 TE
oA 28L& o)F ISP 7HdA A% HRE GGSNelA RA-
DIUS Client ®1Axlojl ol ISP RADIUS AHE Hul=
RADIUS Client ®jA1A Fzo]t},

[ RADIUS AR 7= |

0123466789001234567890012345678580¢1

N NI

| Authenticator |

Altributes.
General RADIUS Packet 3%

Cods: Decinmal (1: Access—Request, Accass-Accet, ..), Identifier: &2 X}, Length : {2 ROI,
Authenticator: 16 Octets (¥ D& ABE 2 B2 L02IFA A, Attributes: IIHRQ! 20|
2 B 103K 637K JAE B

2 3
uxzsnsnvuson)zstsslasoow2315575501 o\zussvnomzussvaooaxzussvno‘

1 Identitier Length Code = Identlfier Length

Request Authenticator Response Authenticator |.

-}-I—H»{—+-+—HH-)+H+H—+—1—I—+—I—!+H++P—H+I

Attribtes Altrioutes

H R
o s 2 T 2 3
o|2345515900!234551!9nﬂ|23¢sa?!90!| 'a|z:45579900|z:45wnoe|z:unsaml

Type Length Value
RADRIS Packet 7E RRADRSS m&(‘?

Corls A @1 Acen-Reesd, amesy-Acoept, ), Kerther: 427, Lo 4! Codo AR B{): Actess-Requesl, aoarsy-AccagX, ), iertier:

Adfrrocoty - 16 (s (22280 MBS L Eiﬂlmﬂ!ﬁ‘ﬂﬂl! BA  PReqes Asersalo - 16 Ocen (Y221HK Allﬂ EHMII:E!N!‘UUUIE !’I lDIM
190 63N BT Y, T ANES TYPE Fett (3 ertne, 2 - Lner-Passed, -, Lo MNE‘EM TYPE Fext (1 2 Usr-Passeg, ), Lergts
Atupe! U0, Vokes Tyoed DHE B alvuvmdasu
0123456769001294567890012945670901] 01204567800012345678630012345678001

RADIUS Access—Request User Name Atibute 7% RADIUSWWWP Passwd Aftibute 7

Type=1 {User Nernei, Lengths Acrixse! 20l 3 Octers 018, Vaes Tyoeol Name), Length Attnbute] 0l (3 Octers C1 &), CHAP ID: CHAP.
RHE el Oces 2he) ﬂlﬂ( I!"E!}

0123456760001204567000012335678503] ©0123056765001294567630012345678901]

mm
mms Aocess-| RADlUS Access-Request CHAP Chatienge Aftiute 2

Raquest User Passwd Atiinte
Type=2 : User Name, Lengts Atrtute®{ Zol 3 Octers olat). vn» Twsﬂ Type = 60 (GHAP Chaflenge), Lenith Atrbutesi 01 (3 Octors 0} 4), Values
AW @ & Ones 718 Tyoeod Fea'G @ oo o180 .
+ RADIUS Access-Poquest Packet X (Framed User Autherocatng With CHAP)- = RADIUS Access-Reques! Packel 7 Z(Framed User Aterticalryy
ANAS-P- . Basc Attbues Tyve= 6 (Service Type), msmw) B(memﬂ?—m&u)

(22 8) RADIUS Client MiAIX] &

(¥ 9% GGSNelA A& A}g-3ste] RADIUS/DICP
Client WA A& ISP RADIUS/DHCP 2 w g RAD
IUS/DHCP Client 47 oiAlA Fx9 GGSN_GTPA
GGSN_ISP ®#& o2 TPC(nter Processor Communication)
2 Abgsld HulE o]F ISP JHAY s P &9 2
A gF 2F/SF WAA FEROIT

0) Basic IPC(Inter Processor Communication) PIAA] -2
1) Authentication_IP_Assignment_Request ™| A]3]

2) Authentication_IP_Assignment_Response ™A%

3) Authentication IP_Termination_Extension_Request™ A A]
4) Authentication_IP_Termination Extension_Response™ 41|
5) RADIUS Client

6) ISP_MN(TE)_Request TIAA]

7) ISP_MN(TE)_Response ™A A

8) DHCP Client

0} IPC (interpracessor Communlcation) Message

8) D_AccessRepuast Message

WType (4}
S1c0ID (4) 14 Message Type
Heade: Part 2) Q_TominationiPRecueat Massage 58 S0
DstQiD (4) 812 D50
- Metsaoo Typo 11d SzeOfody
58 SeQiD 72
912 DsICID 224 OHCP 1P
13144 SizeOfBody 2524 Wished P
17200 Topeal 0 NAL
2124 1SPD
Payioad Pant oy
7) D_AccessResponse Muasags
- Message Type
4) Q_TominationtPResgonse Wessage e e
o2 O8G0
LY - Message Typo 1314 SzeOrBody
58 SrQiD 1.2 ™
812 Ds1QiD n24 Termiani Equipmetn P
4 Message Type 1316 SizeOfBody 25281 time.
58 S 47200 Tunnel Endpoint (Session) ID 20 result
812 [T 2124 5PD
1316 SasOrbody
17.20{"_ Tunmel Endpoint {Session) ID Soutcn Que enTaton,
024 1SPID loantoon, Tonne Exd G Tarne Ena Pt Keatization,
PO entcaton, 16 P Toreral
2524 Grion e
Protocol Contiguration Aitentication g P assiarman o o Sucouss, £) 0HCP Massaos
B Access Ol -1 U
Sand? {CHAP of PAPPCP)
! poe )
Type (1}
Longt (1)
hops {1)
Wentfer (4)
2) Q_AdthenticatonAndIPfissponse Messaas I @
14 Massage Type g (2)
58 SalD Cllent 1P Addressis)
s12 50D s Code 1) Wished 1P Addressid)
1318 ‘SgeOtBody 2 Weriier (1) Server (P Addressid)
1720 Tunnel Endpoint {Session) iD EY) Lengthiz) Relay IP Addressi4)
2124 erminl Equpment 1 o] &) Clont 1P Address List (18}
2528 Fai) ‘Server Name (54)
Ateiutes Fle (128)
Protocol Configuration - User & CBertt & NAS Information. ‘Optons (variable}
Options (Varabie) R
{CHAP of PAPPCP)
20 n

(32! 9) GPRS GGSNZ} ISP RADIUS/DHCP Aty ke 231 o
AlR| 7=

4. GPRS oA ofF ISP 7tgixtel 4 oIyl
${gt CHAP ##

2 Ao A A9k PPP CHAP Challenge A2} %43 3
gk A H ol = l 1 g ol g8 AA AL T} TH
st} 3A1th GPRS ¥ Testbedell 283 Wl8-& 7jedTh

a8 4

SGSN# GGSN9| T@3 RNC Al E¢o]H ?a% 3l
GPRS #41% Testbed 84 T%& 33, ISP W AT

Aw e} DHCPAH 2z ¢ Ay 78L& Esﬂ &t

AN AM 9 ISP % TEegrh 22l RNC A& olE
= MTHA 7H3el PPP 9% Awl 98¢ dilste] PPP
PCO dlo]8]& Ful3tH o]= SGSNe.g Rl PDP Con-
text MAIA] W FE¥sted SGSNI GGSNoz HEEmEH
k. = SGSN# GGSNAR|& 155 Mbps ATM 2 H 7
o222 WEHA/} TAHIYDL GGSN# ISP % Atele IP




GPRS Z{0IlA

£ 7|98 Fast Ethemet &2 TASgh ofd (19
10)& PPP CHAPS E3) SGSN, GGSN, 181 ISP ¢1&
Au7tA el BN 848 o] Fo}

M - 120254 240,100
her + 1202542109

ATM : 123254240102
Ether - (2025421031

IEZAZIA

1292542545

(& 10) AlEzoly &

4.1.1 TEAA Aejg Ax

Alg ol & s TEAM HE olF ISP 7HiAtel o
g ARE A D9 2= 383 CHAP Challenge
Valueolt}. o} W82 AA Aol AL&E Fholoh

e AL8-A 1D : baril23

® AR HAE : testing

® CHAP Challenge :

® CHAP Response = AH&2} ID @ CHAP Challenge

4.1.2 MTA PCO WAIA] Hr

£ MTAA Q== PCO MIAAE o}l GER A3}
Hom E AFex = CHAP Challenge 33 MT PCOel
A Aeste] Aste Wete 2 AP

® A8z} ID : baril23

e A}8-2} A E : testing

® CHAP Challenge :

® CHAP Response :

® Wished IP : none

® Total Size : 0x46

e PCO dlojg FA(Hex) : 0x1, 0x46, 0x80, 0xc0, 0x21, 0x9, 0x1,
0x1, 0x0, 0x9, 0x3, 0x5, 0xc2, 0x23, 0x5, Oxc2, 0x23, 0x2d, 0x2,
0x1, 0x0, Oxlc, 0x10, 0x7, Ox5a, 0x3d, 0x30, Oxff, 0x62, Oxab,
Oxde, 0xd9, Oxf5, 0x4, Oxee, Oxe3, 0x59, 0x68, 0x76, 0x79, 0x61,
0x63, 0x68, 0x61, 0x37, 0x33, 0x10, 0xT7e, 0x46, 0x55, 0x97, 0x3,
0x8d, 0x11, 0x19, 0x8, 0xd3, Oxcc, 0x8c, Oxe, Oxla, 0x88, Oxle,
0x80, 0x21, 0x6, 0x3, 0x6, 0x0, 0x0, 0x0, 0x0

e

B 015 7HERY 24 QIHY FHE2 23 PPP CHAP 7HM 559

® Bari Auth-Type = local, Password = “bari”
service-Type = Framed-User,
Framed-Protocol = PPP,
Framed-1P-Address = 120.254.251.33,

Framed-IP-Netmask = 255.255.255.0,
Framed-MTU = 1500,

® Yacha73 Auth-Type = local, Password = “testing”
Service-Type = Framed-User,

Framed-Protocol = PPP,
Framed-IP-Address = 129.254.251.34,

Framed-IP-Netmask = 255.255.255.0,
Framed-MTU = 1500,

4.1.3 RADIUS A4 27

E ISP % WolA RADIUS MW & Solaris 2.7 87404
TEFAT AA AFE 98 RADIUS A9 73 L of
gt o] F43H T

ISP A4s) A% Auel YAt Aulx 5E A 7}
97 B AR P—is}z Bep) Ak % ©1% ISP 7}
PA= barizte o222 F ISP %e¢) RADIUS Awdl 5
£o] Hof glz, barit 129.254.251.33 AF P 349 AM¢
A2 5o} gk Tute] barid] E T AgAY SEo] 7}
S8t yacha73¢] 7197 12025425134 AA TP A
2 550 Hol gl A48 uof Fuh

42 F= Hx}

(29 1D ISP 7tgAe] Aul2= 553 ofof wg 7}
2 #H x7] AR Fy) 94, 282 ISP 7}°‘2}7} GPRS
FoR olgstd & ISP %9 H&ES Fa FA A8 A
28 7] 93 olF ISP TEAAM s += & GPRS

MTolA &Hl8k= W&, GPRS GGSNolA Z #d 52
3= &4, ISP RADIUS MBdA TES &< ¢s) 218

s MD5 €02 A9 A4 58 Uehha e
TE (PPP ChentUscr] MT (PPP Served GGSN (NASRADIUS Clert) ISP RADIUS Server
ey
User Name (D) User' Orire o OFine vawar of roamg Sbsabar e &
P s St 1 'E B ——
[T e or Ok |- s esmton () ¥ o Pasons (St o emerben
S e o

Reeguts wih TE

Sl

PGP Corfquzon Acx

(28 1) S5 =i

@A 1:MT7F TEZ dF &7 HAAE B2ud TE: =
A9 DS} vE 7] el Aggs dH¥ow MD5E
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E¢ CHAP IDE A4ttt

@A 2 : MTE TEA A & CHAP Response$t CHAP Chal-
lenge 7t PCO°l do] RNC/SGSNE &3] GGSN
oz Bt

o7 3 : GGSNel & PCO mWAlAl W gl TE ID9 CHAP
ID, CHAP Challenge #& 1289 o] RADIUS
Access-Request ®WA1A] el ¥o] ISP RADIUS
M2 B

©7] 4 : ISP RADIUS A& Aale] 2t 9l TE g
wjd7] 3 TEY ID 28]3 CHAP Challenge®
Q& oz MD5E &3 GGSNolA 2 CHAP ID #
7} 2&A vigrh

@A 5 : ISP RADIUS AHE MD59] A7t dAsE A%
AE Azst TEAA B AH P F4 ¢2 RA-
DIUS Access-Acceptell ¥ o] Access-Accept ¥
AA &7 GGSN (NAS)9 ®Z7] e ¢#€e
2 MD53 €3 1 A%E Access-Accept HAA
W9l Authenticator #o.32 1% ol GGSNog
LRI

@A 6 : GGSNol A= 413 Access-Accept HIAA A A-
uthenticator® # vz 2tz ISP RADIUS A
o 529 GGSN-NAS #1397 & 8oz MDS
2 =7 Authenticator $¥ Z-2x & ®lugr} ¢l
Z gro] A gom 2 W AEE A&dT 7
A Adyt o dF A9 W& MTE AA
TE A &dth

94 7: 9% ghol X skd ISP RADIUS AHdlA d&
ol A#et A IP F4F GGSNelA Create PDP
Context Messagetlol €0} SGSN/RNCE F3] MT
2 HY3, o] oA TEAA 9% 4% 2%s #F
g A [P A oz Aydn

97 8: o] F TEE AMAlo] 241 QlE & ISP o] A4 1P
2 o]&3) GPRS % Al°lEgo]l == GGSNE 7

A AN F ISP & H&dhe T4 dedl My

A~

& =t

43 AlBelold 2]

GPRS Woz o]E% o]F ISP 71447} TEdAM MTZ
A 912 D AAARE Bd w ook = HAHE
SGSNe| d4#2% RAN A EHCIHE B3 AaArt. o]
RAN A EHolHE %3 d¥¥E AEE SGSN GTPE &3
GGSNe# ADE: GGSNolA= GTP W o€ PCO
AHE 17o] Wtk ol RAN A EEHIEE B3 4H
HE o]F ISP 7MA AEola ol A AHEA UH
FAolAg T3 AY=F 3Tk

o INPUT SOME CONFIGURATON
DATA(CHAP =1, PAP =2, [P RELEASE =3):1
® Username : bari
® Password : bari
e Wished IP (if you don't havej ust Enter) :
® Debug level : 3
1 : Print Just Result
2 : Print basic Debug Message
3 : Print All Message(MQ,Socket)

Auth Method = CHAP Username : bari Password : bari
WishedIP : Debug level : 3

Are you sure?(OK =1, NO=2):1
chap challenge =

235bf9f1 28a2b573 2de9706 3330278
chap_resp =

c4f675b7 744634d1 82edlehd 106aSehd
cont_chap.length = 25

Sending a message 92 bytes from RNC Simulator =>
RADIUS Client

1406011 005af 00836 0004c

0001 00011 4380c021 9113c

935c2 235¢223 2a210 1910c4f6
Tob77446 34d182ed 1c5d106a Sebd6261
72691023 5bfIf128 a2b5732d 9701633
302¢7880 21636 0000

Receiving a message from RADIUS Client---
Receiving message 63

1406012 00836 005af 0002f

0001 8lfefb2l 0001 2380223
15310 15415554 48454eb4 49434154
4941420 4f4b8021 63681 fefb2l

| 1
|TEID = 1 ISPID = 17 : AUTHENTICATION_ACCEPT!
=> Getted IP = 129.254.251.33

| |
receving protocol id =
c223

CHAP MESSAGE = AUTHENTICATION OK

Get IP in PCO is 129.954.251.33

NE#o]HoA] CHAP Challenge %2 PCO Hlelg] +&
Aol HEIEE P o= thAl SGSN# GGSN GTP
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A A9 & ISPHOl HEate F4 dEY AHAE W
o3 ¥ o nHE TAFE AESFY. YEHLZ ISP
% 7b9AE GPRS Wo g o|Fste] PPP CHAPS A=

o & ISP %€ RADIUS AH H&EE ALY o ZAs=
#AZ PPP CHAP Challenge #9 H#ch olo] & =
oAl GPRS We & o]Fd o]% ISP 7147} GPRS
W& Af3te]l ISP RADIUS AHE H&E o dad
PPP CHAP ©|A|A] Agls} ojgt @@ =o] PPP CHAP#
RADIUS A¥zte] 9% A wWiehs AAsta gleh |A,
o] ISP 7} #te] TElA PPP CHAP Response WA A<l
CHAP Challenge Value® %ol AHElste wWetd GPRS
MTe|A PCO Hle]Elo] CHAP Challenge ValueE Yo A
g3tz dAA TFERE ALY E GPRS GGSNelA
GTPel| 23rd PCO dlolE oA MTE &3f Rui> CHAP
Challenge, CHAP ID, 7}}#F ID A2 "oty o] & ISP
RADIUS AHd] Hujir] $13% wloly TFx& AAYT. 1
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