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RBR Based Network Configuration Fault Management Algorithms
using Agent Collaboration

Kwang Jong Cho'- Seong Jin Ahn''- Jin Wook Chung''™

ABSTRACT

This paper proposes fault diagnosis and correction algorithms using agent collaboration, and a management model for managing network
configuration faults. This management model is composed of three processes-fault detection, fault diagnosis and fault correction. Each process,
based on RBR, operates on using rules which are consisted in Rule-based Knowledge Database. Proposed algorithm solves the complex fault
problem that a system could not work out by itself, using agent collaboration. And the algorithm does efficiently diagnose and correct network
configuration faults in abnormal network states.
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Handler_main

If ( Network Configuration fault detected) then
{
T-Agent request N-Agent’'s NCI ;
If (N-Agent’s response non-exist ) then
T-Agent’s interior network is down State ;
Else {
T-Agent get N-Agent's NCI ;
If (N-Agent’s Collision rate is high ) then
{
T-Agent request Other N-Agent’s Collision rate ;
If ( Other N-Agent’s Collision rate is high) then
Inform network manager that this network is saturation
state ;

)
}

T-Agent execute D-PING Test ;
If ( T-Agent’s State == T-Sq ) then

Handler_T-S, ;

Else if (T-Agent’s State == T-S,) then
Handler_T-S, ;
Else if ( T-Agent’s State == T-Sq) then
Handler_T-Sq ;

T-Agent execute [-PING Test ;

If (T-Agent’s State == T-S;) then

Inform network manager that DG's routing Error ;

}

NCI : Network Configuration Information( Subnet Mask, Broadcast
Address, Default Gateway( DG ), DNS Address, etc)

Collision rate = collision/opkts

D-PING Test : PING Test to Default gateway

I-PING Test : PING Test to specific system connected Internet
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Handler_T - Spo

T-Agent requests N-Agent D-PING Test ;
If (N-Agent’s State == N - S;) then
{

If (T-Agent's DGA != N - Agent’'s DGA ) then
T-Agent's DGA = N-Agent's DGA ;

T-Agent executes D-PING Test ;

If ( T-Agent's State == T -Sqg or T -S,) then
Fault was corrected ;

}
Else if (N-Agent's State = N - S,,) then
{

T-Agent requests R-Agent D-PING Test ;

If (R-Agent's State == R-S;, R-Sy) then
T-Agent's DGA = R - Agent’'s DGA ;
T-Agent execute D-PING Test ;

If (T-Agent’s State == T -Ss, T -Sq) then
Fault was corrected ;
Else ( T-Agent's State == T - Syo)
Interfaces from DG to T-Agent interior network have
fault ;

If (R-Agent’s State == R - Sy ) then

T-Agent request R-Agent T-PING Test ;
If (R-Agent’s State == R - S, ) then
T-Agent or R-Agent interior network was down ;
Else if ( R-Agent’s State == R-Ss, R-Sq)
DG Error;
}
Else if (N-Agent's State = N - S, )
T-Agent interior network was down ;

DGA : Default Gateway Address
T-PING Test : PING Test to T-Agent

(37 9) "No answer” HZ|E gIet &8 L2|E

Handler_T-S.

T-Agent requests N-Agent D-PING Test ;
If (N-Agent's State == N-S;) then
{
If (T-Agent's DNSA != N-Agent's DNSA ) then
T-Agent's DNSA = N-Agent's DNSA ;
T-Agent executes D-PING Test ;
If (T-Agent's State == T-Sq or T-Ss) then
Fault was corrected ;
}

Else if (N-Agent’'s State = N-S,) then
{

T-Agent requests R-Agent D-PING Test ;

If (R-Agent’s State == R-S;, R-Sq) then
T-Agent's DNSA = R-Agent’s DNSA ;
T-Agent execute D-PING Test ;

If ( T-Agent's State == T-S;, T-Ss.) then
Fault was corrected ;

Else if (R-Agent’s State == R-S,) then

DNS Error ;
}

DNSA : DNS Address
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Handler_T-Sq

T-Agent requests N-Agent D-PING Test ;
If (N-Agent's State == N-Sg) then
{

Inform network manager that this network is saturation state ;
This network was needed to divide into sub—networks ;

}
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