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ABSTRACT

In this paper, we suggest the design of 128bit block cipher which is provable security based on mathematics theory. We have derived the
16 % 16 matrix(i.e.linear transformation) which is numerous active S-box, and we proved for DC and LC which prove method about security
of SPN structure cipher algorithm. Also, the minimum number of active S-box, the maximum differential probabilities and the maximum linear
probabilities in round function of 128bit block cipher algorithm which has an effect to DC and LC are derived.
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