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Towards Developing Formal Verification Tools for Cryptographic Protocols
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ABSTRACT

Incautiously designed and informally verified cryptographic protocols are error-prone and can allow an adversary to have
the ideal starting point for various kinds of attacks. The flaws resulting from these protocols can be subtle and hard to find.
Accordingly we need formal methods for systematic design and verification of cryptographic protocols. This paper surveys
the state-of-the-art and proposes a practical developing method that will be implemented in the future study.
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