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Design and Implementation of Arbitrary Precision Class
for Public Key Crypto API based on Java Card

Sung-Jun Kim? - Hee Kyu Lee'- Han-Jin Cho'' . Jae-Kwang Lee'!

ABSTRACT

Java Card API porvide benifit for development program based on smart card using limmited resource. This APIs does not support arithmetic
operations such as modular arithmetic, greatest common divisor calculation, and generation and certification of prime number, which is necessary
arithmetic in PKI algorithm implementation. In this paper, we implement class BigInteger acted in the Java Card platform because that Java

Card APIs does not support class Biglnteger necessary in implementation of PKI algorithm.

IIAE : XHPI=(Java Card), BA2l(Biginteger), AE JI=(Smart Card)
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INPUT : F5¢ dlo]E W9 &4 a > b
OUTPUT : a & b9 &
1.1« a® 39 uvtolE, j « b 319 wiolE
2. while b9l ## > 0 do
21 sum < 1 + j + (sum >>>8)
2.2 result < (sum & 0x00ff)
3. result® Wk
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INPUT: a > bdl & 4
OUTPUT : a ¢} b9
1L i < a9 39 Hlo|E, j « bel &4 nolE
2. while b¥} 2 > 0 do
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2.2 result < (diff & Oxff)

3. result® u+&
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1 i< a9 39 ulolE, j « be 319 Hlo|E
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2.3 carry < (product >>>8)
3. result® Wrg
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Sl 719 slolE wde @ volE dez Al
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private static byte[] HAdd(byte[] x, byte[] y}{
/%, yie 7 wde o], r: 2% w4, sum: 4A &
while (y_i> 0N
// violE @92 g4l 3
sum = (x[--x_i] & Oxff) +
(y[--yIndex] & Ox{f) + (sum >>> 8);
r[x_i] = (byte)(sum & OxQ0ff) ;
}
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boolean ¢ = (({(sum >>> 8)& 0x00ff) != 0)
/AL A o dked AEE w
]

while(x_i > 0 && ¢)

¢ = ((r[--x_1] = (byte)(((x[x_i] & 0xff) + 1) & 0x00ff)) == 0) ;
// ME7b EASR i x7b SReW xE A ¥
while (x_i >0)

rl--x_i] = (byte)(x[x_i] & 0x00ff) ;
// e el A bR AstE A g dAe] w3 A kg
return T ;

}
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% thol= wQ
o o] shortd W52
el Agshs B A
2 Az Aye

B dhghgich

g5tk 5 A9 vols wa
Fag Fol 1 23E wols e ¥
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H

private static byte[] HSub(byte[] x, byte[] y)}{
Hx>yd At A gk b EE, x, oy wlge] Aol
/a3 R wrE v
while(y_i > 01
diff = (x[--x_il&0xff) - (y[--y_i] & 0xff) + (diff >> 8);
result[x_i] = (byte)(diff & 0xQ0ff) ;
}
/2R Az Uho] MY, thE GAe st A7),
boolean b = (diff >> 8 !=0) ;
while(x_i > 0 && b))
b = ({resultl-—x_i] = (byte)(({(x[x_i] & 0xff) -1) & 0x00ff))
== -1);
/Aol BT Ee xgte] A
retum result ;

4.1.3 FA

T dlo]E vjd & & wlo|EH short @ Myl AF ¥
of Axg 1 2 AFHE oA Hlo|E Hjde] A3l
T M9 HlolE wldg M2 F3 Fo| 1 AHYE wolE
Hde] gy ks

private byte[]1 HMul(byte[] x, byte[] y)
/e, prFA A x4, yi: el del, result : AT}
/7 QA fAREA] dAF 218
for(short j = y_i, k = (short)(y_i+x_i+1) ;j >=0;j--, k—X
int p = (ylj] & 0xff) * (x[xstart] & 0xff) + ¢ ;
resultlk] = (byte)(p & 0x00ff) ;
c=p>>>8:
}
result{x_i] = (byte)(c & Ox00ff) ;
/gl e e dat
for(short i = (short)(x_i-1) ;i >= 0 ;i—~X
carry = 0,
for( short j = y_i, k = y_itl+i ;j >=0;j—, k——X

/e

int p=(y[j] & Oxff) = (x[i] & Oxff) + (resultlk] & Oxff) +c;
result[k] = (byte)(p & 0x00ff) ;
c=p>>>8;
}
resultlil=(byte)(c & Ox00ff) ;
}

return result ;
}
4.1.4 Y54
F oo e UE Ae aune g2 HzEg
WS o g3te] 5P F wolE wEe x, yE ol
4% ANES olgse] UENe FAF Fo 1 A
g wolE WYY ez wad.

private BigInteger HDiv(BigInteger rem, Biglnteger m){
/AT Rg RAA] AZEE $43
while(rem.compareTo(m) > 0

m = m.shiftLeft(1) ;
s = s.shiftLeft(1) ;
}
// &e] 0RT} #& wi7lx]) HAZEZ 53
while(rem.compareTo(new BigInt(1, y)) >=0){
while (rem.compareTo(m) < OX
m = m.shiftRight(1) ;
s = s.shiftRight(1) ;
}
rem = rem.subtract(m) ; V<
result = result.add(s) ; // e ]v

Al %

m}m T*
o])l
N

P\l i
}
return result ;
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4.2.1 AT

AYZETE T3l IALE Euclid ¢28E&S o] 838}
o3} Zo] FESG

ol#] WA=+ Biglntegerd vall® val2®] u3Ftrs
T3 A resultol] BFSHEC)

public Biglnteger ged(BigInteger val) {
Biginteger ZERO = new Biglnteger (new bytel0], 0) ;
/o= @Fo] go]d tE g wig
if (val.signum == 0) return this.abs() ;
else if (this.signum == 0) return val.abs() ;
elsef
//g<val, x—this, y—g
//FEYE gneE T4
while(x.compare To(ZERO) == 1{
g=X;
X = y.remainder(x) ,
y=g,
}
retumn g ;
}

4.2.2 BEe] A it

2EY A5 d4k2 Binary Exponent ¢XE &S o] &3}
o o33 #o] FHSYTE o] WAEE result = v*modm
S Aitste A g wgatch

public Biglnteger modPow(Biglnteger e, Biginteger m) {
// ZERO <0 , ONE <1
// ek et -19]9H res -1
/" 1o/d res<1
BigInteger Pow?2 = this ;
while(e.compare To(ZERO) {= 0){
/) A<-A*S;
if {e.testBit(0))
res = Pow2.multiply(res).mod(m) ;
e = e.shiftRight(1) ;
// §<-5*S;
if (e.compareTo(ZERO) 1= 0)
Pow?2 = Pow2.multiply(Pow?2).mod(m) ;
}
return res ;

-

o
4]
o
B

y = b.subtract(x.multiply(c)) ;
b=cic=y;y=1i;
j = x.multiply(j) ;
j = lsubtract(j) ;
i=y,
}
if( i.signum() < 0)
i = iadd(m) ;
retumn i ;

}

SAE Y At

2 44+ Extended Euclidean Algorithm €312
o g2 o] FHEHH o] HAEE result
= v’ mod m& A4tsle] Asg Wk

public Biglnteger modInverse(BigInteger m)
throws ArithmeticException {
// ZERO—= 0 ,ONE « 1,j< 1,1« 0, b< m
// x < 0,y < 0, c «this
while(c.compare To(ZERO) != OX
x = h.divide(c) ;
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A FES ZP2E PCEAANA ALHUL
a%87] WEo] 4t JDK1.3E o] &3t #Hf2E HAnYs
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Scriptgeneo| gtz W#H & o]&38o CAPHYE APDUS
Holg A" SCRIldz WHast I ¥ JCWDEE:s
W#@olg o] &3t JCVMF A4 228 wime Aol
2=3l1, SCRHY-E 235l ¥Wx9 SCRAYS #A3
of 2 AFAth

vl Fl= o E3e AUnAEE 9AEE BE oS
Edg=

M 0%

1A - Ax Y8 A Srt(testjava).
26A  an g FHYY Fitest.class).

3 AR T2 ade] = WA A HAFE
71 98l A Convertergts WHAE o] 439
Z3Y, ol Zul2A AFHW JCA, EXP
CAP =4 5o] A4 Ht(testjca, test.exp, test.
cap).

g BAE A4 Fts el dA iz dAY PC =
= workstationFol A Al g olA e GAE vFoA
th E =EdAE PC A9 AlEHol4d disiAg 49

AT,

447 AAE CAP HYS scriptgend]2te WHIE o
43l APDU W #Ho] 2 Wsgrhtest.scr).

SEHA C g AN A" SCR S &8 ¥R
SCR9}Y-& #AAg, 28 325 4 Tz
# A3 dFstEA F2AE #of AT A EHo
A 874 AlAe EredER ZxEQ 23S
g9 SCR #d& 24 grHcall.scr).

6 A @ 7HAte] JCVME PCY wE2a] Ao 99 £ o
A A AAT SCRcallscr)-L o] &3ld A=
EANE AxET o] g EF APDU WHOE
0|43t F4lo] ojFojzitt

HiE B4e 1oz BESHE e 2o,
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PC Memory
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g 5 oz
Bt g S8 Iy
A % (call,scr)
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P >
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JCVM
(Java Card Virtual Machine)

= °H ‘BH Url%ﬂﬁ} TEE Sd29 A FolA T
@43 QA BEY Aes A g4 dituks H2Es
712 g}

4.3.1 2713}

AA Ag F£AEY] A ZF Mg g e ¥
#o] ezt APDU B2 Agd ulolE #%& Big-
Integerg 0.2 HE Fof| PP WG AFET,

private void init1l{APDU apdu}{
byte[] buffer = apdu.getBuffer() ;
// H% APDUE ®Hd| A%
mesLeng = buffer[ISO7816.0FFSET_LC] ;
// %% APDUCA dlolgl g ZHo] F3}7]
byte{] orMessage = new byte[mesLeng] ;
// 4% APDUCA dlol8l & A3 wd
// B3 APDUA W92 & EA}
arrayCopy(buffer, ISO7816.0FFSET_CDATA,
orMessage, 0, mesLeng) ;
vall = new Biglnt(1l, orMessage) ;
// ¥olE #d S Biglntegerd o2 W3l

bufferli] = mdMessageli] ;
/A4 do|eE Wy HAIg. ‘
apdu.sendBytes((short)0, (short)len) ; !
/B He gg AfE

—

private void cal_modPow(APDU apdu)X{
val3 = vall.modPow(val2,val3) ;
' // val3 = vall"™mod val3& #2
mdMessage = val3.toByteArray() ;
// AN ADE wlolE wldz
short len = (short)mdMessage.length ;
// A%E dolE g Zo] 4
apdu.setOutgoingLength({byte)len) ;
for (byte i = 0;1 < len;i++)
buffer(i} = mdMessagelil ;
/A5 HolHE wHd EAGT
apdu.sendBytes{(short)0, (short)len) ;
/WA ghg Ak

f—

}

4.3.2 QA A 3F F&

g F=E Zy|HA4os AAHE 5 Biglntegerd
H5E AR 98 £ valdolzte ¥ AAsty, 1 43
g HlolE mjd=z WHE3 Fo] ADPUBHAE FdA 2

private void cal_add(APDU apdu){

val3 = vall.add(val2) ;

/e A gEE AR 9%
mdMessage = val3.toByteArray() ; )

/) AR ATE dlo|E wjdR wE
short len = (short)mdMessage.length ;

/A5 dole ] Zdolg 4F
apdu.setOutgoingLength((byte)len) ;

for (byte i = 0;1 < len; i++)

private void cal_pow(APDU apdu){
val3 = vall pow(val2.intValue()) ;
// val3 = vall'™?g A4t
mdMessage = val3.toByteArray() ; )
/AR ARE H}°]E Hidz HE
short len = (short)mdMessage.length ;
/) AEE dolE e HolE 4
apdu.setOutgoingLength((byte)len) ;
// A%E dolHE “M"ﬂ BApgict,
for (byte i = 0;i < len;i++)
buffer(i] = mdMessageli] ;
// A9 gk Agh
apdu.sendBytes((short)0, (short)len) ;

4.3.5 }&E 32F 9
+& AFE AERY FNE %f?} APDU 9 #ol&
TAE ddolth o] HdE =
SAsoF st= AolARE, AlEEolA &M= A
BEolg WA Hde gHE FAstu, FERF T
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T2 gyt AA E2REo] old BEL 7heks] ¥ AF d o, gld, BmEY A A HE Aty AAut 29
= 3 AL B U oy A vpelEE AF gk HoE
o m) gt
powerup ;
// installer applet-& A # &t} 5.4 B
// Test Applet& Ao},
0x80 0xB8 0x00 0x00 0x11 0x0a 0xal 0x0 0x0 0x0 0x62 0x3 ; o] obA AT o] AL ol = 2ol A A A
0x1 Oxc 0x1 Ox1 0x05 0x01 0x02 0x03 0x04 0x05 OXTF ; Aup 7} “‘ BT o] 2 e-HlZu oA A,
// Test Applet& A8 gt} (Select) A Ay AN S BAssE 2839 F9E AFdyg 1
e Ot 01 o7t D i 2ok A5 AW 9 B4 B 9 5,
xe Ox >4 N
i Frzoll Al L Q.5E - [ wl TR oAl
// vall %t 27180 @, (inith) i A e SgmEad A7 % vRelA st
0xC0 0x10 0x00 0x00 0x02 0x03 0x38 0x02 ; A e gdeks njAiz 8018 A9} Aol Al 7}
/) val2 B 2718 @t (int2) = APL:: #pu} APIS] QRube A 7] o

0xC0 0x11 0x00 0x00 0x01 0x04 0x02 ,

oy Lo
= .

ol

2

/9 559 (add) el o] APR: E707] ¢35 4ue ;

0xCO 0x21 0x00 0x00 0x00 OX7f ; gl A Hd B AN 2ed 33 YAy e

/REH A A4S 2&30 (modPow) oo x1YstA] Wi

0xCO 0x22 0x00 0x00 0x00 0x7f ; W eriof e . o

2l Al A7) 9 @neE del N

/) A% Ae BEST (pow) Lacitel Al 37 g gmEE el Big

0xCO 0x23 0x00 0x00 0x00 07t ; Integer fﬁﬂ"— Zpup 7E= APIOIA] A 4lskA] 7] wii

/&R Fh o, 2t 7k @Al F2 7bs e Biglnteger el

powerdown FRStE of 2Yst BHE ARYWS AUshs Al

e ellM A7) B Alaelg FEsr] fdsiAE

o 2AYE TN 2E 2 B2 H4FEY 0XCO Al Hadh Feaolr gk o] FEjae dbe i F
= HAES JqEIS Adsts Agxelr) o9 0X10 o] Frgoix ALty Fie HTE ¢e T4
L HEo] 3x F YaZZ dudin & 2ulolk Aolt},
0X00 0X002 wWHozz=9 sepweelrt thg9 0X02i= PHE ZZAMA g ?“5%}71] umg— sk AS
dlelel 2] zleol ow|atn, 0X03 0X382 dole&: ojmls} A% Ao sty o]t olgd BYUNM o5 quydH
3, 0X02%= o) BHole AR AHE 9 ;e 4 B e TN qE P EY :lzﬂt J-? At HA 2
olojt}, L=

4.3.6 48 A%
gold AYF FES AT FAL AF APDU o
Hol }Ag o gate] Aol P

o

rek

o2

1 B4 o, ‘A IC FH=E AME S HERE A7 & Al
N, AREAE ppl7, 1997,

o)
""" (B - (2] AAM, o] &S, “AuFlE fER HA L A5 B
CLA:c0, INS:10, P1:00, P2:00, Lc:02 03, 38, Le:00, ) FEEAA YR FE] Eatels g =23 Vol
SW1:90, SW2: 00
CLA:c0, INS: 11, P1:00, P2: 00, Lc: 01, 04, Le : 00, SW1 : 10, No.1, p.805, 2000.
90, SW2 : 00 [3] Chen, Zhiqun, “Java Card Technology for Smart Cards,”

CLA:cO, INS:21, P1:00, P2:00, Lc:00, Le:02_03, 3c ADDISON-WESLEY Company, pp.42-72, 2000.
SW1 : %0, SW2: 00 [4] http://java.sun.com/products/javacard/datasheet.html
CLA:c0, INS:22 P1:00, P2:00, Lc:00, Le: (2 0L 00, o ,
SW1 : 90, SW2: 00 [5] http://java.sun.com/products/javacard/.
CLA :c0, INS : 23, P1:00, P2:00, Le : 00, Le : 05, 6b, 56, 3¢ [6] hitp://java.sun.com/products/idk/1.3/docs/api/java.math.
10, 00, SW1 : 90, SW2: 00 Blglntegerhmﬂ
[7] A. Menezes, P. van Oorschot, S. Vanstone, “Handbook
2 2)9} of Applied Cryptography,” CRC Press, pp.66-614 1996,
# oo [8] Fad, AAE, o|BF, “Hs ¢ FY +d74 47
4 St AR RS 834, Vols, No.l, p5, 1995.

gle] Ao A CLA, INS, P1, P28 &
(219 3ol HHE Zolgh U A RHo| 7 o
A dEez ol gojoh 27 f¥e 3
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