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A Design and Implementation of A Rule-based Security Evaluation
System for IP Security Engine

Hyeok Chan Kwon'- Jung Sik Hyun' - Sang Choon Kim'''
Jae Hoon Nah'''*. Sung Won Son't''*

ABSTRACT

IPsec offers not only Internet security service such as Internet secure communication and authentication but also the safe key exchange and
anti-replay attack mechanism. Recently IPsec is implemented on the varicus operating systems. But there is no existing tool that checks the
servers, which provide IPsec services, work properly and provide their network security services well. In this paper, we design and implement
the rule based security evaluation system for IPsec engine. This system operated on Windows and UNX platform. We developed the system
using Java and C language.
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sec 9] BeHIE Hrtetrl A% AF
FH7 BgIANAE S A 2 FESAT A
3 BotgsiA 28-S ETRIGA 2% C-ISCAP(Con-
trolled Internet Security Connectivity Assurance Platform)
[12]o]8t 2 WHE 5¢ [Psecd o] tidt BIPS H73)
o o Asy] 98 BHoz ARyt 28y B Bt
FrANsde EYHoz EAshe HrHA2"Ho|H IPsec
Z2EZ g FA EF2 IETFe RFCEAM (2401, 2402,
2406, 2407%5)E 7|vtez JidE T ol2g C-ISCAP #
ofuet 7)ete] e FolAY Ade] #EF IPsecddol
PAME ol A7 flol H7tE £33 & gloh
B =39 AL UL Z2u 2FdAE AT BtF
<+ 2 71&%. 33N 7aS FYPAA
o thg WE&E 71&s 4FeA AE2S AT

Host or Gateway

Evaluation Engine

< H [ System Configuration I i
GUI '; Ii Database Control 4] i
{ [ Rule Interpreter | )

4

Socket Handler

Modue ¥
Send Packet Modue | |

Lyt Encryption/Decryption
Module

(32! 1) BQHEIE A|ABle]l X
2. HotHIIA| AR Sl M

(2@ DL B¢y A2de JETRE BAET B
s} Alade 3 & 22 84 FAd

o A2ES 2AH R Aot H7hd I (Evaluation
Engine)

Axdd] o3 dolHE #ests DBMS

G7to] AT dHeoleE £HIE oM E(agent)
7} FH A AHEsE EE (module)

RS A7 A 732 4 7)(rule interpre-
ter)

2.1 7l Z(Evaluation Engine)

HGrrdzA e (2 DolA & 5 AFol, System Configu-
ration, Database Control, Rule Interpreter® 74 ¥t} Rule
Interpreter= 22804 715y 2 FoA = System Con-
figuration® Database Control Z&o s 45 gt

2.1.1 System Configuration

System Configuratione A%¥# 22 Access Control, A-
gent Registration, Module Registration, Directory Setup
ZER UFE F Yok

Access Control® BHeFH7} A28 A1E& A% ALEA
0128 43ste REolth Agent RegistrationdAE ool
HE o|E, do|AEE, dolguo]x olF, x| do]A
E7l AAEe] glE F2E ARSI dg 52 AL T
313t} Module Registrationolds H7Fi2ol A AL&3HA
g 7} BEo U3 FHE TEI}E FOE EE OF B
¥ AA A2, 289 U 4% 5& §53th Evaluation
ControldlME A4 HAg TA2EES A9y 98 dA)
o] HE7} AXE FAEFI Hrt A2g1He] Network
Mapg AAE 22la @A Rule Datadl &5 =
2 F od HgdAe £PE AAAd F FrhEd
2 AR5 9% AdEso|2~E A Fe} Directory Setup
dME H7FE F3 A AHSEE JA delEd #A
7t godez e w7 dbolel7t A2 Directory Path
£ Aogrh

2.1.2 Database Control

(23 1)9] Database Control DBUY Hlo|& A4, ©l
olg Z71, A, A4 59 AYPE FAh (2H 2)elA
Database Control®] 7%& & 4 9tk (28 2)°lA Rule
DB Controlel A& #E| A7t Brhta e A, 4, A
JATHS P o AL 9% HR diolH A4
g5 <ol AE AFd AR} HZ dolHe
System Configuration®] Directory Setupol H2l€ 1A
AAArl, Result SearchdlAE BAZA] 3 H7HA7%
g ANzt BaFE 715& AT@r Collection Data
Control& H7} 8 Fo 4 Z2ES Jo|HERRH
A4 e o8& Socket Handlerol 2ldl =233, ¢4
& dolejo] tlgt AR E Collection Data DBl AFst=
5L ZET (29 2)9 Bol: DBMSY 7+ HolE9
Fz2E 23404 71&d

o

Database Control

Aule DB Controt
Resuft_Search i—

Collection Data
Control

Rule Data
v Result Data

Collection Data

e m——————

(32! 2) Database Control 7=

22 7% s§M7|(Rule Interpreter)
72 HA7E GraAs DBMSY T3 dolE(Rule
Data)B2 28 Xy oz & g, Pzt uet HH
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Rule Interpreter

Rule Data

Result Data

Flow control

Collection Data

Temp Data

....................

Module

:
i
i
:I Encryption/Decryption
1
i
;
i

7

g AFHe Q= Hrl Teads gon FHAAES
FPF T FTHLFE glow 7 wolg #Ede 5EA
o|(Flow ControDZ Rty ZEAojy IMzHE de
Zb gojo @gEHo gl AoJEHE FHst, FH Y
FAe dE FFES 95 dH o] ~(External Interface)
2 AFe

95 dgdol 2~ 3 doE(Collection Data)tt 1 ]
BrHTA o dA AFE dA Hlo]E(Temp Data)9t
#< DBE ZF3tx, HrHFAdqA ALEstE oejdE
EEE Aojstes §4& 9% 18n A
3 REAY AEHo2E AFATh FIANYr| £33
A= (g ) 2ot

Evaluation
Rule

ID, Name

Description

Rule Data
Result Data

CamDe—
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File System

o
@A

<E 1>& i N7 A s Alo] B ol
AojgHol A ALgste 4L #o]Z(BASIC)Y
dibztst = ddAE AHEEle A ET PRINTES 2
HES GUIY 21 %3 DBMSO A3 dolgd &9
EH AH&3t3, BRAKEE2 Aojg#E o] oA "oju}
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£ gRojoltt. AojgHE L sFAofolA At

(E 1) SENHYEY

Command Syntax
IF %74 THEN
JYE -
IF& [ELSE]
JgE -
ENDIF
FOR 27/l #H&4 [STEP &714]]
FORE HYE -
NEXT
DO [WHILE Z& 4]
DO%¥ JYE
LOOP [UNTIL 274]]
BREAK® BRAKE
PRINT& PRINT #&¥%
COMMENT# Y/ 2

<E 1>9 Aelgy ol9e A st Bag
YHEL BF $2Pu Adsm, 95 Anselad] o
ST g% Adhsiolze] g3 FYHE e <E 2>
o 2tk

(E 2) 9|7 2e{mjo|l~ X

Name Syntax
SQL SQL (output DB, Query, input DB)
AGENT AGENT (command, START [or STOP])
MODULE MODULE (command)
SAVE SAVE (filename, query, input DB)

<® 2>9 SQLEF+ input DBEHE SQL g 23
3t3 o1 A3E output DB A Asth AGENTE<E 5
£3 do]dEE APAFNAY FEATE 4o, com-
mand "IREE o] 8std HPFHE A A MODU-
Edtre ZE8& 43A7)71 93 92 EEo|57 439
FM42 command w7/l & X AHH SAVEFFE
g voleuo]A2 Y SQL Z9E AYsty, 1 AHE
A A5§ doly BYoR ddd AFete FFolrh

MODULE ¥4} AGENT @<¢l sevgg ALgHE
‘command’ el =T FHolZE A snifferst sndpkt7}
TEH ot sniffers FoF FE 2E packetS )
EQIddA EE B T2EQ oo|UEZRE F& A
28 Ui¥-¢ DBEEEH 2Pt HH oot A Sni-
fferz EUEH & + e ZZEZIZE ARP, IP, AH,
ESP, TCP, UDP, ICMP, ISAKMP7} it}. Sndpktis A2
g el Add Aot dA HPYF HAE Raw Socket
& o83t BA T2ER AL3y] AT HHojoloh ¥
A SndpktZ AEE = Y& TEEZZE ARP, IP, AH,
ESP, TCP, UDP, ICMP, ISAKMP7} it} 73 &j4i7]q)
A ALgsE J7tAY o 3% B 4 gl

=
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2.3 DBMS

Botg A Aol ALE-slE DBE+ Collection Data,
Rule Data, Result Data, Temp Data7} 31t}

Collection Datat oo|HEZFE HE @& 2% 2
£ fojEl & AAsle F o &, Database Control®] Collec-
tion Data Controlol ¢j8] 502 7zt TZEZ H= Ho]
Bg gAstn AFdY A5oE P4EE HolEL E-
themet, ARP, IP, AH, ESP, TCP, UDP, ICMP, ISAKMP
ojn] o] & AH, ESP, ICMP, ISAKMPSl thdt Ho] &9
FZ2E <E oA 2 F Uk

{E 3) Collection Data DBUI2| 2t E|0|22] 7+X

AAY 3 2 A=, 32 sx7d o3 "ot ol
A= F950] Ath <E 4> Rule Datadl HAHE
HJrhtAe T2E A9 Aot

{E 4 Rule Data DB

Field Name Type |

ID INTEGER 7} 4 24 ID

NAME CHAR 37t 3 olF

DESCRIPTION CHAR Bt rHe g 49

e AH
Field Name Type A d9
D INTEGER #Ae g ZHHE
LINKID INTEGER g AW AH £AHSE
— - —
SERIAL INTEGER :::;H%MAM ZZEE ¢4
NEXTHDR CHAR 49 Az Z2EZ 3
PAY_LEN INTEGER | AH#H 2] AAHo]
SPI INTEGER SA HExt
SEQUENCE INTEGER | @& 571 7184
AUTHENTICATION | MEDIUMTEXT | Authentication Data
TIME VARCHAR | 39 A3t
RUNCOUNT CHAR 3 g
e ESP
Field Name Type A H
D INTEGER A g nHHI
SPI INTEGER | SA A€z}
SEQUENCE INTEGER @ 7 7HEH
ENCRYPTION | MEDIUMTEXT | Encryption Data
TIME VARCHAR | 3% A7t
RUNCOUNT CHAR 3 A4
o [SAKMP
Field Name Type I
D INTEGER | 7ol dj3t nfws
INIT_COOKIE CHAR SAL A1%g Entity?] COOKIE
RESPOND_COOKIE CHAR SAd ¢& 3l Entity®] COOKIE
NEXT_PAY CHAR WA AWe A WA Payload®] €S
MAJ_VER INTEGER | ISAKMP2] Major] 2
MIN_VER INTEGER | ISAKMP2} Minort &
EXCHANGE_TYPE CHAR A AHEE 3 glE ExchangeEld)
FLAGS CHAR Exchangeel djst SA¢ Ad9Ag
MESSAGE_ID INTEGER | wWlA|=] 44z}
TOTAL_LEN INTEGER | #lti& Z§§ A PayloadZo]
ENCRYPTION  |MEDIUMTEXT| Encryption® ©jo| &
TIME VARCHAR | +39 A7t
RUNCOUNT CHAR T3 35

Rule Data® %7}l g 73L& AFsts £2=2, Data-
base Control® Rule DB Controlol ¢l&f F7l3 o] A9

Result Data®= 7t o] ¢d8 A#E A= o
2, Rule Interpreter®] Flow Controlel &3} A% = eiA]
FZE <% 4>9 Rule Data DBel TIME(T3s 8 Vl
PKTPTR(AZE A dolele] gt EAH) B=7t 37}
d S z2rEr) Result Datad) Zh =of AJHE e
BrrHe] FysE g sHe] FFHFHoAE W&
o2 oL UFo iy J29 ARE B & o
ALg-#t} Temp Datat 73 38 Fof 2Ase *
ZEZ dolg dA AF Foih

24 oflo|™

ASTHES Bk a4 Asdel ase s B
2 Fo $508E AASS Br2HoR AUt I
e U

o

Hra zdate) Héol AFHW do|HEE B 2H
czdy A$HEe 43 $4 Jigdv HrpAsdE2
START, STOP, HALT BES F
4 gled START B#& $4lste ZAfds 24Hd
71 Mty 9% option #HE A AL 4 Uvh
7t g 2 OPTION #& th&3 o] Aojdrh

%
w
A%g
N
2Ny
%

> o
wt ot

o START prot hostl ipl host2 ip2: 2YHHE A%
et H3ol AUAYgE T FHeE ZREF
(prot)@ HF e FA R (sre), HAHY FHHA(dest) &
2EE AARAT £ Utk §40 AE AT AN
ARG 20 2 AR 24P S FPT

e STOP: 2UHY & FHs Frirzdde HEE
A state gHolrh o] FHFE FASA HA oo
HEQ Fo] TaHA drh

o HALT : 2UH3E A FAs}E=

e RESUME : 2UH & A%3

B A 2date] o] o]FojA W oo]HEE WAIT 4
HolH Hrpr Aoz RE e WS J|vhdth START H
#o] FAHH AHES ACTIVER AojA7|i ~UHH &
918 ) AL FY3u} ol PCAP olHelgl g &7
et A4S E33l olo]METE ACTIVE “HdAE
lOmsU}U]' PCAP & &34 sizls =Udddd (2
g Do e dolHEY S e mAgstArt
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RunRule m anform

TCFCornn

START agentexecution

START STO P
com m and casmmand

Run snitfer
Agentwith rsh

Send suvar 5 o
CMD_START eniffe

Waitfordata
from znifforc

Callsniffcrj

Conneftidn failed

t_ the sniffer

Check static
var.of
~CPconn

T isconmect
w_ith Sn iffer

AGENT_OK._FLAG- false (T g
execution

AGENQUYOK _FLAG -true

Compete
Execution
Nom ally

Display
th2 com m and

STO P agentexecution

Receive

AGENT_
RESULT

AC ENT_S
TART_ <AL

[D w“play the result]

Adud data into
Modi.o o GUY itable
S'ote the data
‘o SNF 9B

Store the protoco !
inform ation

(38 5) ool
3+ #®

£ =ToA Ak HotHr}t A28 Windows$ UNIX
AN Fge] 7155 Javast C°1°1-Ei THEHAUE DBE
my-sql2 FHSFHC A28 miol FHe (1Y 6)3 zk

[ BACENT & 38R

H SMWODULE &t @418
@S seleciz 25AE

H @savEmsasae

l @soeensvees sy 254
§ rgusAM

(3%l 6) ofiel 3t

(T8 6)dA 359 A AY F& 529 doAE,
g, 73 ZEEE tree¥d oz BAY Mg £ 9|
Zolty, $& Ao Ze Ay o 5oy oo
A e 7 Z2EZY FPUHE RAFe Foln
9] loge log 7IEE71E A9dy] 43 WEo|H, Pac-
ket data™ 3 packet AAE, ARPE 3 ¥ packet®
ARP =719t AHE 439 packet® AH packet®r 27] ¢
g HEolr), Yz IP, TCP, UDP, ICMP, ISAKMPE %
TUF Ao 3= TREF packetTHe B £ Qo

1m
2 rr

o

31 oo|HE, 2E, 52 3z na
(ag 6)3dd Wy F ‘o l HE'E doldES 27}
¥7, dY, Y o Abgsel, BES BES F7) 9
7, A4, A4 o AgEn EPX MR FAE A
F7h w4, AAE o ARgHE violth ‘SaE HRFE
B 32EE %%‘3]-311 AR o] HEES] A SE

L EEe AREA
configurations 9] 874 éJJr BEA ‘*‘“4 of A&
(29 7 25 dA4S
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ngislab0 12075410178 |32 SOOI AY
1232 Do} MYl

i1 2925410174

ngistiab03

dz ol (29 9= AL HFE] A A=

L

o (2d 99 AABE oAt 7E +3
]_

foE 8
»
0
&g

.

254.253 200

ol o

ACNToe SERE ]
D dooussenaie 1
)56 et saieci & 24
[u)

AHQEBA BN
Doscripton. AH + ICHP (FATIR B5510) TUBAL JHedF ACH
{gRrute
"JF AGENT(sniffer, START) THEN
] PRINT"SHflel MR E 38 *
F MODULE(sendpKi -t target host data.ahiemp) THEN
PRINT "Sendpkt 2§ 0183101 AH-ICMP LG X 88 *
FOR1, 3000
NexT
f SGL{em, “select * from AH, ICMP whera ICMP TYPE=C AND ICMP ID = AH D, s THEN
PRINT*Waming lSi@2t0k 018 Dol 2]

ELsE
PRINTTResull. il A8l 2@l
ENDIF
ELSE
PRINT*<ERROR> Sendpid 20| ¢ 89N S2:8UG"
ENDF
1 AQENT(sniffer, STOP) THEN
PRINT 50ifer {013 S B 5"
ELSE
PRINT"<ERROR> Sniffer 010K £0+ S 2T H2QUICH
ENDIF

PRINT*<ERROR» Snifer 1010} 3 SN 2RELICH

32 7& ®E A A¥
& W Argad (23 10)3 o1u1 cgeﬂsa ﬁ-

’%‘Zﬂ

rSL'

" (29 11)a+ (1%‘ 12)‘
(28 109 F3& 6}31% g BaxE otk (2
g 1) AH7} 31%% ICMPA & EXS EZRH

Usgsts gAdA AHHZAE BoFe d=fold, (2
Y 12)E log 9He AHF A2A 73 A 43 7F

& moZt) C-ISCAPI disl 438 & 23 AAs Al
g e EAA FUT

29 ca 08 ¢ 07 10 o9 0a o8 OC 03 oX OF
13 1425 36 27 16 15 1a 1B 1c 1 AT AF 1
BruswmwnmE DI |
23 34 35 % 37

(38 1) 24me E AH 33

DN ®:AH g8 32 &AL
Sraffer 0JOIA & & |
| paCKet sanding—
1
| werslomt, headarten-20, 10w, tXaen=178
o § 8anapackat | W14, fagett, ofF et 1255, roADGOAH
5 1 120254.10.174 > 129254.90.1

L AR : naxtharesP, payian-24, spie2B6391153, sequence0
1P :vorsioned, henderien=20, tos=0, totakema4

| K124, finget, afTwat=0, t1=255, pratocol-CMP

| 12925010474 —> 120.254.10.1

| CMP : typesd, code~0, ki=23120. sequence-20

ECTN 1

WACENT ane 2BAIR | transmission complete.
@ MODULE 5% 3 &ME t
Sendpki S5 @ 01B 0t AHCHP EA T B5— )

W EQL @l salect B FSAE
WEAVE @ IHNY

8 50L B X BAVE T BE 7 BA
WAH Y B2 BN

33 2okd "I}
Psecoll 4 AFate 4702 B & RAFTA2HE
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ol &3t Hriat: WL Qg otetd o 7l 5. Inbound AH+ESP (policy = drop) RESULT [PASS]
Hl ======> H2 ICMP Echo request (with AH +ESP)
o 7184 (confidentiality) Hi <==X == H2 No ICMP Echo reply (drop packet)
AEFQ ¢53td ESP RS FAs dalx9
£ ol B F A=A FAdsn Y9l vz 2ag L d E
GR=
* A4 <13 (Data Origin Authentication) B EgoAE Psecddd HHS Hrker] 98 25
A$3d AH 52 BSP #7e dAAztes #3¢ # shgl AN RARsbAaEe A 2 sty As
F3% Az g9 WY Source IP F4E ¥ASd = T B 282 ETRIA 7H#%<1 C-ISCAP(Control-
AAR A¥sa, 2 ARe 24T led Internet Security Connectivity Assurance Platform)o]a}
e 2 Alel(Access ControD T HRE 5 Psec Aol dd mebde Hrksta oy
8ol Tlkey)® ©l 83k AH %& ESP A2 74 237 9% BHoz Ausgiol, EY¥os A 3
ohol S4A2 d¥sha, 2 A%E BAUT. 7N 2@o C-ISCAP # bzt 7let A4 A3 Peec
o HAAY FZ 4 (Connnectionless Integrity) e hEAE o} WA Qo] BrE Sud 4 gok
SR F7lo 5F Y=8 AR F ICVES A A
o] Wz T Adstn, 1 AN BAFT € B7P2EE gEd 22 A4S e
o A&FA ol(Anti-replay) o YEHI Ao g ZIEZEY HA& F35n
F3% AL BAsld $Y8 SYAR ddato 2 T4 7158 Aeth
o £ F3E AR Psec AH/ESP sl e) SN ¢ JolHEE AMESt 9AE IZ2EC dig Bt
(Sequence Number)gt& ZAAIsHe, MZE SN& XA} 7Vestet.
AU 533 SNE WA e A4dn, 1 A2YS 24 o FERVIOE AR AFaE Beg B 7t
g, =
AA Aget Bt AES o]g5ta] ETRINA 7 o 1 gg FPE desstd &44 7HE 4
%< C-ISCAP (Controlled Internet Security Connectivity g+ U
Assurance Platform)olgtn 343 3 [Psecd WY B o YA doF 7ee RER #HFGERZ o
A& H7slgint. C-ISCAPY BatdS H7taly] s 7571 golsit.

Ao NBEEE ARG Fze) APFLE uAHs}
Axde olgate Brbsisn. BrA% CISCAPE % 72
e B Wb 482 FRAAT. <E 5>E 7579
B 3 5iTe BohAds B A2 noEy,

a4 s ARe 10006 AEHARE Qskor] U
+% A% ade), A% gl 4T dFold. IF Al
24 B2 FHE 27k ke $AY e
§ BV AeHes Bgss Aol Basid A B

[ox

<E 5> Eo._"’\o" Igﬂ_go;gm, %47%-7‘494 oE|_n?|_ ﬁl%]‘\% ]avag} DBMS%‘ o]‘g‘ﬁ]‘&] ?’%5‘101]\1 'l‘:lbgl“% _’}‘-8‘}}3}-
= Azte] 2 ZYRR Hrt i 3xEete dZo] Fo
1 II)-Ieltect modiﬁ:dé&zﬁ packet (I\/I[(O:dl\i]f;cagg}r: of IP dst.z ﬂl}E[i}{JLT E)IZ}SS] Z]E‘ z‘a)g—o] %%. %1_-/\3 z:sl-t;]- o] E]?l- Q—Ev“_—x{]% 6‘]]@‘5‘]-7] .?—]T}‘l-
—me==== 0 request (wi , modaifica- - - <
tion of IP dst.) A% dA APFolck =3t vlely AeE e Psecdld
Hl <===X=== H2 No ICMP Echo reply (Drop packet) < AEZ Al 5 ) ==
2. Inbound ESP packet with Fragmentation(Authentication : o e HAEE Fdshs Adds A APFolnt
NONE, Encryption : DES-CBC) RESULT, [PASS]
Hl ==============> H2 Send Fragmented TCP message (with ESP) -
(1 /2 / 3 - fragment 3z E2d
3. Inbound Tunnel AH packet (Authentication : HMAC-MDb)
RESULT [PASS] .
HI ===> GWI ===> GW2 ===> [I2 [1] IETF, http : //www.ietf.org.
ICMP Echo request (with Tunnel AH) [2]1 S. Kent and R. Atkinson, Security Architecture for the
H'I‘;;:‘:“(:’V‘V‘l‘;’;g%‘;i‘;;‘;{‘z' Internet Protocol, RFC2401, Nov., 1998.
ICMP Echo reply (with Tunnel AH) [3] S. Kent and R. Atkinson, IP Authentication Header, RFC
4, Outbound AH + ESP packet with SA bundles RESULT [FAILED] 2402, Nov., 1998.
HI ==> GW1 ==> GW2 ==> H2 . . .
ICMP Echo request (with SA bundies) [4] lS (Ii{ent gjol; ﬁtkmf;égn) Encapsulating Security Pay-
[F— ESP SA---| oad, RF , Nov.,, .
| AH SA I [5] D. Harkins, D. Correl, Internet Key Exchange, RFC2409,
i < G e e <==1c};/llp Echo reply (with SA bundles) Nov., 1998,
0 undaies.
il [6] USAGI Project, http : //www.linux-ipv6.org/.

__________ AH SA-—-——mme] [7] FreeS/WAN, http : //www.ipv6.iabg.de/.
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