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An Implementation of Authentication and Encryption
of Multimedia Conference using H.235 Protocol

Gyu-Bok Sim'- Keon-Bae Lee''- Dong-Su Seong'!

ABSTRACT

This paper describes the implementation of H.235 protocol for authentication and media stream encryption of multimedia conference systems.
H.235 protocol is recommended by ITU-T for H.323 multimedia conference security protocol to prevent from being eavesdropped and modified
by an illegal attacker. The implementation in this paper has used password-based with symmetric encryption authentication. Media streams are
encrypted using the Diffie-Hellman key exchange algorithm and symmetric encryption algorithms such as RC2, DES and Triple-DES. Also,
128-bit Advanced Encryption Standard and 128-bit Korean standard SEED algorithms are implemented for the future extension. The im-
plemented authentication and media stream encryption has shown that it is possible to identify terminal users without exposing personal
information on networks and to preserve security of multimedia conference. Also, encryption delay time and used memory are not increased even
though supporting media stream encryption/decryption, thus the performance of multimedia conference system has not deteriorated.

FI91E : H.235 Hot TRES(security protocol), H.323 FAE|9/(multimedia conference), 21& (authentication), &% g112|E(en-
cryption algorithm), Ci&3](symmetric key)
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B0 Mxca Bc1h BxSe Bx77 Bx58 Bx59 Ex28 ®xSa Uxde #00 Sxca 1A BxSe €77 Bx68 Bx59 W28 &x5a Bxde
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@b X831 BS2 B9 Bx9a Bxed Gxb  Bx7A Gxdd $x2e 8x6 @xB1 BxS52 Bxd9 P2 Exe6 Bxb ®7h @xdd x2e
#x9¢ xBd ko xbM Exdd €xbd €x5a #x98 @xie Bxoh Sxve @x8a Rxhd xbA #x03 Bxhd BxSa 98 Exle XG4
®x7b #x3 @x5d Bxk3 Ex81 #x23 8x89 ®xSd 8x16 $xF2 8x7b 8x3  GWSd Bx43 xB1 £x20 Bx99 WSO W16 WxF2
$x37 Bx68 Bxe7 &Sk Bxc7 Bx80 @xb  Bxcd OxE9 Sxd ®37 €x68 Rxe7 BxSH @xc7 #x86 Bxb Exc3 B9 &xd

ﬁ ’u?ﬁ?a xae was il:';’

Eojd B

MHo| ols MM Diffie-Hellman mH=0]E]

Diffie-Hellman agreekey

Ejd A
(o214 &

(g 15)% H245 A4S B8 2oise g2 v
g2 dolHE ¢53sle video keyst 202 HoHE &
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recelved openLogicalChanmel U23Skey Field of Uideo
decrypted Uideo key

@56 869 Wxoh Bx65 BxSF Rx28 8x53 Bx65 Ex73 W73
8x69 Bx6F Bxbe Bx28 BxAb x05 @x79

:::ﬂ cpentogicalChannel W235Key Field of Uideo received openLogicalChannelack H23Skey Field nf Uideo

decrypted Uideo key
®a56 8x69 Bx6% €65 Bi6f W20 &53 Be65 BT W7D
8269 Bx6f Bxbe Ex28 Bxkb 865 €79

W6 Db Bxsh BSS B6F BX28 BSD A5 07D WD
8269 ExsF Bxe B20 B Bx65 W79

send openLogicalChannelack H2asKey Fleld

ideo key

®56 €269 Bx6h D05 Bxbf B2 053 @65 XT3 WXTS
8269 Bx6F ExSe Bx20 BAD Bx65 BX79

send apentogicalChannel K235Key Field of Audic
audio key

®M1 B75 ReSh R Bxof D20 B53 W05 Bx7S W73
8289 B26F Bxbe Bx20 BAD Ex65 19

send upentogicalChannelfck Audio H23SKey Field o eers €tk Bty Bx6F Bx28 Be53 x65 W7D G
Audto ke

069 RxOF Bxoe Bx2§ TAD €65 W79

received openLogicalChannel H23Skey Field of Audlo
decrypted fudio Key

Bxh1 875 Bxéh Exi9 BxGF Bx28 8x53 Ex65 Bx73 73
8x69 Bx6F Bxbe Bx20 OxAD $x65 Ox79

recelved openLogicalChannelAck H2aSkey Field of Audio i

N1 B75 RSN Bx69 BXGF 8x28 BxS3 8x05 873 @x73 )
59 BX6F Sxfe W28 Wb 65 W79
send MiscellaneousCommand HZ3sKey Fleld

update ke

Bx55 BB €068 Bl B7A Bx65 B2 Bx5D W65 BX72
673 369 Ex6F Oxoe Ex20 Mxab x65 Ox79 :

received MiscellaneousCommand H2Skey Field
pecrypted updatekey

W55 Bx70 Bx6M Bxs1 RX7N Bx65 €x28 ®x53 W65 873
8x73 2269 Exéf Exbe Rx28 BxAD Ex05 Ex79
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