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A study on Kerberos Authentication and Key Exchange based on PKINIT
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ABSTRACT

In this paper, proposes Kerberos certification mechanism that improve certification service of PKINIT base that announce in IETF CAT

Working Group. Did to certificate other realm because search position of outside realm through DNS and apply X.509 directory certification

system, acquire public key from DNS server by chain (CertPath) between realms by certification and Key exchange way that provide service

between realms applying X.509, DS/DNS of PKINIT base. In order to provide regional services, Certification and key exchange between realms

use Kerberos” symmetric method and Session connection used Directory service to connection X.509 is designed using an asymmetric method.

Excluded random number (Krng) generation and duplex encryption progress to confirm Client. A Design of Kerberos system that have effect
and simplification of certification formality that reduce Overload on communication.
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UserCert : Cliente] RSAIS 5t YA
KDC_ILC» : KDC_l¢] Clientell A 33l X.509¢154

CertPath : DNS& %3l Aldo] AA4E F48 Z= AFA AY

gholth.
KDC_x : Local KDC9] &747]
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TimeStamp, Nonce]
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= Hx
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53t
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Nonce : Replay #X|& 8 iole| #
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Ac = Excrosrem[IDc, ADc, Realmrosrem, TimeStamp,
Noncel
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gl Bo2A TGSmwol WEE M7} Ao qAA
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A A IDE T WAINE Hi. FrhEez
Clienty 1524 Hulwd o7l D¢ Client® F4
Timestamp, 99/ 7} £ gt A AT + 4
€ HAZE 24 d5AE T AL E7 HEd
& FEAZE ZErh TGSreme KDC.re 37719 AR
7], A9 HLIE 7HA 2 EAE E5® 4 Q) o E
AL Clientol Al MR (Kereseew) 7t AZHR S 717
71w KCTGS & AME3HE A2 Client #olzts A
< & F vt 94 TGSpev2 Client2HH 2$H 152
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AA A LA AF5E ¢ Ik WA O AY
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£ A 92 TGSpem< A9 vl YUF] (Kserrew) 2 E
A, FEARY, gl 7, 49& d53stn Client? TGS
remit e AAZIZ2 B Al 388kl Clientol] Al A 3ht),
Client:= AW Y A7 (Ksarrem)E € HEE AT +
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kerosrem - Client$t 94 TGSremoHe] AA712 Wz A& 99
HE 7
IDs : AW S| A2 Client’t TGSrewell & Access &7
Ag : Clientd] QFA2 Ticketrosrem® ¥l X, 13
Ticketrosrem © 94 TGS AH§ATE 74 Bl 22 KDC rol 23]
AFHASE B
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Realmresren * 94 TGS 99
keserres © Clients €7 A8 S3te) wjd 7]
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Realmsetrem - A1 S 949
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g3 glye uEy)
ADc : Client®] Address® El#ie] &3 Fddof sk
Ticketsctrem = Exsctremlflags, kcsotrem, Realmserrem, IDc, ADc,
TimeStamp, Nonce]

3.2.2.4 Myl &34
® Exkcscrreml Ticketsorrem, Ac, Exsorremlkcsarrem, IDc,
ADc, IDs, Noncel]l
Ac = Excrosrem[IDe, ADc, Realmrosrem, TimeStamp,
Nonce]
Ticketserrem = Exsoremlflags, kesorrem, Realmserram,
IDc, ADc, TimeStamp, Nonce]

Clients JAMHE ALY + e HEHE 7M. wA
A ®°1A Clients AW HI@FE ERIAIIL AH2F
g% axdeo=z MwE EF(Ticketseraem) @ UF2L €A
TGSZRH A48 U4g Hyoan MBzE stdg 5
A9} TGSZHE A4" F(Dc, ADc, Realmresrem, Time
Stamp, Nonce)2 H]@3te] <1F3t TGSremo] 43314
g2 2ujdt AX7)Keserremw) 2 5 = §leh

kcsemrem - Clients} 997 Ay S7ke] AA71=2 o] dwlAA7} Client
22X & AYE AWA 2F
Ticketsgrrem © A B Soll HZAEE 713 gA0E TGSrm2ZH
HA3E »%
Ac : Client7} B4 dFAE2 AFARI} F£FH Ticketsorremt
v wdte IF
ksorren - D7 A8 S MW 2 TGSmmol A5 T e 2
Nonce : A X]ofl i3t F2A4F &2
Ac = Excros[IDe, ADc, Realmgs, TimeStamp, Nonce]
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