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ABSTRACT

In satellite communication, which use the satellite, the protection of TT&C channel which controls the position,
performance, and operation is required. In this thesis, we analyzed the weakness of authentication algorithm which
is used for protection of TT&C generation and operation. Also, we proposed the authentication algorithm which
complements key recovery attack structurely without increasing additional computational amount and verified its
performance. The proposed authentication algorithm can satisfy Rivest’s recommendation by increasing the

computational complexity from 2% operations to 2"

operations. In addition, it can be applied to the existing
satellite system because the length of TT&C data and message authentication codes used for the input of

authentication algorithm are unchanged.
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