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Abstract Trojan-horse programs are the programs that disguise normal and useful programs but
do malicious thing to the hosts. This paper proposes an anti-Trojan horse mechanism using the
information attached to the code by the developers. In this mechanism, each code is accompanied with
the information on their possible accesses to resources, and based on this information users determine
whether the code is malicious or not. Even in the case a code is accepted by users due to its
non-malicious appearance, its runtime behaviors are monitored and halted whenever any attempts to
malicious operations are detected. By hiring such runtime monitoring system, this mechanism enables
detecting unknown Trojan horses and reduces the decision-making overhead being compared to the
previous monitoring—based approaches. We describe the mechanism in a formal way to show the

advantages and the limitations of the security this mechanism provides.
Keyword : Trojan Horse, Access Control Policy, Monitoring System
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