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WEP-Encapsutat-ion

Initialization

» v

[

Vector (1V) Seed | RC4
RC4 @ PANG

Key Sequence

v

Secret Key

E|———*'- Ciphertext

Plaintext
PDU data

CRC-32 ‘

Integrity Check Value(ICV)

il

Message

O8 1. WEP 24| etest 3y

AA2zQlErl whitg <Esr] 48] random
challenge® By, w2 40bite] ¢37)9
24bit9 IV(Initialization Vector)s Z3ste)
°o]& RC4 53} dae|Eell JHAA A} w4 7]
2EHSE AT, o] F o]&d] FES Y33l
AFIH(aH 1), FAN2FUEE o]§ F33]5]e]
ks Q2]

(1) WEPHHA] Y] Bot FAlde] WEP 719} TV
AlelZ7} #a, BEA el i1 AHSEk,
¢35 deE(RCA)H} 24 ¢3e8}E(CRC-32)
o] TEALF Habel| FHofstrhz AMo QS-S ¥
Aslelct. IEEE802. 111014 = ol2idt 415 2
s e 2711 AS WS A=sta gl 3t
vhe A71AQl #A A daelE AHAE Bl A
7} 2 478 E(AES-OCB) 2= vt Zidld],
olelgt WAle MAC # st=dolE WA oo} 8
ng Wpir|zke] A, 7]Eel] v E o] AM-E]
ALAN¢®| backward compatibilitys 84 %3}
< AL Qo = o e d1AQl A6,
AEd Bt TAHES AzEgelyor sfAse
TKIP(Temporary Key Integrity Protocol)%
AMeolc}, & =79 VA4 TKIPe| +J%4 WEP
Bt FAAHE NAsk=A Adwshict

[EEE 802.11 WG+ FAILAN Rere] ¥4
£ o3 2ol Aejstm ZFEshe| wedsta glr}
(1) RC4 WEP &x8l& #H7} 47 9& 34

o #ekatet. (2) FH3l WEP7] o o] glct.
(3) 7R 1% 2 A% Alo] Hhe] gt (4) ¥
TR 8% AT FHHTE AF/FHA2/ARA
(AAA) el §lrt. (5) <d5A1. BtEE, 1D/
29=, SIM 5% Ak ok 7ia A% W
Aol qiet. (6) 27 Hoke A|{UstA] Eich A%
& 2AR S (D3 (2)= 802.11F WGellA
(3)& 802.1xe14 (4) IETF AAA WGelIA (5)
€ IETF EAP WGIH z=lz  (6)&
802.11f(19)% 802.11i. IETF Seamoby<}
Mobile-IP WG4l &F3-5 stz gich.

do

M. 2§ FALAN B9 2
(RSN : Robust Security Network)

IEEE 802.11it 20024 39 RSN =gt +3
& EHZE X3P Hleddte 2y, FALANCAY
dlole] ZejelwA] 7158 % 7slslodct. RSN
gxsgbolla 802.113 802.111F A|dshke= FA
LAN YA 2FQEFo] F-E5h= 3704, 802.1x
£ o] 43 78Izl 9F 9 7192 WAHUYZSH mET
obdd 27 Bl ZHYYAE AN A2 P
o] Bel FFolcl (¥ 2).

RSNo] A|gsh= Bl 53 A
Al(dynamic rekeying) % FA B 73
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38 2. RSN(Robust Security Network)

HM 1A, 724 5) $2 4. okt 24
% 87 & WLAN =2}t Ad-Hoc%ol &
aHA A48 5 9l B3k (flexible security) ¥
493 A4 A IEEE 802.1x% 343 71elat
A% AF 4 FALAN % H<49 (port-based
network access control) YA, AHAzqlE9}
AF AHE Eelgozs ke Aoke F2
27 Bk A9 (ubiquitous security) ©HA.

(strong confidentiality) 7]$2 0|43 Bk
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d
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AHLFNEE o) Soht Thlalel AF Al 2E 2
H3He 7RI Sl $394e] glemin wen ey

g AdF AAYZSE AT AHolt),

RSN¢| &2 Bat 84%= 802.1x 9= AV,
dlole] ZepolwA] wiAYEH security associ-
ation #zle|t}, 802.1xE wWHUZL EAP/
EAPOL Z2EZ EAPYZ ¥ 7)&u)] gwel=
AAAQIZAY, z8ln =2ixel XE suF 54
LAN A4 Alel7]¢2 o=}, dloje} Zejolw 4|
WU WEP, TKIP, ARSE sl 3714
cipher suite® TA%t}. Cipher suites %A

Hlo]e] ZejolmAlE BAshed Bogh Q1= 9 o
% duelE AEE vt} Security associ-
ation #2l= FAH 744 2 Fa) WA=
re-keying L2 EZZ o]83}o] ity Ay ¥q)
E 74 54 cipher suiteol Z= ¥ot Ad ez
AR et T f2)she FRolr},

IV. RSN &<t g4

RSN Eol 42 s QM AFJES} A2 7}
9] Mok @FARHIZ dIAYUZ, unicast/HelAA
E ¢3daeE 3} 22 cipher suite)S 44
7le AAZH, RSN xeob Z#9a2 x93}y
#13te] 20024 39 IEEE 802.11i 7744l Al 20)
F7h Folr}t, RSNRESH PAFL Ay zolEs)
o] FALANS MAC associations 433}
+ A4 Ay}, Pkl 2 E cipher suite
Aehelel 5 23 394 ¥ ulke} 7] RSNIE
(RSN Information Element) 7Z#42 ¥als



Beacon | - ¢iame RSN
Frame | Control 1 info.Elemen
Multicast |Unicast Unicast | Auth. Auth.
‘1;':2?2: 1 %eggzzt Suite Suite count| Suitelist)Suite count | Suite list
4octets 20ctets 4n octets| 2octets 4n octets
out Value Meaning oul Value Weaning
00:00:00 0 WEP based pr ivacy 00:00:00 0 | Unspecitied
- authentication over
00:00:00 1 TKIP based privacy 802. 1x(802. 1x to select
authentication
00:00:00 2 AES-~0CB privacy ~ aigorithm) ~ ASN
default in an RSN default
00:00:00 3-255 Reserved 00:00:00 | 1-255 Reserved
00:00:00 other Vendor Specific 00:00:00 | any Vendor Specific

18 3. RSN Beacon =Y 3=

7, MAC management Z#%(beacon, asso- ©°] RSNIEE ¥k w2 Za3ls wond by
ciation, reassociation, probe T#Q)e| E£§ o] security association® 3|W3H= cipher
go data AAAFQIE Ajo]o]] AtE) suite®] < Addc} whde] A= cipher

4 3= o9 2o RSNE dAske &b¢ suites(d : unicast €22]Z : TKIP, multi-

et States
State1:  m— ated:
7 ale Unauthenticated
Associated

Unauthenticated
>< Unassociated g:ls\elected
/ Invalld secure sessio
/ \T
/ Successful
/ MAC Authentié_ation

Invalid secure session

Successful
Authentlcaﬂfn Dishssociation
Ngtification

/ State5:

I P State2: ULA Authenticated

i ¢ Authenticated Associated

\ ~ Unassociated Ihyalid secure Associatio

nvalid secure sessio

Deauthentication
Notification

Disassociation

\ Successful P
\\ Associationl Notification

Exchange

State3: — State6:

Authenticated TN\ Reckeyin ULA Authenticated
Associated Associated

Invalid secure sessiol Secure Association

38 4. RSN A2 Clojola@



cast ¢3dwelE @ AES, A3 : 802.1x)
association request Z#Yel] A|A] A AFQ
Eg Adscl dHr¥dEE dhdo] Q78 (-
pher suiteol W& ¥4 AHE associate re-
sponse ZHYE Fil AR o2H whis) dAa
ZQE 7o) Bt Al A& AR} RSN g4
Al @do] B3] fdsh= cipher suited AA3HA
o] AAAFEE o] §02.1x31Z ¥l
AES cipher suiteol| ¢J& dlojg] Zzjo]mjA] B#
< 87w 7Pgska Bak Al AAS Aakgi

o<t RSN 2ol 4o shasdd ddd gard
A% Aol ajebd Q5g i} o] ghud
Foll, s} A ZEE Ay 43 g2
(WEP, TKIP, AES)-& 217t "3 A%
715 AAsta, 7ludt T2 e L olfald Auzl
o] 71% A=A AF22H security associationd
AR, o994 A9 security association
cipher suiteEd o] HBHAZQE Ajo]F o]
¢ o wt=a] Adds]ejo} sh= 71249 1l A
2E7} flch ¥ 4% 7]29) MAC Aulxdl RSN
Hot U2 AZE 5 UEE FAs 2 A A
o|xolc},

V. 802.1x 714k Q1% 2 7] Bl

[EEE 802.1x= FAILAN 7RjAte] AF3e1%
a4 47k kel Bad slAE AA 7
£ FAoE FulEp] g v S Ag Aot}
MACAS] AZllA Q15E 883t A 719
AfAT F4 LAN A48 388p7) I d4»
AEE BF 1A ATt 7ialet St
AFHAA AN A o2 AR vtAE AATE dF
AR R R dHAFQER 7|15 Fujshs J3e
TRIHIH 5 F=2). o)ZA BulE 71
A7 SN2 FA AEF2E dHoly ZalowAE
AlF3l7] 9% 718 712 B4 weba 802.1x
€ AF FA(AFAH) 9} AAx AEE FA (YA
£EQE)E o3t A7 F2E Zher} gl o
2 29 2 7Y 22Y 288 fo)d)
A ALE 5 gle Aol i

1% 5ol Supplicant+y A4S 2 8= o
ao]3, Authenticators ©Was} 24w 71
AR E FAEta, A5 Aol we} A2 A=
E% 83k= 74 (PAE: Port Access Entity)
7b fe}, A AEE FAQ AAAFIEE g5-

EAP EAP
Method(keying) Method(Keying)
* AAA client 1
EAP API A « Key Management EAP AP
Conversation
EAP v Master AAA
client AP |, Session Keys | server
EAPOL -
Supplicant Authepticator Authentication
PAE RAE Server
A
Cipher Suite Cipher Suite

(Ex) WEP, TKIP, AES

(Ex) WEP, TKIP, AES

8 5. 802.1x EE 7|4t SMLAN & HIO|
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sociation ID#} Z& =84l EEE °]43l4 7}
szt Mg Aofdt & H3 He{HE Falo]
e YEZ £HpAEE dofg v ASS
Bz WhAe]c}.

802.1x°l4+= EAP(Extened Authentica-
tion Protocol)(16)5 71iAt <15 dlele] A$-E
S3 2F =2 EEZ o]43ly 9lck 2002 3¢ &
A IETF| EAP 97)1§¢] AdA=Ee] ID/HAH
=, AFA, 2vtETLE 5 ookl A% BAS A
ke duEEd 74 QA% daEEE o] 83 AlA 7]
A4 W e 353 A8k Qi

=

ha
1
.

1. 802.1x Z2EE %

802.1x ZR2EZ AL vl s}, AR
AHSuplicant PAE)7} WA &L Axshs 73
% EAP-start dAA & HHAZEE (authenti-
cator PAE)elAl Bdicl dM~ZAEE= EAP-
start®AIAE wewd 7181A} Q1 g 78iAt

station (

Association

Access Point

B

* > Access blocked

AIK(ID) ARE oA 248}, o] o 7Isiz}
o 24 297 FAZF& Adsp] e 7kIF
ID7} E-mailF4a %719 2 NAI(Network
Access ID) #2](, cbh@etri.re kr)& welo}
gt} (4] NATEAE E5slioF o] 7IiAk] &
FAHY YA E & F oA B4 AFo] 75
S} oo} #HH 4L [ETF(T](8]MA EF3H
& APstz glch. AHALRYE e 7iAL Al
ARE AAA EAP-attribute #AIx (9]¢ EAA
A QF AwdlA AgEz, HFHoE AqAEQ
Ex QISAMENE AF AAF/A AAA(ZHT
9] Radius-Access-Accept) & utom 1ZaAo]
Z53c}. o] o AFHANA A vhrE] AT
= Radius-Access-Accept WA FAAA o
ArEJERZ ALHCH10). 2 oo, dAAFe
Ex EAPOL-KeyHAA|E o]&3le] it} 7|
e FRFEH I AR ARE IS 2
% EAP-seccessMAIAE $71€ 712 ¢53l8ly
Bo2H 802.1xF o]43 FALAN H&o] 34

AAA server
(ex, Radius, Diameter)

802.11 Associate-Request 802.11

_ 802.11 Associate-Response

RADIUS

EAPOL-Start EAPOL

»
—>

_ EAP-Request/Identity

EAP-Response/Identity

>

EAP-Request

Radius-Access-Request

Radius-Access-Challenge

<+

EAP-Response (credentials)
EAPOL-Key (7|11 8h

Radius-Access-Request

—>

Radius-Access-Accept

EAP-Success

A A

<

Access allowed

38 6. 802.1xH 0[28 FHLAN Hs 24
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H3l5& SiollA daAct, o] FE bz gy~
FRlEE FHoZ ¥ulE 71% olgsle] A do]
Bl bl gt zejolAlE wapibA Hc}

2. EAP 215 #8(EAP-Method)

IETF EAP WG4 35359 EAP 9 ¢
& E 12 AHeslgoi17). EAP-MD5(11)&
EAP-method %4 #4934 mandatory® A
2R <lF wajelr), Fio] wheshy wlgkow s}
a2t AF T A Yskm, FALAN AE77) wol
of Yo vtAEly] A4 WAL Aesta 9l =
th= A7} sk, EAP-TLS(Transport Layer
Security) (12)= AH-AF9} Q1ZAH 7} Q124 E o)
g3l AuFsta, A 7]k 549 WEPF S
AAst] Fulsle dlEAQ Q12 whiler},

EAP-TTLS(Tunneled TLS Authentica-
tion Protocol)(13)+ EAP-TLS® &4 aejo]
ot debgt A AN T8 AEME BT
Agshe TAE L3l gst] o qlze na
32 a2|u AW AdFE AZAE ol 43l gl

sh= WAjoleh, ARl AR E TLS TREZS &3
A el By goss FdeElas zEs 9l
A 742] R = 4zle)] ik ouide] BRI}
EAP-AKA(Authentication and Key Agree-
ment)(14)+= 3GPP(3rd Generation Part-
nership Project)elld IMT-20008-22 =gk
A% 2 7] YA (AKA) HHUZS EAP H43

213 Wole.

3. EAP DIAE(7| MM(EAP keying)

EAP keyingd & 719lzle} QZAnzt
EAP-methodE |83 43915 AR S53
TRAE7)R FE vhaE A4S s Aot
TRAE AlAT)E A el AT, A A
E2 s FA 4&577te] meo|wAle nAs}
7] $13te] AMEE Flolnh AMAFELE vlAE
AA7IZ e 27) RONFAAA N ART ci-
pher suite®] IHE 7](TSK : Transient Ses-
sion Key)& 43t} o] o EAP-keying® ¥
e ol dae]ZEg o]8slo vlre]y)2 RE o}

E 1. EAP 215 W4 Hin

EAP Method Authentication Authentication Comment
Credentials Server
EAP-TLS Digital Certificates Certificates Generate keys
Infastructure Required
ServerCertificates
EAP-TTLS Client- Password Standard PAP. CHAP Generate keys
Server- Certificate MSCHAP user
database
Password onl Only password verifier Generate keys
EAP-SRP Y Is stored
EAP-MD5 Password only Standard MD5 Oneway
Authentication
No Key
generation




28 7S 2" AWt 2Y 7=
AAst] 2E EAP-methodd] #5402 H4%
A7}, ae|x olPA =8 vhaE AAdIE F
A AAxFlEs AL st el IETF
AAA WG EAP WGellA oj¢} #3g EF5 o
3 9ot ofd FA| 4L fle Aot wka
B]7]% $%3k= EAP-keyingdel&e txdql
EAP-TLS Z2EZS ol&3td A&} EAP-
keying EAIE A9 A0}

¥ 7—3— AEME olg3led whiat AFAH7}
}/\51 x-]]x:]ﬂa Agklz;}_i: 242}._ H

S(Transport Layer Security)
l% o FEAd-E Y FAAE]
—% B3l A3QE 9 s YT
£ ZE HAAE R /1A A4l
Hel ZREZell. EAP-TLS+
cHola vWHUSE o] 43l FALAN
iz} AW E A3Fdtn, Fd Tt vhx
g AA71E dAA7IE ZREF|r}
thire] 802.1x5 ol&3to] AFsH et F

r_Ll }q'

[y 1% fAr w2 ok
X
o

iy
2

r‘.% off > oY
F{F

A

Wirless Station

EAP -Request

Access Point

—————— EAP fRequest/ldentity

ALAN A48 Axspd, EAP-TLS(TLS-start)
X2 & Falod 13 T3} o] Axolar} At
t} A e o)) A dA AgklE‘J_ Y42
ClientHellowlAlAjoll EFAA AMHZ A},
AF AuE d-E EFP ServerHello9Jr REL
QA a2 i M 24 WAXE B
o} A e zRle] AR ek Awzt By
F W8S o83l A7) (Pre-master key)%t
utaE] A 718 AR & AW TR T
718 4335t AujelA H4E(ClientKeyEx-
change®AA)) i}, o] o wiaE] AlA71E Fx8}
< 9= okl 2h(15).

label = “client EAP encryption”:

PRF-128(pre-master key, label,

=P_MD5(S1, label + nonce) XOR
P_SHA-1(S2, label + nonce):—- (1)

(S1 is first half of key,S2 is second half of

key)

nonce)

EAP-TLS AAA server

/1dentity(Null)

EAP Request/type

EAP Response/type

Client_he! lo. randos

EAP -TLS(TLS-start)

EAP -TLS( C}ientHe! l0)

Ver ify server cert. Server_hel lo. randog

EAP Request/iype
EAP ~TLS
{Servertsl o

Generate master Key

EAP -Rlesponse/type
EAP -TLS

Server_certificate,
CertificateRequest
SarvarKeyExchange)

(C!ientKeyExchange,
Ctient_certificate,
Finished)

- Nerify client cort.
Generate master Key

-EAP_-Reguest/type
EAP LS

(ChangeCipherSpec,
Finished)

EAP -Response/ type
EAP -TLS

- R

EAP -Success

8 7. EAP-TLS &% oiF 9 7| &
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FefolddE2HE  ClientKeyExchange™ A 4]
B2 A ARle] 7R L gl wlETIE o] 43}

+71E FESkR. FRTIek 209 i
lient_hello.random, server_hello.random)
o]&3lo] ut~e] AlA 718 AR} A7) 94
ot FA R ANE A3 dFsla, dE
35 A% vt2e Al 71(128bit $E 719} 64bit
IVEhE fr=stl el 8 #2). olgA fr=
9 vtag AAdvle AdFAH(el, RADIUS =&
DIAMETER)®] AAA ZZEZ vlAx](9)e] A7
A M 2ZRAE HAE) ALGH 7] FA Ho]
B Zejo|H{A] AL $3F vkAE]7)(PMK : Pair-
wise Master Key)Z 8897 o] PMKE ci-
pher suite® Adsl=dl Y93 71(PTK) 2712
o A F AN A EAo 0l m7)2 Ad
a4 ARgEIc},

o]FA AFAHLE 718 WAl olfe o
et FALAN Bl AM8E 7= 43 5 7
olofe} gk}, w2l EAP-methods &4 717}
AE < gl glok. 28]y FAl+= EAP-method

te uu & &

© ki) Q1FAY oFdel A Eatelng gl
3} A 2FJQEFL RSNEHA #A oA ojH cipher
suite® AMES7|E A A & 7] A B
g A 7] SRR A9 Ao & ¢
sithe Aeloh. 23 q13d wtAE 71 EAP 5
oA e HAEElZ Bl w AA cipher
suited] 2§ 7]+ security association#4&
Foto] A4H F Hufs]ofol stuE AlRAql 7%
2|7} F8sj}.

V. TKIP Security Association

=20 1AM dFsls 5ol WEPS o] 43
02.11b FALAN Xk FAH-E A4, £44
12 wbie] qlot EA1, =717} A Ve A4l
43t AA. per-packet7|7} §ick viA Fdzt
FAAR de]Eg o) fdths Hog 29Kt 5 9l
t}. TKIP2 7]&9] WEP RC4 ®gke] FAAH&
AxEoIR R sfAsle] chial NHAFEIE

=
2.

Ny oo

TLS master key derived from the master key )
or pre-shared master key

Random = ctient_hello.random | server_hello.random

& MK, Random

Master Session key(MSK) Derivation

EAP Method
(STA and AAA server)

PRF-128(MK, “client EAP

PRF-84(MK, “client EAP

Key Derivation IV Derivation
P->A AP P->A AP ... -
En.key {En.key | Au.key | Au.key TV>A 7V>P A 4 EAP API
AAA Keying AVP i AAA protocol
1
¥ PMK(Pairwise Master Key)
Pairwise Transient Key(PTK) Dervation 802 11i
PRF-512 (PMK, “pairwise key expansion”. Min{TA.RA) || (STA and AP)
Max(TA,RA) || KON ([ SN)

J18l 8. EAP-TLS 7| 4 3! bl
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A3t ARG = JEE oM ofn] vlx]= o]
A9l FALANS 2ot #AAS s Asae 3
A ApEE ol TR EZo|c} TKIP ZREF
2 key-mixing®@%. Michale MIC¥<:, 7]
Z2eZ re-keying ZEEZE FAYHIY 10
Fzx). & AolM= TKIPE o484 o]gA Se-
curity Associationd #A3lz Feldh=AE %
HIJES $A0 7 Agsjr.

1. TKIP 7|9 A5M(key Hierarchy)

ad 9 TKIP 719 AZA FAzeld. 234
A PMKe 9] A9 vle} 2] EAP <5 9
AAAMMolM AA2FJER Ayl Flo|t}, A
2FJEele 7] wWlUA7} gleiy FA ws vl
B 22 RES ;afdte] FA 7 Hak Aulae) F
ST AR 715718 A, 719 A A S B
o AlA-E 718 ARl

a9 994 TKIP4 PTK(Pairwise Tran-
sient Key)+ 512bitZ A=, 512 bit+= 474

EAPOL
laster e

From Authencation Server

9] 128bit (EAPOL Encryption?], EAPOL
MIC7], 28]z TKIP Encryption key)$t 2742
64bit (TKIP Tx MIC key, TKIP Rx MIC
key)Z #3159 EAPOL7] 23 A dxe] 712
A3t 54, 23 diele] AR S44 A A
Z19A R FAA Auls 346 848, PTK 7)
5 daE]Ed ofd] BFeEo R A=A o9k
7t EAP-keyingell o] 4(1)¢] PRF &x&&
& o] 43z Wk R =1 9}

PTK = PRF-512 (PMK, ‘“pairwise key
expansion’, Min(TA RA) ||/Max(TA.RA) |]
KON || SN) — (2)

(TA : 229 MACF4 ; RA : dAAgelEe)
MACF4:, KON : HA22AE7} JA b4,
SN : o] A d)

(2)9] PTK #5g7e]&2 7lyzle} oz Ay
7t A3l A AAE PMK, ©7]9t A4
2¥QES MACEFA, 18]y wr|e} Azl

PN,
PreylD

STA and AP
Re-keying protocol

EAPOL Pairwise Master Key (256b)

EAPOL Authentication (STA)/ RADIUS Attsibute (AP)

EAPOLKEY Exchas

infrastructure (WA) only

Pairwise Nonce (KON.SN)

—
G pp

Pairwise Transient Key {PTK) = PRF-512 (PMK, “pairwise key expansion™, Min{TA,RA) || Mex{TA,RA} || KON {] SN)

EAPOL~Key EAPOL-Key

Temooral TKIP Encryption Key

Temporal Key ownwer |Temporal Key ownwer

Enc Key MIC Key L(PTK, 256, 128) TX MIC Key RX NIC Key
@_L(Pﬂ( g, 128} L{PTK, 128, 108} L{PTK. 384, 64) L{PTK, 448, 64
o
> *
SC: sequence Count I 4
RA: Receiver MAC Address ixj i
TA: Transmitter MAC Address T " | ]
Prey: Pairwise Key KIP PP Encryption Key r TKIP Michae
KON: Key Owner Nonce Seed( 1V, RC4key) U

SN: Non—key owner Nonce
LA Upper Layer Authentication

RC4

38 9. RSN TKIP Pairwise 7| H&%
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5bits |1 bit 1bit [1bit [2bit 1 bit

3 bit Key
Reserved [Key handoff |Key MIC [Key ACK [Key index

Key type|descriptor version

Key Info. Key Length
2 octets 2 octets

Replay Counter
8 octets

Key Session Nonce
24 octets

Key Default Nonce
24 octets

Key MIC
16 octets

Key Material Key Material
Length 2octets n octets

38 11. EAPOL-Key Descriptor

} EAPOL 7]:8 3AoflA M2 a1 qhe e
Agsid 77F AdES & S+ gk

Ey TTAK < Phasel(TKIP Enckey, TA)

WEP seed < Phase2(TTAK. SeqCounter)
2. Key Mixing 2} Michael&s 1A= TKIP Encryption keyst o
(Transmitter)®] MAC $4% o|&3to] Tem-
porary TA key(TTAK)S Atz 2t5hAol|A
+ 128bit TTAKS} 16bit sequence counter
o] 83led 128bit WEP seedZ A3t o]aA

2% 10& TKIPY ¢33 3}4-&¢ Bl Eaxo)
t}. Key-mixing3<= 7}1A4H] per-packet 7
£ ke ol 74K Aale 29AR o] %

ojAl}, Q" 7= 802.11bY WEP <3ss 93
.............. Per. Packet Key. 8 MIC genacation ..., ..B02.11b WEP engine.
Temporal
Key Phase 1 WEP seed(s)
TA Key mixing (WEP IV + RCdkey)
3
Phase 2 WEP
TTAK Key ———— ivi
ey Key mixing Encapsulat ion
7 Cipher text
TKIP se t
sequence counter(s) _» MPDU(s)
MIC Key Plaintext Plainteéxt
. MSDU + MPOL(s
SA + DA + Michaef T Fragment(s)
Plaintext MSOU MIC
Data

38 10. TKIP &8 iy
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105bit RC47)¢} 24bit WEP IVZE 4%t}

Michael3@se 7]&9 WEP WAel4 CRC-
32F o] 47 wlAA| <lFwAle EAAE Al
st AFA AAgE HAA AF FFEH 64bit
TKIP MICY|, &2/542 MAC F249 MSDU
W Ax5 Agtsle] Q1 AR, olgA A
AH¥E ZcE key-mixing Foldsia A=
WEP seed® 3 3kate] d4dc}

Z o2
O-L =

3. 7|& % B3} automatic key exchange
and synchronization)

802.1x°ll ol#liA] 71iAl olZo] stuww <=
A= Radius-Access-Accept™Alxje]l PMKE

802,11 Station
802.1X Supplicant

]

,LSNonce = Get next Key Counter
Te

Aloj A} A~ EolA] Addieh (a7 8 #x). o
H2EQIEC] A3 AF FelojdEs AY uke
Radius-Access-Accept HAIAE g F
PMKE 7] wUAA Aoz dhir]e} A4
2¥QIE 7o) Fladto] =), o]FA oy
FASL7], AH2EQE, QAFAH 257} FAUg
PMKE 248 4 oA "Ad, 74 F7kelA 7123t
S $3 22 EEL 17 115 & EAPOL(EAP
over LAN) key descriptorg o]&afo] zlsj=l
t}. Key descriptore 7]3#te] o]zl A
(H=ez v 27] 4444), 28 7] 3]
group7|81A] pairwise7] x| oi¥ 2w g2t
3} FHAEQE 7te] PTK Aol 23k 4, H

AR A& 93 MICRE=, 283 replay

802.11Access Point
802.1X Authenticator
Palrwise/Group Key
Owner

lKONonceO = Get next Key Counter

EAPOL-Key (0.0.1.Tx Key Fﬂex PPeng.Key Index PPong.P.KONonce 0.0,0,0)

[ Calculate PTKO for Pong using KONonce0 and]
SNonce

EAPOL-Key+ (0.1.0.0.0,P.8Nonce.0.MIC0.0)

Security Association by nonce

Calculate PTKD for PPong using KONonce 0
and SNonce

EAPOL-Key+ {0,1.1.Tx Key

Set Temporal Encryption and MIC Keys from
PTK Key index PPong for Tx/Rx

J

Key synchronization

ndex PPong.Key index PPong.P.KONoncs 0.0.MIC0,0) [Repeat unti reply received

Set Temporal Encryption and MIC Keys from
PTK 0 in Key index PPong for Tx/Rx

—

EAFPL—Key (0.1 0.7x Key Index PPong 0.0.SNonce,0,.MICO. 0)’]

Calculate PTK1 for PPing using next Key
Counter (KONence1) and SNonce

]

Update key

EAPOL-Key {0.1.0.Tx Kay |

<

[dex PPang.Key Index PRing,P.KONonce 1.0.MIC0.0)

Setting PTKO

Set Temporal Encryption and MIC Keys from

EAPOL-Success [

Calculate PTK2 for PPong using next Key
Counter {KONonce2 } and SNonce

]

PTKO in Key index PPong tos Tx/Rx (This step
is redundant, but fits into rekeying)

ICalculale PTK1 using KONonce1 and SNonce ]

Setting PTKO

Set Temporal Encryption and MIC Keys from
PTK1 in Key index PPing for Ax

EAPOL-Key=: Unencrypted Massage
EAPOL-Key*
EAPOL-Key {H, M, A. N1, N2. T. KONonce. GNonce. MIC, GTK)
H: Pairwise to Group or vice—versa handoft

M: MIC is available in message

A: Response is required to this message

N1: Tx/Rx Key Index {which key to use tor transmission}

N2: Fx Key Index (which key is being updated)

T: Key type - P (Pairwise). G (Group)

KON

: Encrypted Message

ion Nonce

GNonge: Group Nonce
MIC: Integrity check
GTK: Group temporal key

Key Owner

a3 12. TKIP Pairwise 7| m&t £7(8 Ay
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4 LAN Eot 7|%-697]

attack ¥AE 913 sequence countell gt A5
£ EY{HL

EAPOL Key Descriptors o] 43 7] ast &
e 2% 129 7o) afelA BejPes slast A
A= AZHAY SelE Zeoh A 7| 8AC] "e
g 5 2#jPo RN 7)Y FA9 security
association® P& Aeolx, FHAE ¢E &3}
AHEE ANY 71(2709) pairwise Ping/Pong
key, 1719 group)E AA3= Zelrh. 2749
Pairwise 7] ¥ shvbe ¢ashs 7124 z8)w
M2 Shbs IVAHS ol =2 ds o oA g 43

802.11 Station
802.1X Supplicant

Encrypted data flowing, using Key PPong for —l
Tx/Bx

7324 7)otk AR, 802.1x AZHA L] whA] o
A2]al EAPOL-success "AIA & 33}s)a] 4
Algregx] 7] AME- AlAS E7]8sR= Aot

4. 7| WA Z2EZ(re—keying protocol)

2% 132 re-keyingd o)t} AHEEQl 7)e
sequence-count(IV)7} gtxe] =obd 749 wol
FEE A5 M Al PTKE 7HAlsh:
oIt} Re-keyingS d#A BARS $slo] 9k
3 mE Al XA EY B} ghaE Fof A

802.11Access Point
802.1X Authenticator
Pairwise/Group Key
QOwner

I
Encrypted data tlowing, using Key PPong for I
Tx/Rx

TX or Rx IV Space for Key PPong Nearing ]
Exhaust

Set Temporal Encryption and MIC Key s from
PTK n in Key index PPing for Tx/Rx

EAPOL-Key (0.1.0.7x Key irdex PPing,Key Index PPcng.P KONance n+'.0, MIC 11 .0}

Set Temporal Encryption and MIC Key s from
PTK n in Key index PPing tor Tx/Rx

Calculate PTK n+1 using KONonce n+1 and
SNonce

Set Temporal Encryption and MIC Key s from
PTK n+1 in Key index PPong for Rx

Encrypted data flowing. using
Key PPing for Tx/Rx

All queued messages
encrypted with PPong
have to be gone before
IV space is exhausted

Wait untit all aueued PPong
encrypted messages have
gone and been acked

Calculate PTK n+2 tor PPing using next Key
Counter value (KONonce n+2 )

Encrypted data flowing. using
Key PPing for Tx/Rx

Exhaust

TX or Rx IV Space tor Key PPing Nearing ‘

Set Temporal Encryption and MIC Key s from
PTK n+1 in Key index PPong for Tx/Rx

Wait until all queued PPing

EAPOL-Key (0.1.0.7x Key !rjdex PPing.Key Index PPcng.2 KCONorce n+1.0, MIC n .0}

Set Temporat Encryption and MIC Key s from
PTK n+1 in Key index PPong for Tx/Rx

Set Temporal Encryption and MIC Key s from
PTK n+1 in Key index PPong for Tx/Rx

Set Temporal Encryption and MIC Key s from
PTK n+2 in Key index PPing for Rx

Encrypted data flowing. using
Key PPong for Tx/Rx

I All queued messages
encrypted with PPing
have to be gone before
IV space is exhausted

encirypted messages
have gone and been
acked

Calculate PTK n+3 for PPong using next
counter value (KONonce n+3 )

Encrypted data flowing. using
Key PPong for Tx/Rx

38 13. Pairwise 7| ZAl Fxl
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gt 23E FE ol 4sie] ohg JAleIl J19k
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451 EAPOL-key 4AAl= EAPOL-key
MIC71E o83l oAx AFe sz,
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A3 £7]3A1 71}
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T4s Ealel FAUEY AQA 29 A
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A

A=W 2

AE 5
LAN 224 298 xu)2Ael &4 Mobile-IP 714t
9] o)% <lelYl Au|2s} AAkEIct

IETF mobile-1P ¢7}a2FlA+ F4 LANe]
A e JdEoz Qs 93 7ie BES =9F
garslA  AsPsty 9z, IEEE  802.11i¢t
802, 11fllHE Sdat Mol A3 AA2xE
EZ 7 o)5A AlFslol & 27 F o]F Xl
&t 333} =9 (authenticated fast =T
A, d= e A4 security association
A, 29 oy §)E Agsta ek FALAN 2
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AAZE A7) gl g7 87 =& oS FRAECh
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