32 2002 6. AHA3IHA] A20d 63

L]

m-Commerce MH|AE Q& X|& X HO J|& S8

1. M Hot 3l J|& S8

T4 Ht 71sel talA Security Infrastructure
(WPKI) 742 WAP Forum, IETFl| A th5ox] 31
Je F4 He #E Jle TS A%

WPKI

oleie] 18- WPKI Configuration ¥ 2} Entity
7o TS Al JERA Aol

Mot Chant WP Gatewny

¢ B
Lk

L zzesdomcar
WO 3 of wap o
v wel

mmmmm 2 POP 821

Cotheate Wphcomon &
Treoaacthe T2

& 1 WPKI Configuration

WPKIo|A AHEElE B¢t Algorithm Set®] the
3} o] #4 & £ ok

2 1 WPKI Algorithm Set
(M : Mandatory, O : Optional,
R: Recommend, N/A : Not Assigned)

BA2E ) Serves | Mabille 3
DES(168) CBC ™M M
Symmetric Algorithm Seed(128) CBC M M
AES(128) CBC N/A N/A

Mobite Client® & Yaa &

Signatre Algorithm KCDSA ) )
O BEL X

FCOsA M (R | R (%eH
Key Agreement Algor thm ECOH M R Mobile Client® #& Y128 &
Key Transport Algorthm RSA L R Ot @=L X%
MDS ° [
Hash Aigorithm SHA-L [ M
HAS-160 OopaHID) | OMHII) | I KCDSA supported
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WPKIZ A 938} 7 Entity 9] Certificate Format
2 ol H9} Zo] 74 E £ QY
(N/A : Not Assigned)

H 2 Certificate Format

WTLSCertiflcate Mandatory Mandstory
U8 x.509 v3 28BN Mandatory Strong Recommended
X.509 v3 91BN (RFC 2459) Mandatory NA

Trusted CA Information Handling® 13l
Signature Verification Method®} Out of band hash
verification methodE AL 4 Ao, Mobile
Cliento 29 1FA A% AFA 7 Aoz
ARk wWAAYG §4 15AM URLES AF
(application/vnd.wap.cert-response Content Type)
ke AoZ A 4 Ut

WMLScript-CryptoEx Functions

WAP Application LayerollA] 2.¢l/Q1%& AujA&
AF3t7] $1% ALZ. End to End Security ¥.33}
7] 948l 23 22 signTextEx 2 encryptTextEx
< AHE F ok

signedString =CryptoEx.sign TextEx(stringToSi
gn, options, keyldType, keyld)

wapEnvelopedData=CryptoEx.encryptTextEx
(flag, dataToEncrypt, recipientPublicKey, keyMe-
gementAlgorithm, contentEncryptionAlgorithms, rid
_type, rid)

WAP Forum, IETF|A thfe1 A1 Qle F4 B
oF #A F¢9 FHHL F7|ES TLS(Transport
Layer Security) and TLS Extensions, Certificate
Revocation Checking Mechanism /OCSP, Piggy
backing, XML 7|4t KHel7|& Folch
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Simplified OCSP :
SimplifiedOCSPRequest ::= SEQUENCE {

tbsRequest TBSRequest,
PR RFU
YTBSRequest = SEQUENCE {
version [0] Version DEFAULT vl,
requestList SEQUENCE SIZE (1..ub_requests) OF Request
Wersion = INTEGER { v1(0) JRequest ::= SEQUENCE {
reqCert CertlD,
.. —— RFU
}CertID ::= SEQUENCE {
hashAlgorithm Algorithmldentifier{{ OCSPHashAlgorithms}},
issuerNameHash OCTET STRING (SIZE(8.MAX)),
issuerKeyHash OCTET STRING (SIZE(8.MAX)),
serialNumber INTEGER (1.MAX)

}
SimplifiedOCSPResponse ::= SEQUENCE {

responseStatus OCSPResponseStatus,

responseBytes [0] ResponseBytes OPTIONAL
}ResponseBytes = SEQUENCE {

responseType OCSP-RESPONSE.&id ({OCSPResponses}),

response OCTET STRING
-- response™ responseTypeoll 2l& Q==
-- Extension Objecto] ¥ &ResponseType?} DER gtolth.
}BasicOCSPResponse = SEQUENCE {
tbsResponseData ResponseData,
signatureAlgorithm  AlgorithmIdentifier {{OCSPSignatureAlgorithms}},
signature BIT STRING,
ee —— RFU
}
ResponseData = SEQUENCE {

version [0] Version DEFAULT vl,

responderID ResponderlD,

producedAt GeneralizedTime,

responses SEQUENCE SIZE(1..ub_responses) OF SingleResponse,
-+ —RFU

}
SingleResponse = SEQUENCE {

certlD CertlD,

certStatus CertStatus,

thisUpdate GeneralizedTime,

nextUpdate [0] GeneralizedTime OPTIONAL,
-+ ——RFU

TLS(Transport Layer Security) and TLS Extensions” & 71& TLS #AdA 6714 &3 &

Extensions =2 Frig wE¢n $PPcse e 2o
AEAZEG 71e<] TLS (RFC 2246)= 7185 Virtual Hosting A€¥& #1% dns name, Record
©2 SSL v3olA BAE F)&oln] o]n] B YAH Size Negotiation& 13 max_record_size, €]

2 ZgloldE @44 HEHo ok “TLS E Q34 URL H%8 A% certificate_wrl, A2
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AZHE CA BB A$E A3 trusted ca_keys,
HMAC SizeE £°]7] 9% truncated hmac, ¥
54 Revocation E91& A3 status_request

Certificate Revocation Checking Mechanism

24 873 Certificate Revocation Checking
HAUZOZ2E OCSP(On line Certificate Status
Protocol, RFC 2560) %= Piggybacking H4 o] &=
o1 ok Certificate Revocation Checking ®#

Zo8 QOCSPE 7|4re2 Piggybacking ®H4]
(ell'TLS ¥ Signed Data®] A% A)x 48 3842
F Sltk OCSPY - RFC 2560 HAE H8-3h=
HetETh= RFC 25609] F4 8 w3
Simplified OCSP #el7l #&2 <+ 3Jon,
Simplified OCSP % Piggybacking ®4j& 7Fet3]
A58 Hpage 7 F=).

XML 7] Het 7|&

XML 7|9t AR (X Signature)2] 79 W3C
2 [ETFE F4H02 A34E ZE3 A=
oy XML 7% 9435(X Encryption) ¥ 7] #3
(XKMS) & &3P} 21850tk XML 7|9t Bt
71&9] ¢ ta WAA] 2717F ZojAe EAIA
T E78tn XML A7 7HA e B2 A 2 574
Ze}o]dE2] ASN.19 Encoding/Decoding®] *2)]
o] Aefo & I3} FF Fd AN FARME
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AE AE U3 JAE 8313 glow, T4 WAP
@, PDASS gt ARRAF B4 87 ZYE
Ae] BQl Protocol ¥ AE ZAAE HAARZG
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B 24 s sy Ak 2 g4 BEE dlok
e BEHEE £ 9 4 Ark 74 B394 AHEA
A S A% U AE FA DS AT,
CPEANA ©d3d A4t AdE AT A% 58
A8 A Mulze gt 925 Ald F7HE Aol
o, Smart Card 7)%t2] e-Wallet-2 AF&-Z}ol A ok
31 HEF AR 95 AT Aolth

Smart Card 7]¥+2] VSDC Payment

F4 @791 A Payment Servere} Smart Card 7)
1] e-WalletS ©]-8-3+ VSDC Purchase Transac-
tion Flowe oleis} 2t
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8 2 Remote VSDC Payment Flow using a
mobile device

VSDCe] 4 A A, Offline Data Authenti-
cation (SDA or DDA)E 43311 gom CVME
A3 3 & 3DES algorithm %42 ARQCE ¥3
3} Online Transaction Processing& 38t} Visa
319 IC Card Data #2] 7V o] we}
VisaNet3} Issuer 7t Earl Option ¥+ Full Option2
29] Online Transactiong 233t} Cardholder
Verification2 offline PINS %3l 7l= 4A]A} 3
Z3 7= B4, T 7IE AR BAE Qg Aew
g% Visa 3-D Secureol| 41 ¢] Payer Authentication
o2 349 F Uk

3-D Secure

3-D Securex= SSL  71¥te]  Authenticated
Payment Protocol2 Online Aol Payment
Authorization Request Processing 2138 Ao Issuer
ZRE AR 958 ¥ o2 Cardholderd
Authentication& Password 4] o] £]d], SIM
Toolkit, WPKI, VSDC & &8 & < itk &4,
3-D Secure Protocol2 Mobile Internet Device$-
Extension 7234 A&3dar ot Zb Issuerd
ACS$} & 71339 MPL7} th3+ Mobile Device
Platform 8734 Cardholder AuthenticationS T+
#3=t] PAResE Reconstructing 3loF 3}0, T4
Tt 9] Redirect 3571 Eolus 5 oj# ol
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3-D Secure Mobile Extension, using e-
wallet and Payment Server

Payment Server$} e-Wallet2 o|-83ld, ¥ 5
83 AE $do] @ Smart Card 71¥F] VSDC
Purchase Transaction®] ti3t 4 &7ex2] 3-D
Secure FEE ofefiet Zol AR

VSDC Purchase Transactien Flows
with 3-D Secure, using e-wallet
and payrweat server

E SSL Certificate / Visa Root Cartificaee

*::m/
8 3 VSDC Purchase Transaction Flows
with 3-D Secure

E WTLSMM/TWCAMW

9 ol Wi DA e of #of 2

= 3 Purchase Transaction Description

Step Descripton Note
1 | 48Xt Shopping MalOl PEESE ZtiAL0 B AWE T

8.

2 LB Payer Authentcation 3§ Payment Authorization® #i0H

Payment Server 2 Redrection 8

3 ABI 2N LI QUID, Payment ServerE Mg B

4 ABXS FOH INE RA0K, T NG YN YN F, K BR, | 3D Seare

MY BY, HII O NN HUNOE Re! Y SBY, (Password
W VBMI AE AR, RUMBE 00! VSDC AR W E. Auth.)
S | Payment Server:= Visa Drectoryll PANE Ta& & 3D Seare

6 Visa Directory= Card Range 24 %, PANO| E851{ %= ACSE | 3-D Secre
241 O, G ACSE oAl &
7 Visa Directorye PG Server® MPIZ ACSY URLEBEQG #M | 3D Seare
VEResH QU &
8 | Payment Servers DN ACSOI Payer Autherticationl 2% O, | 3-0 Secure
ACSE PAResB Payment Server( J4OHN, Autherication
HestoryH A48 WS &.

9 MPIE PAResd Signatrell Vesfication$t R, BMV Payment| 3-D Secure
Authorization Processi 23 &

10 | Payment Servere 39! 3aHil Shopping Malith 28 &

11 | 37 142 BE WAL BH Shopong MallZ Redrection #.
12 [ MBUGIN A3 4 INE ME Y.

Payer Authentication Password® %3t &
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4 9121, Chip Cards ©|€% %= {1t} Password
o] 3%, AHEAL ©te] e-Walletdl]l vig] A3t
Payer Authentication X138} A] Password& &<l ¥,
Payment Server2 3 ACSYl U5& 833}
Chip Card9] 7%, VSDC Authentication Process&
Payment ServerS %3l Issuer®] ACSS} F3gc).
Server Authenticationg A= viE] FFE
PAME AFgAIAl Display 3= di4l, Serv
Certificate®] DN AttributesE ©]-8-38}] Trusted?}
Serverd& 59 + AUtk

Payment Server7} Payer AuthenticationS A4
3}7] wW&d] PARes®| Validations 13 o}eie]
Signature Syntax®l] ti$+ Reconstructing g 32 &
olx Hu, M 4 7748 53 Redirect ¥ 52 &
$8 29224 AA Transaction Process 484
3 eES A 98 AFHE =Y F Aok
XML-Signature Syntax
<ThreeDSecure>

<Message>

<PARes id=" PARes12Z345" >..</PARes>
<Signature>

<Signedinfo>
<Reference URI=" #PARes12345” >

</Reference>
</SignedInfo>
</Signature>
</Message>
</ThreeDSecure>

3-D Secure Core Funcions v1.01 ¢]%2] g% =
%2 PAReq®} VEReqol ti3iA 71987 ¢ signature
2 0]83 Merchant Authentications ¥33ic}

3. Off-line Access 7|& & S&
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AE2 K9, 1=, EAR T USeAEY 1Y
o 2atel Hlm=E $E3e Mobile Device AHEAH
AA sF AHEe] AY ARE AFHAY 5
7158 F38A12 4 Sl On/Offline 53 ABiZ0]
o}, 139 H3E 28 AH|AEE Mobile Phoneoll
HE =g Th-2E ol 2 T}l 7H3 POSY =
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FEE 98402 A% A = IUE AHYPS

Al =& Mobile A} FE  AH|271 Qo) vlEZ=
AE73-L WBMP(Wireless BMP)Y 594 ¢
AE &FHE FYA &8H1 Je

SIS(Simple Image Service)#23& ARE3H}

1349 vpmi=d] Biste] 5 tpgst Auj=e] 7]
2 ERFo2 A vj3 A2 iEE 234
HlZE2% DATA MATRIX CODE, QRCODE
CODE, MAXICODE CODE, CODEONE CODE,
PDF-417 CODE, CODE49 CODE %°] 1o, 23
A vtz Eg] HE AR 221 2= AAGSF T
& Mulx, 23k 2E 1A Mu| 2 2HEY E 231
= AR DA A2 23 229 M5 8 Ve
2 A A|2H 2219 F= AREA UES
A &£7A, 2219 2= EHE A2, 2319 22
ER8Y Al2d5d 88 2 4 Qo

& o

Barcode
—
Information

Information

Information

& 4 1D, 2D Barcodes

H 4 Barcode HInE

S 139 e 2NN u3AT

GIOIE 84 MY, 2% FUY, 2, #2EL, Birery 2L, U35 20
GOl HE 8% o 201 LHY % 20001 L9

HolE 35 ) 20-100
G0l B4 Jims NO YES

3.2 IrDA, RF, Bluetooth

RF, IDA, Bluetooth$}t 22 24 $4& 8¢ &
tE9] Off-line Access A& Au|27) AL3} 5|1
Ut} RF w22 gad 54o] 715319, DA 1
412  Point and Shoot” ¢ AZAHS ztom
IFM& %3 Financial Transactiono] td T2 E
o] FdET Bluetooth W24]&  ‘Select and
Connect’ 22 FX|@Aog TZEF T A3t
o] l= o] ZFHelth

IFMe] 748 IDAS 7wte g 3 Client-
Server Mode®] FEE 7HAEE Hof 9lon, o
288 I'FMe] 7439 dig /d& vepdch

Point of Sale Personal Trusted
Terminal ¢+—P> Device
Application Application
Framework Framework
© ISL < > TSL
- OBEX Client | o p | OBEXServer
Ty | 1AS ¢ » Tiny 1AS
TP ™
ILMP ¢ » LMP
AP

—>

-

Persoasl Trusted Device

- HLAP

Point of Sale Terminal

& 5 IrFM Architecture

HollA IrDA 3t=91o1¥H OBEX 7HA& DA
T4& adE wEn, DAY $d TSL
(Transaction Service Layer)S =3st4th TSL&
OBEX #4E& o834 FEHE primitiveE2
TAo] Ak oo 282 FMel 719t off-line
accessE 3+ EMV ZA Ad Flowd Jehdch
IFMS 53t PID$} POS Terminal?t Data
Process7} A8 €| Cardholder Verification& PTD
oA o]FeixH, POS TerminallA] DDA &
SDAS9] off-line authentication processing® on-line
processing<- Terminal Action Analysis®ll ®&}
g 2 5 o

IrFM Connect
v
Recewve
Credit Request

Credit Request
©

Card Return Recerve
Response Message | Response Messay

Receive 1

Credit Completion

Receive
Response Message

I'FM Disconnect
Request

Close Session Close Session
—

18 6 EMV Transaction Flow based on IrFM
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