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3-Tire File Encryption algorithm using GSF
Young-Shil, Kim* - Young-Mi, Kim#** - Ryun-Ok, Kim#** - Doo-Kwon, Baik#*#
Abstract

This paper proposes improved file encryption algorithm which represents image of grayscale type
not using proper cover image for ciphertext. This method consists of 3-Tire encryption steps.
1-Tire and 2-Tire encrypt the information using existed stream algorithm and block algorithm with
modyfied padding method. We propose the MBE method as 3-Tire, which hides structure and
format of encrypted file. The proposed method outputs grayscale file as the result of encryption and
since many GSF outputs resulted from different kinds plaintexts, have similar patterns. we obtain
both file encryption and hiding the file information. Also, to solve the problem of padding in block
algorithm, we propose the new padding algorithm called SELI(Select Insert) and apply 2-Tire block
algorithm and MBE algorithm used 3-Tire.
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