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Prajna AR FANRZAAL

1. 2% : Prajna (Linux Kernel Security Module)
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Application

} Reject

Ll e e

System call

Kernel

Hacking { "1 & Lock routine

1

i

) i
Anti < Detection : o System call

i

1

1

a"1l. AdAE ZFAA 484 (EXLIDS)

2) BUEE (A JdgA)

Alz=Ele] Mu|2 e T Als 9 AMEALY] BE operation history &
ApAE] 718t AAIzEe R S 7HA)E

o)

Nov 5 23:45:05 localhost kernel: Prajna - Linux kernel security module installing...
Nov 5 23:45:08 localhost kernel: EXECVE(uid=0)[741]: /bin/ls —-color=tty

Nov 5 23:45:09 localhost kernel: EXECVE(uid=0)[742]: /usr/bin/id

Nov 5 23:45:10 locathost kernel: KILL(uid=0)[754]: called

Nov 5 23:45:13 localhost kernel: EXECVE(uid=0)[766]: /usr/bin/we —c

Nov 5 23:45:13 localhost kernel: EXECVE(uid=0)[769]: /bin/stty erase \177

Nov 5 234521 localhost kernel: OPEN(uid=0)[1186]: /lib/i686/libc.s0.6, flags = 0,
mode = 8

Nov 6 08:47:31 locathost kernel: EXECVE(uid=500){1008]: /usr/bin/w

Nov 6 08:47:32 localhost kernel: EXECVE(uid=500)[1009]: /bin/ls ~-color=tty

-1 =~color=tty
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Application ' Monitering I

Svstem call 4,
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@D Default
Z1E Aol HetAlE A

® Select Option - Z}7}9] 7]% % On
- Anti Hacking ( Select Rule )

Lock ( File, Process )

- Monitering ( Select Rule )

- Stealth

|

q)
$ /prajna

Prajna Linux kernel security module v0.1
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Usage:
prajna [-mlchpudH] option ...

~-m [command] [file] [suid] monitering specificy behavior.
-1 [file filenamel, [pid id] locking file or process.

—-c¢ check environ variable.

~h print thie message

-p ptrace off

-d default option (ptrace off, command log, anti—hacking)
-u unloading this module

-w web anti hacking

-H [hide] [unhide] hide/unhide this module

35 %8 54

1) 24
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