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Abstract In the coming age of information warfare, information security patterns take on a more
offensive than defensive stance. It is necessary to develop an active form of offensive approach to
security protection in order to guard vital information infrastructures and thwart hackers. Information
security products need to support an automatic response facility without human intervention in order
to minimize damage to the attacked system and cope with the intrusion immediately. This paper
presents an automatic intrusion response model which is developed on a Self-Extension Monitoring.
1t also proposes an ARTEMIS(Advanced Realtime Emergency Management and Intruder Identification
System), which is designed and implemented based on the suggested model. The Self-Extension
Monitoring using self-protection and replication minimizes spatial limitations on collection of
monitoring information and intruder tracing. It enhances the accuracy of intrusion detection and
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Name of Detection | Time of Audit Type of | Data Data Is)e(::rﬁﬁi& for
System Principle Detection Source Response [ Processing Collection management
IDES{9] anomaly realtime host passive centralized distributed static
NSM[10] hybrid realtime network passive centralized centralized static
USTATI[11] policy realtime host passive centralized centralized static
NIDES[12] hybrid realtime host passive centralized distributed static
GrIDS[13] hybrid non-realtime both passive distributed distributed static
EMERALDI[2} | hybrid realtime both active distributed distributed static
ARTEMIS hybrid realtime both active centralized distributed extensible
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