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Abstract

EC(Electronic Commerce) is increasing with high speed based on the expansion of
Internet. EC which is done through Internet has strong point like independence from time
and space. On the contrary, it also has weak point like security problem because anybody
can access easily to the system due to open network attribute of Intermet. Therefore, we
need the solutions that protect the security problem for safe and useful EC activity. One
of these solutions is the implementation of strong cipher algorithm.

NPC(Non-Polynomial Complete) cipher algorithm proposed in this paper is good for the
security and it overcome the limit of current 64bits cipher algorithm using 256bits key for
input, output and encryption key. Moreover, it is designed for the increase of calculation
complexity and probability calculation by adapting more complex design for subkey
generation regarded as one of important element effected to encryption.
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HAEA QAL JNPUT : R = 83];
48 BE length = 256 bit;
22 NPC 453} % HI3 43 296-bit7| g  key

= Kl’ KZD Kﬁ'--o Kl%’.... K%G’

221 423 42T 45 & E(output(0},output[1],..,output(7})

INPUT : R = 83); (Cy... Cx, Cx... Cotrenny Coyeo. Coxg)
9Y E= length = 256 bit;

2%56-bit 713t key m:

= K,, Kz, K3,..., kim..., Km ZEﬁ—bitiQ-E—

-8 2 (textf0) textl1], ... text[7]) « (Mo Mg, Mg, Megnees Moy M)
(my...mgp, my... Mg, .., Mp... Mxg) « {(output[0).output[1]....,output[7]);
QUTPUT: 256-bit FEF output @ #£7] Key & A4 npcCbinit &5

= output{0}, output{1], ..., cutput(7]; @ npcAlgmEncrypt: Input{*]

@ 271 Keygt 4/4: npcChbinit 35 « npcAlgminput;

@ npcCfbEncrypt: Input{+] (7] 49 A4, = 256-¥E27)

< npcCbinputs. (27) 48 44, @ While (lenth > BLOCKSIZE)

% 256-H|E27])  (256-bit FES £4)

@ While (lenth= BLOCKSIZE) (a) datal(*] « npcEncrypt e dnputl*));
(256-bit. & 2.3t 59) (871 Substitution-box & &)
(871 Substitution-box& T8) (32-bit 87 BT 3-35)

(b) For 0= i < R () outputli] < datali) € outputli);
(32-bit 87} ¥¥AH FF) ( output = BLOCKSIZE + 16 bytes;
(c) outputli) —datalil €D outputli); (e) length = BLOCKSIZE - 16 bytes;
(@) output = BIOCKSIZE+16 bytes; @ % clear @ npcCtbFinal;
(e) length=BLOCKXSIZE- 16 bytes;
@ H% clear @A npcCfbFinal;
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" RKeys_elt}0]
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