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ABSTRACT

Through the extension of damages caused by hacking and computer virus, although security control has
been emphasized, hackers’ capability exceeded the security controllability. The basic security setup of server
system will be free from the damages by primary and intermediate level which are the major group. It should
be noted that security condition of most middle-sized and personal systems is widely open for hacker’s
intrusion.

There is no perfect information system either software-wise or hardware-wise. It has to be recognized that
our systems will be attacked easily by the hackers and computer virus. Computer users are demanded to be
prepared for these types of surprise attacks. In this paper, I will propose a formation of Bastion server.
This will protect risks from inside & outside intrusion which have been known till today.
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<E 1> HIO[ZIA SFE Zangt
<Table 1> Occurrence Status of Computer Virus
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<H 2> 20013 98 HIO[H 2 2aiAlS
<Table 2> Occurrence Status of Computer Virus, Sep. 2001
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<g 3> 20014 98 SHIlo] S
<Table 3> Receipt Status of Damages by Hackers
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2.3.1 Buffer Overflow &2
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2.3.2 Spoofing
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[Fig. 3] Packet Structure of TCP/IP{3]
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[Fig. 4] Configuration of Intrusion Detection System
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[Fig. 5] A Scene of Investigation by SuperScan for Server Service Port
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422 M9 FHoHH

A 4% 0 94¥ 29 10709 YA F
& o€ nmap?} nslookup®] BHOE ARE3t A
A A #79 FEE5 He dYds FEE
gels gtk

Starting nmap V. 2.53 by fyodor@insecure.org
(www.insecure.org/nmap/)

Interesting ports on  (211.32.%%* ***);
(The 1503 ports scanned but not shown below are in
state: closed)

Port State Service

21/tcp open ftp

25/tcp open smtp

80/tcp open http

135ftcp  open loc-srv

139/tcp  open netbios-ssn
199ftcp open smux

465/tcp open smtps

S54ftcp  open THsp

1008ftcp  filtered ufsd

1032ftcp  open iad3

1433ficp  open ms-sql-s
1987ftcp  open tr-1s1b-pl
2301ficp  open compaqdiag
5050j/tcp  open mmcc

5631jtcp  open pcanywheredata
6666ftcp  open irc-serv
7007/tcp  open afs3-bos
8080/tcp  open http-proxy
9090/tcp  open zeus-admin
65301ftcp open pcanywhere

[02 6] nmapO= M ZE o B
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