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Abstract This paper proposes a method to reduce the timing gap which causes a type of
attack to a network-based intrusion detection system. For this, an intrusion detection system is
used in order to measure the round trip time to the destination system, and the measured round
trip time is used for estimation of packet’s real arrival time to destination. Socket programings are
used on the LAN environments to evaluate the performance of the proposed method. The test
results show that an estimation method which uses the latest round trip time has the best

performance, and the timing gap can be significantly reduced with small overheads.
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