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Knowledge—based modeling and simulation of access control system
representing security policies
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Abstract

It is quite necessary that an organization’s information network should be equipped
with a proper security system based on its scale and importance. One of the effective
methods is to use the simulation model for deciding which security policy and
mechanism is appropriate for the complex network. Our goal is to build a foundation of
knowledge-based modeling and simulation environment for the network security. With
this environment, users can construct the abstracted model of security mechanisms,
apply various security policies, and quantitatively analyze their security performance
against possible attacks. In this study, we considered security domain from several
points of view and implemented the models based on a systematic modeling approach.
We enabled the model to include knowledge in modular fashion and provided

well-defined guidelines for transforming security policy to concrete rule set.
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23] FS_3({IF One_of(Source_ip, Trusty_ips) THEN Trusty(Subject)
shet FS_1|IF External(Source_ip) THEN External(Subject)
FS_2|IF Internal(Source_ip) THEN Internal(Subject)
FO 3 IF One_of(Target_ip, Preventive_ips) A Tcp(Protocol)
~"|THEN Preventive(Object)
A FO 1 IF Internal(Target_ip) A Ftp(Target_port) A Tcp(Protocol)
g}o} — |THEN Internal_ftp(Obiect)
FO 2 IF Internal(Target_ip) A Telnet(Target_port) A Tep(Protocol)
—“|THEN Internal_telnet(Object)
FP 1 I External(Subject) A Tep(Protocol) A Syn(Flag)
" {THEN Connect_requesting(Operation)
Fp 9 IF External(Subject) A Tep(Protocol) A Ack(Flag)
7 I'THEN Connect_establishing{Operation)
=3 P 3 IF Connect_requesting(Operation) A "One_of(Op, Attentive_Ops)
gtot | " |THEN append(Operation, Attentive_Ops)
FP 4 IF Connect_establish(Operation) A One_of(Operation, Attentive_Ops)
~— | THEN remove(Operation, Attentive_Ops)
oy = |IF Connect_request(Operation) A One_of(Operation, Attentive_QOps)
FP 51 e ", ) L
THEN Consecutive_request(Operation)

Az FG 5 |IF Consecutive_request(Operation) THEN Deniable(Access)
?'51-‘!; FG_4|IF Trusty(Subject) N Preventive(Object) THEN Permissive(Access)
= |FG_3|IF External(Subject) A Preventive(Object) THEN Deniable(Access)
é;g FG_1|IF External(Subject) A Internal_ftp(Object) THEN Permissive(Access)

FG_2|IF External(Subject) AInternal_telnet(Object) THEN Permissive(Access)

HZA ], FS_3, FG_4= Asdid FA9 H2
Aol, FP_1 ~ FP_5, FG 5% Fouid B2 A
Z AE A% FHEY FEHES A3 9
Zo] 3o Qe FHol A HEHH THY
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HA4 o2 FS 3L “WAA Fast AR 5
229 htold FAE AT} olx;, FO_1&
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ZEZo] tepold AR £A4L& W fipAuls
olt}” ZE]: FP_1& “FA7F o] Qlu Zg
EZo] tepoln] ZAI} synold FEY £4L
Aoz s,

5. HQOIA|AH DHE T8

FEE B 2" AlEHolA el AT
Ae <ady 11> g2 ATHE Ve 2
ANxd mdo Mg 92 £ WA, HAA LY
2dEo o33 2§, B o] B FEH,
Aod B Ao He @ A EHolA
AP oo}, APAr} ZHA R 391:
£9 Folth

<ad 11> T3 AEgdod #A

Algdold Ao FA A ‘2718 ool
A g AlvEle g desta 2o £4& 4
A z7|gec g9y 2l A9 <a¥ 12>
% 28 UIE 53 4y ¥ f Ad £ 3
48 F4 XE, Z¥1, EAY A 59
B3y Z2d& gk

Agdoldo] XY= Fe <Y 11>#H
Zo] HAo] o]Fdt= EaH FAHAAEY ¥HE
aPE Pz 2AFEY. E} 7 2d AAE

<29 12> ¥9¢ 249 2713 Ul

A g Aol BUd rddzg FAHARE
o] F& FAE Y3}, <F & 23249
2 Ay el gt Aitolth o] BAAHH
9] FHgo mE HAYHY HAYTS A4
F JEE FAAAY 3EE, FLHAY (o
& 5% AAY. AdAFHe AlEFold A
7} stz FdE 2do] gt ¥
a ok
, AXEHY 3YS HL4Y o,
g7}t ﬁ?ﬂuﬂalé g3l A 93 +3
2511022 FAHAY F LAF 60%E &
gt} &, 40%9] $AS s

6. 48

E A7 gdd 2 A7 WE&e A
2y, JEYINAY naARY @YY AL
B R o RA 2" AL ZF A&
o 54 24 2 dE8 F&, AEHA U
HtAH AU AA, RA2"EE AT A
A7t 2y g AEFold F2wy A9, B
QtA] A8l 2d oAl U A Al Zol,

B d7s EXF v 2 digHola 53
A BN xES FA 24 ZE YEYI
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<E 4> 94 Ao NEHoA A

HA | FAEY | AASH | 5F54 N/A Ay & |AAYE Y| F4EHY
%9 | (Source) | (Target) | (Flag) H &%) B A 23
1 SYN Normal 10 & 5] & 38
2 Preventive Attack | 25 &8 34 At
3 Trusty ACK | Normal 12.5 34 54 &
4 gyy | Normal | 10 318 38 38
5 Accessible Attack 25 Gk & ek
6 ACK | Normal 125 54 58 54
7 SYN Normal | 25 & 2+t At
8 Preventive Attack 10 & -8 s At
9 Untrusty ACK | Normal 125 & 2k 7:‘]"&
10 SYN Normal | 25 38 GRS 3-8
11 Accessible Attack 10 5§ & 8- gt
12 ACK | Normal 125 3-8 3] & ks
SAYZ Y FHELE (%) 100 60 0
AAARAY AEE (%) 0 20 20
ZA¢ vdstg. B ZEY £ JdE @, $F A9 RN 2E 2dy 9 AEF oA
HoA Ao 248 Rdg P4 948 7t A7 $83% 7): ABE AFTSE Aotk
HAAHAE A& o, wgss FH g o FFols, BAAl2g O A9 ] g
FEE HAFHoz BFAY £ U= ek 7t A &% o Yol dlolelwelxslE Hof

o AT oot IT 49 Az} Tl
AR ko] AAHA %nx Y 4 A= @
AolH B4 e ABE 23hs BAAAY
B7hE Agdld mdg Fi) FUSE 4
® A Aoke AE 4 U3, A% B4 A%
& 5% 58 B9 /N £ Aok Aol =

de Hgsts L3Ad 2d € 342 2dg
dAsY Brh g FAAUT LY ©E 1S
Age] JHPEE EAs BoEN, HAHD
A7b AA RARAE AQZsted 28Y AYE
AT & e =724 & AgdHoH §F0]
g8d 7 I=S & Ao
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198 Metistal HFEE3 gt
1987 AEdistn ZFE T MA}
1994 A& HFE s BhAt
1994~1996 2 AR IR A
1996~8A ITAHARREAEY ek
Tl BoF : BFE B WY duE
EX -3

1983 Adadista HA-Eett st
1987 defutobd) AR}t AL
1993 ofgjzud A R HFHET wAL

1993~1995 Aguigta AAAAEH A 7FA}
1995~1999 AT AWt A7 AALAFEH TR 2uF
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