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g AHl2olH, o]FFA BAHIMNE F§, 4,
Aol T3 2L AAGAN #YE AHA F8
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A AN ARG AYE BIET 4F Hulx
7t AEHCE AFHY YAME w=A] Bt
A7 A ejof g}

Beb)ee 71&9 AHY AN E 713 $4a3%
227% 7ed shiz AFHx Yo B3 &

t BETE Y8R OISUIEND HEIlE APME X of
s +Ysioie

* SAcistm oistel AR

* SFND ARHFHEEATY

3 HFY ol s FANM e =AY qto] A7} =
AT dEd AE MU 28 Holdo @y
BTG Ze FAY EFLE o]ojA & |29
Me AHER AF, diole] 34 23 5 3
of & F A7} gt} o]of ute} WAP(Wireless Ap-
plication Protocol), ME(Mobile Explorer), i- mode
T34 22 o8 /A g F4 AL £74
o] A STl

B =FdME o3t oY &34 FoME 74
AR A EFEO T o7t Y& WAPY)
e mastuzt doH2] 53] WAPY B Z2 8
2?0 WTLS(Wireless Transport Layer Security)
£ F4 AdE EHE Y% SSL(Secure Socket
Layer)/TLS(Transport Layer Security)¢} Hl a3}
of 843}, o]d] & f/F449] Aol M & Ay
£ 281 7o HYAYE HEF F, SSL/TLS
oA F&E WILSS HeF 43 WTLS A4 o 3
fHo 2 FREY EAFTH3-TI.

2 =79 7A4L b5 2o 239 M= WAP
o] 2 9 Fxo] tha)A] 13 A ABEta, 3%
qME A HQ T2 EFQ SSL/TLSS
A% WTLSY 2 2 8344 dsiA
GET WTLSY] Aol sl A 478 e) A AA
A £A438tn ol oig3te AAWLE AA
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2. WAP(Wireless Application Pro-
tocol)

WAP-& 1997'3 64 9] Phone.com¢| F59] &
o] Ericsson, Motorola, Nokia, Unwired Planet 4
AAZE 3% A AARE A8 TE BES T
A WAP XA AMAF FA%3 A &
TE AR 2 EZo|Tt WA WAP X & 4
A A 3008 47F de A7 FAstn en =
ol e LGRREA, A4 A}, SKE & F Fol
Zojsta ok WAP W4 AAAHSZ AL
A A A 7Hg B2 F& A UL, A A A
A EFoZ AYFII M AT Z2EF
oH1,2].

2.1 25

WAPLS FulZ, 3%7], PDA 59 74 @¥
71& 9% §4 7294 Z2EZS FYIt G
SM(Global Standard for Mobiles), TDMA(Time
Division Multiple Access), CDMA(Code Divi
sion Multiple Access) 52 M Z th& go A 2
d 5 le T2EZS Fostn /gt Eo] W
3 A 9 & Mul2d && Ves AT
g £ JEE F WAPEH A 73t vt
ted 2o

cAFHoln &Y 7t 7FEE A

c7bE% 3 B B UENIE AUt
& g9 bearerg HMA HHzHgoh
) A9 524 AHe TE B

b 383 FAE AR U #
A MMIE A48 5 U=F 3o
AAY 84E AT EZN B2 MEA
1Al 284§ AT
e M| 20te] BEHE 9t 2oy 2
A3 gt

o
e
i)

)

(RN
ok

-

s A A
X,

2

to

2.2 WAP =4

oz 1. WAP 29

9o ag3t o] WAPS T4z WWW
(World Wide Web)9] 95 & ¢33l Wap Gate-
way 2 Proxy 7] 5 & AH&-38tc}. WAP Gateway
o 8 dge WAP 22 EZ 3} eyl TCP/IP
Z2EES FUA "B Fe Aot F 2
E Fd @27l dEd MEls 84 WAP
Gateway® AXEE Ho 311, Gatewayt WAP
Z2EF] gt aF e AH2E 7]E UEY
F4%E 53l A 2P} o]olX Gateway
7F QB AW 2 RE FEES B OA AH 2 E
Az 2399 Fol DA WAP Z2EZ
2 Aggozn ZE HHo] o]Fofxit

ol g Az}t F+RE AMRAVL 4 BEIIE
o] &-3te] WAP ZARl 29 o} FejA| o] & o] &8
FAEE Y, oj F 2| Aol A ZALEe] B g
BN ZAlgo] A AFEE Mul29) o] Eg Aol M
& A8+ xS §oh WAP Proxye ZElz
o] Zg Aol o] EF WWWAH oA 52
g5 sle CGl Zzadgs 2 #A3EE
WWWe 7l&& ugo = ddsa o

2.3 WAP2| 1=
WAP 7= W23 f43A o=gA A
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A+ e GFd §HE AFdL o)
Z2EZ] 2d o] go]o] 7]yt Fx0]7] o
ot WAP 729 #lojoj& 1& A2y of
g ol 2] 49 glolo % A& JHedid.
WAP®] #|o]ojel] 7|4kt 72 & THE AH] 28} of
ZEAlol o] dHY F BB AEFH|2E F
A WAP 299 54 & & 0|8 ¢ UEE
ok oo ojZgA o] A& Session, Transac
tion, Security, Transport LayerE 23 |44% &
itk WAP 298 2929 2] 6719 #ojoj2
TFAH loH A4z tg 2e 48& Fot

2 o
2

mE e
L,

o WAE(Wireless Application Environment)

- 99 oEF $4& ALY A 3§
#Ze A 1HE F T

- WML(Wireless Markup Language), WML
Script & 95t Fdl ©2v]] FHEE
F e &R BEPAE AL F U=
2 .

o WSP(Wireless Session Protocol)

- HTTP/L19] &3t 715& Bodot

- AN LT = Qe AAE Ak, A
A B3 E Y3 suspend/resume 7] 5% A F
Fig=d

- Z2EZ 715 g A 7HsstA ddh

| Wirsiess Appiication Protoco!

i
HTML Wiretass Applieation . Other Services and
JavasSeript Envirenment (WAE) Applisations

Seaston Layer (WSP) '
HTTP
Transaction Laysr (WTP} '

i

TLS -8SL [ Security Layer (WTLE) I;_ ______ 1
{ Transport Layer (WOP} l
Teenp
UDPHP Derwm
[sws] [ussg [csa] bs13q (coma] [cord feoc] [esc]

a3 2. WAPS| &H

o WTP(Wireless Transaction Protocol)

- ERAMH g9 volg HF Ve AT
- AR F A A Vles AFE L
E1E Y3 AF$ 7 93
o WTLS(Wireless Transport Layer Security)
- e TLSE 2tog g et =2
EZ2 9% (Authentication), F2%E4)
(Non-Repudiation), ¥24, 719/ (Secu-

ity) ¢ B¢ AHI2E AT

¢ WDP(Wireless Datagram Protocol)

- End-To-End A%< H3 port A=&HALS
A3 gt

- sl UDPS} 22 A% 7158 B2

g

=y
3. 2ot ZRES

AZAA ALY BG ZE2ESE o 7
b o ERATEZS Bt X2 EZ L SSL,
TLS, WTLS Solt}. o]8|d T2 EZE o] &
AolAzt] 4ZEHANE FHIT A2 ¥
Z F7171 8oldx & sle §FAH & AT
4% B208 vt a1 FQ EFHL 7
94, BAA, AHEA 159 Bk AHul2(4714]
84 F RUWAE oZgA oA F7he

3.1 SSL(Secure Socket Layer)

311 7%

F4 AT FHLY FHT HolH HF
& 98 A SSL# TLSE AH&-3ta 13, B2
A &Y Eo]HE SSLE g st glthSSL
L EWATEZH SLAF Alo]o] YA3H, 2
A A9]A% Control Protocol® 3tAIZF ¢
Record Protocol g . Control Protocol-& 1
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Y33} zo] Handshake Protocol, Change Cipher
Spec, Alert ProtocolZ FE B CH6]

3.1.2 SSL &3t
SSL H¢t Z2EZY] F4L g3 2o
1%149} Zo] akdTH6].

Zelo|dEE M)A Felo]dES SSL
tﬂ’ﬁ HE 95 A%, dY AA dole 2 A
7} SSL& AM8-3te] Seo|AES BT o B
2% 7IElR B 5& AFgtt.(ClientHello)
@ M= ZeolAEdA AMuje SSL WA
WE, 45 A%, A4 B4 dolg ¢ Egold
=7} MW e} SSLE AL8-3te] FAlsted He
Vet A & AS oo A £ A4
9 AFME H48tn FeolAET MW
A& a7 E ol AEL UFA ) g
L FE A48k (ServerHello)
® ZEoJdEE AHE UF387] Y8 MH
7F Bl ABE ARSI M7t AF5E |l
o 453l g FE A dFo] £HE
T UEE gt} (Server Certificate, Sever
Key Exchange) AH7} 1F=HA o™ o534

& FY.

@ Handshaked| Al #4E ZE HOlHE Al

Handshake
Protocol

Change Alert
Cipher Spec. Protocol

Record Protocol

HTTP| Telnet | FTP | SMTP | SHTTP | etc.
SSL
TCP
P

a3 3. SSL #=

Client Server
ClientHello (1) --------- >
Lommmmm s (1) ServerHello
Lommmmmmms Certificate*
Kmmmmmmm ServerKeyExchange*
Lrmmmmmm CertificateRequest*
(2) <-----m---- ServerllelloDone
Certificate* ------------- >
ClientKeyExchange-~~------- >
CertificatcVerify*------- -> (3)
[ ChangeCipherSpec]
Finished(4)-------- >
rmmmmmm o [hangeCipherSpec]
(4) Finished
Application Data <--------- > Application Data
(1) =255 v A, AAID, cipher suite, %3 method

59 B¢ gEtvle 43 randomak 2@

(2) A& & (+:Option) 2.2 A 8] AFME A$stn
gefo ]°1E4 AFAH &F

3) MW7t AFME 23t FElo|AEY AFA
& $HeE HE

(4) Change cipher suite® finish A% wg&o 2
Hand shake #% & o}i

% 4. SSLe| Full Handshake =%

{3} ZElo]dEE A& % premaster
secret& A48T o] & Ao FIIIE AHE
gt 45stet F MuelA AFe
® A7t EglAEY UFE &?3}‘5 g
o] E & handshake A|A oA #
Z dHolHE Myg. Fafold )
Holele} FEolAESY QIFA 1% k82
premaster secret®} &4 A4}
(ClientCertificate, Client Key Exchange, Certificate
Verify)
® AW 7E EeolAEL QISAME S ¥ WTE
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AuE ggoldze AF¢ AEdT 29
JAES} AZHA ow A4 FRA.
Zolol9ET} AT AHE D78

A28} premaster secret& H5 83131 master
secrete] A AT #AFE FF T
@ Z2tol A E 9} A B £ master secret-S AHE
gt A Fetol mEd AH ] 453 ES
3t 9 FAA AMEE tiR71YU AATE A
3t}

® ZeoIJET A A o2 HAR=
AA7lel o3 ¢ast g Aol HAAE
FA8teH ol Zto]AE £ 9 handshake
o] 28§ Yu|git}. (Ze}o] U E S Change Chipher
Spec, Finished)
@ MY FHo|JENA H229 HAIA = Al
A7) 93 ¢33 g Folge HAAE F4
&h=dl o] AW Z9] handshaked] £8& 9Jv]
gt} (MW 9] Change Chipher Spec, Finished)
(@ SSL handshake”} £ 8 1 SSL Ml Ho] A&
g} FeloldEs} Auje AA7E At
dolele] ¢33 - B335 2 & £4E 3
dlole o] A& ZAI (Record Z2EEF)

3.2 TLS(Transport Layer Security)
IETF TLS working groupel Al SSL& 7§33}
FAAe Helt Z2EE BF37} A3 Fol
t}. @) RFC2246(TLS v1.0)0] /L= Ao, o]
TLSE ZAEF SSL v3.lo|gtn 27 3o}
o] Z2EZL MY, Fo]AE JF 2 AT
NLARE BA{ o] Ao X9 FAL TH2
9] SSL#} Z o1, Handshake®} 3 -& 23859 2
TH7L
O S EE FHo|JE 2L HAAE
AsFgozq NHoA dF& 2y} ol o
Zeo]AE A E B E ¢ F BE, I

cipher - TLS | Excha _WITH_Cipher_Hash —.
- {ox: m«,ﬂs‘\_mfﬁ‘:&ﬁm&)
| = comprassion =

- id, clpw/wle. com;en method
= Certficate Chain: [Fafvercert HTASer H oot CA cert |
e e e e T e e e ]

=g, W server’s public key paramuters

i m ceniificate type = m_dm(da_sgn]m_ﬁxcd dh|dsa_fixed_dh
! = accepiable CA DN list

| = struct { } ServertielioDons;
key W@ WEI0 CE@0) 42 e &G

{ - _EXPORT( the public key in the server cort.
i hlonguummz )
: HE_|

Client Sesver

u Centificate Chain: o0t CA cent.

u EncryptedPreMasterSecret(Ex,dpre_master_secret])
|_u CleniDiflieHelman Public Value

u Ex, JH(handshake_messages)]

u change_cipher_spec

VX g et s, g [PAF (T300_sCPRY, “clent Sinished”, MD5(HM] + SHA-10D)1

® change_cipher_spec

[ T, Hlmf(maw_wu. “sarver finished”, MOS(HM) + SHA-1(HM))]

oy A&

DE MEH0IR
¥ Al A (Change |
Cipher Spec M) [

12| 5. TLS Handshake &

j) dueze B2, gH: Wy 252 AE
3o
@ 2ol Y24 A AE FAT A

T SHoE A g2 wAAE AFT
o] }l M FetoldEI} A <5 ujil
o] 5 ke AddAM AR e 2
A AEo)

@ AMu e AFE A3 M AFHE ol
AEZ AFIHUFAE Root UF71A(CA)
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19 Q7B A Fefte FRAUF &
). A8 912 M 9] public key parameters
Y59 28 key 2 WA Holnt A

h o x o
‘ o,
TERE

olEQ AFME QAT oA
A7} 388 7% Null dFM = 7Fs381h).
RA4E& 58 45 UFstn 8¢ ¢s
58 A Feto] Y ES} A HE Finish-
3] Handshake #3 & $83t1
A A dolel& wgdtt}h olw Change_cipher_
spec WA A& B A9 Finished " A] A]
€ A48} o] Finished ®] A A& ARG 8
4=(PRF: Pseudo Random Function)& ©] &%t 3}
Fg grolth. 28 A WTLS
Mz AHEE R e SSLE AHS-EHA] ¥

e n @&
rr

=
=2 4
FEB

A1 A&

[0}
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=

3.3 WTLS(Wireless Transport Layer
Security)

331 78

WAP ¥ TCP/IPS+= ¥x9 FH8H
o PP Z2EZ L A} YU LU ZEE
Zo] WTLSo|tH8L.

WTLSE Qe Bt WizAUESZ 2 43 A
= SSL/TLSe 7dtaiA 4=t o] AL
A WA 12707 A= A5, WAP 22 &3
A AHEEE g B4 A S o8l HHsE
of gleh, =3 @dv]te] B4 Hekg §8) A
HEReT B 2%} YEANIY Aol e
WTLS 7158 dgzog ALEE & o 29
1. WTP(Wireless Transaction Protocol)$}
WDP(Wireless Datagram Protocol) Aelof| A 4=
Y57 g Fo 5F SETZ Y F&EHHA G
I, WAPS AHE38le 28 S4Z20Y9E8 A
A3 WTLSE HollA dFAxe] &3 2

& HOMMRAE A FF1).
o T 387t VA AMH]&

DES, IDEA §3 £& #& ¢33 44& A
g3t 7194 & A, o FE Aol &4 &
of da I 45 °L"’r1152 A gt

o FeloldES Mo 45 AF Aulx
A4 A4 FAHNM M= Zl o AT F U=
2 Zelo|dES Murl M=o dis] <
(RSAS} & F/07] ¢z H47 X509 AFA
) Mul 28 A F g

o FAA Mulx
WrHoz w77t doly AEE Ho‘f?ﬂ@_} T
AUEE AV AdE T4 o
£ MAC(Message Authentication Code)_°_
Hole o] FA4E& AT

332 Fz8 T2EZY JF

WTLS-& 2¥63 Zo] SSL/TLSE 7|we =
at7) Mo /& 4 T2EZY 2o Y
#7381

Handshake T2 E &, Alert T2 E &, Change
Cipher spec T2EZ2 WTLSY F3}of ofdh
d2lg o AeEn, AAHY B AHae
RecordZ2E &) A A|F o).

(1) WTLS9] 4% % (Centrol Protocol)
» Handshake Protocol

Record Al &9 A dA Eele]dES MW E

Transaction Protocol(WTP) Application

Aoolicati

Handshake | Alert [Change Cipher Dxlglcta;tlon

Protocol | Protocol |Spec Protocol a
Protocol

Record Protocol
Datagram Protocol(WDP/UDP)
Bearer Networks

% 6. WTLS X
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¥ 73t
FoAA L,
o]-& 3} o premaster secretE
A A3 8}, premaster secrete master secretE 4
A33}A 3}3 master secretE ©]&3}d session
keys& A4 gt.
» Change Cipher Spec. Protocol
geto]AE S} A o] §/4d Cipher 144 &
3715 o] &3t F29 H A= AFY HAAE
B3 AE WHL, FeoIJE/AMY $Fo
A A old T /hY el (pending state,
current state)7} Exdt=d], o] HAAE T
%.9] RecordA]%-& ‘Change Cipher Spec.' 2.2
wA| A A4 F o= ‘Write pending state'S ‘Write
current state’2 EA}}31, ‘Change Cipher Spec.’
WA} A] A1 F o= Read pending state’'E ‘Read
current state’2 E-Apgi}, o|wj Eato]AE/AMH
7t HEE5AS BAAYA "o
» Alert Protocol
Bl Z2EZo A Fd 2A ‘4%*’3} o 2}
HAZE A3t} o] AL ALY =
T ok ABAHY 48U Afe ézj{ a4
(connection)& 2o}ofsdla, o] A
A 1D, keys, secretS Wz of 3ot ‘é_‘\’i o, 76’31
odH= MAC AZFol dud Z59 dgz $£4
FoMe £49 HIZ=E FAI8E Bk WTLS
o= SSL/TLSol Q1+ Critical error”} 1T}, ©]
ol AZdg £z Zolof AT AAIDE I
2 EE"
» Application Data Protocol
o Z g Aol A Hlo]E+ Record LayerZ A4
52 “current connection state”d uj &, =,
¢+ 3 37} "} o] 23 Record Layerd] Hio]El &
transparent dataZ} FHch,

(2) WTLSY 3} A% (Record Protocol)

WTLS ¥Zo] £88 ¥, 422 B¢ Ml
28 AFdte ol ZET ¢F guelFeR
719488 AFsT MACS AHEaiA dlo]E ¢
BHAE AFIIEE 0. getA SEAFNA
Agse dolHe 93, 4%, MACHY, &
33 R &AM FE o2 A HT, A5
A FAE dolHE Basstn AjxRYste 9A
HolH & &84 %0 dEste 98-S #3430

333 53

WAPo| X Zgo]AES M7} WTLSE &
M 92 & 749, 9A Handshake Z2EF
& Y3t g A FQ Bl AulA A F o
AHREE A7), 45 g, A5 T 2
< &3 ANSE ANZ FREA 8o 9714
HAE A HBE Record TEEZA Bt
Mul2g A F3ted o] §ATHS]

Y7L WTLS Z2EZ9] AA U 5388
et 3 itk o] R Bl AulA A Fol) B
3 AL AASE BAQ ‘Session State’$} o]

FR0I0E

K H
Sessicn State
1. Pending State . Handshzke Protocol . Pending State
HP I &g & HP Ot 28 3
2. Current State 2. Change Cipher Spec i 2. Current State
HY He S Protocol ¢ HN He 86
HE D H44 D
[EL ASH
Q‘*g 2 3. Alert Protocol g’%g g
Cipher Spec Cipher Spec
Master Secret Master Secret
Server&Client random Connection State Server8Crent random
Server write MAC Secret Servar writa MAC Secret
Client Write MAC Sacret 4. Record Protoco! Client Wite MAC Secret
Server write key e———————————Jpp{ Server writg key
Clignt write key Clisnt write key
Initigization Yector Initfalization Vector
Sequence numbers Sequence numbers

oz 7. WTLS =Z2EZ9| 7l
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AN ZEE o] &3] Feto|AEG M7} m Al A]
+ ‘Connection State’2 T#38 4 3t}

Sroll A Au g uie} Zo] WTLSZ 78% €
Zlo]AEZ} Mo Ad& Axde A4
‘Session State’7} AlZEH, AMAE = Hand-
shake ZZEFo] APF<QA AEY Pending
State’®} Handshake T2 EZo] g7 HE AlH
o) 4] Change Cipher Spec. T2 E &2 53}4 o]
Z2oJA&= ‘Current State' @A & AX AYAHE}

AMALE 98 /| BAE F don, B8 AAE
AALES T 4 JAEE 30 24 HandshakeZ 2
EZA Fawe AR E o A&402 F
A% 5 AEE &t ok 2 AAFS B
Mu 2 A Fol AHEEe AT, ¢57], 45 ¢

18 E, dFA TH 2E 43 vAEsE MR
ZAA s} =4, | = Handshake T2 E&-& ©]
£33 o] R Xt o] & YA n¥HE FRE
13 g

Compression Method, Cipher Spec., Master
Secretet & 43 "WAHSEE 448 = Hand-
shake #4-& 2 A Full Handshake, Abbreviated
Handshake, Optimized Full HandshakeZ 7%
8 4= it o] 7}2-d Full Handshake, Abbre-
viated Handshakei= SSL/TLSOAME ALM&-= &
Hh o 2 Full Handshake® M2 A& A%}
g o Alg&5 = Ao, Abbreviated Handshake
© 71&EY AAE AAFHA FA| o] &F 5o
AL-&-dtt.

» Full Handshake

Full Handshake® A& 21¥49 SSL %%
2t} geo]JE & Client Hello WA A & A 4§
S 2 MuelA AF & 8t oldf Efoldd

=
& Fuvtk

EV AMEE £ Qe #E 45 dndgd 55,
A7 dndFe] 55, 4F P 5552
A43} Client Hello WA A& AR A E

¥ 1. HandshakeolA| n&t== HH

A B a4 9
Au7t AAE AEsted
Session Identifier }\12?_’_{%]%2]-;-? Fe )
Protocol Version | WTLS ¥ A

AH R E80)9E UFA
Hole gtz ste] $A AHE

Peer Certificate

Compression

Method He ¢ Uy
98 gduygsE g
Cipher Spec. ;}f:f %iﬁggja
FeroldEst Ao 23
Master Secret A 85 2080 E 9 H]

43 E

b A MM AR EE A
Sequence Number AWz AFLuY

Mode

(off, implicit, explicit)

Kot Myl A Fo]] ALE-E
= AR(¢E7], MAC &
B IV)5e mA F7

A Ado] 2 AHE
A Zsted AMHEE £ Qe
A AR5 YErli & EAIR}

Key Refresh

Is Resummable

270 2 Server Hello WA A& A4
ot tieh, SSL/TLS 24 Hello ® A A&
W 28 s ARE 298d #ot ]“ﬂ
Feto|dE} HE duvpSs
B2 A MMM ALEE A& F A3t X*-b—?f}
o, A 1F& A8 A 33}°]°*E JAFAME 8
g}, o] -‘)r7§ A AMZE dFtn 98
% Tf_‘*g’“‘ﬂ'aﬂ@]"“fﬂ/ﬂﬂt
Finished ] Z1E 2 A Handshake 3432 %
g53t3, 44 voleE m@stA B

» Abbreviated Handshake

Abbreviated Handshake o] A= 2199} 229] o]
A MR RBE o]-&3te] Al 238}7] W Fof] A 9t
FeolAdE ISE 8] YaHd AR uHA
o, o] AAeA AHGS 4T i HFE R
B A2 A e M ALEE v s E A S
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Client

v

1. &, session_id, client key id,
Trust key id, cipher_suite, seq. # mode, key
refresh, ClientHello.random , gt &9 E]

Hello Server

)
«

2. ¥, session_id, client key id,
Trust key id, cipher_suite, seq. # mode, key
refresh, ServerHello.random , &Y

Fetol9ET} AdstE

Client Key ids 9} & Key exchange option
7} identities 2 &
ZeoldEQ NFu= 2

Trust Key ids ZM 2 E With theclient’s

first preference

Cipher suite

Struct{
BulkCipher(Algorithmbul
k_Cipher_algorithm;
MACAIgorithmmac_algor
ithm; }

Key exchange suit

Key exchange ¥ & 5=

2 9 wAA7 AEE

key refresh wettt ¢37], MAC secret,
IVE gHlolEE X & 2F

T

Seq. # mode Sequence numbering-2

A 8 ALY AR

J% 8. SSLut clE WTLSS #d g2

Client

Server

2] 9. Abbraviated Handshake

» Optimized Full Handshake

Optimized Full Handshake= WTLS®I A At &
A7t A0 g 23105 Zo] e Ete|d
E QFE 93 FelolAEY JAFAE 8 H5A
oka, Mol HEstAY AZALE 3 AFTH
£ Z2to]dE UFE 33

o] & Al Handshake #3& vlX A =9, 18
11¢] Record Z2EZ 294 HolEHE &3}
o, 84 2 ¢5sE FYstd dolHE M3t
o, $AF A= o] HolHE £538 4 AAE
gt 2 s dole e dHstE dFA @11, SSL
ol E EE FY e Hol AT HA=
AHE-8HA] = TH 8L

Client Sarver

23] 10. Optimized Handshake

Handshake sulil

Record

1.Fragmentation: WTLSOl Al &= O,
2.Compression: 8 lis A8 OHE.
WTLSCompressed
3. MAC & Encription

22 11. Record Z2EZ9| 3 oH
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3.4 SSL/TLSSt WTLS H|1

o 7)o A= SSL/TLSS WTLSE o8 7}
Zdd A vlmzci6-8].

341 N8

19943 NetscapeAtollA] H& o=
Ak, A SSL v.3

IETF TLS W/GoA] SSL&
TLS |E&37} 73

(RFC 2246: TLS v.1)
TLSE ulgto g WAPEHIM E&

SSL

7 8t

WTLS

3 F (WAP v.2)
342 23
e SSL/TLS
uet qua [T 194
: 544
(Security) cAbgab o1z
AeE@A |- TLS/SSLE o83 ojZ A
(Interoperability)] ©]Xzte] 453584 g1
&34 . (eI = = J
(Extensibility) N2 du2F F719 folX4
584 « connection®] $& Zo}7|
(Efficiency) A A AA 27
e WTLS

- HOt Mul (7|44, F-AA, AHEA ) Al F
- A g+E Processing Power, Limited Capacity
Nk
- Yg FAEHAAM F2Z(Datagram tran
)

sport A

3.4.3 Handshake

e SSL/TLS

- Full Handshake: M2 A4& A% o

- Abbreviated Handshake: o] 4 #|4€ resu
medtd AR§-

e WTSL
- Full Handshake, Abbreviated Handshake
- Optimized Full Handshake: /¥ < &gt9]

AEY RISME 4H3HA RS (premaster
secret®t master secret7} A HFoZ A A
7}e)

344 Alert T2 EZ
oh&2 SSLE WTLS7t frd 8tA 7FAl & of 2]
H A R ot

e SSL:
no_certificate(41)

e WTLS:
no_connection(5),
time_required(11),
unknown_key_id(52),
disabled_key_id(53),
key_exchange_disabled(54),
session_not_ready(55),
unknown_parameter_index(56),
duplicate_finished_received(57),

no_certificate(41)

¥2+ SSL, TLS9 WTLSY o8] wA| x| &
Hla g el

3.45 Confidentiality
P session keys

connection®}oh master secret(shared secret)
SRkint
E 2. Alert HA[X] g1

SSL TLS WTLS
B - % 32}
no-certificate - TLS¢
F 128 (A SSL30A o o AR
BE Alert ¥AA o
A4
A
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- M9 write MAC secret

- Za}o]AE write MAC secret
- AW write 7]

- Zgo|AE write 7]

- EOlAE/AH 2714 H

SSL_Master_secret(48byte)=
MD5(pre_master_secret+SHA(A+pre_master
_secret+ClientHello.random+ServerHello.random
) ) +MD5(premaster_secret+SHA(BB+pre_mast
er_secret+ClientHello.random+ServerHello.
random))+MD5(pre_master_secret+SHA(CCC+
pre_master_secret+ClientHello.random+Server
Hello. random));

» JAhd<434=(PRF: Pseudo Random function)

AH O Z secret, seed, identifying label S 7}A]
™, 49 Zol &Y YA} SSLL g4}
drEr S AHREX Y

» TLS_PRF(secret, label, seed)
=P_MD5(s], label+seed)XOR P_SHA-1(s2,

o] Aat Ao et ZE T HAIA AFo] &F7E
t}. @2} A cryptographic MACE AHE-3te] H o] €]
TAAE B33 HMACS T4 A2 & &
4 dmeFo] A48 & Aok (SHA-1, MD5..)

¥3L 7] A4, ¥4¥ Cipher Suitesd] &%
A SSL/TLSS WTLSE vlugh Aolt}

345 A9

» SSL/TLS

- SSL/TLS= $3H3tY B¢7)5€ Agdrt

- Netscape$} MicrosoftAl7} 2| 3ls= d g o]
£33 EFo|th

- SSLe| wig& 1 BAWA 7es 2E
N2 ABZZEZ0] /Ed Aol

- 1% F&o] 7hedta Ago] &g, fr4

o) Q1%7)%0) SSLE 9348 BPsta ok,

E 3. SSL/TLSY WTLSS| 7| 44 djm

label+seed)
- WTLS_PRF(secret, label, seed) e SSL TLS WITLS
=P_hash(secret, label+ seed); MD5& PRF=P_MD5
master 39 B XOR PRF %<&
» oAl A] AF (MAC Calculation) secret |, 4‘8byte) P_SHA-1(48H (20byte)
$5HA T teshe] FARLY HHA yte)
- PRF &4
P bash (secret, seed)= Key |MDSE Allpep g a1g | (el
HMAC_hash(secret, A(1)+seed) + block | & H% seq_num)
HMAC_hash(secret, A(2)+seed) +
HMAC_hash(secret, A(3)+seed)....
A0) = seed B 4. Cipher Suites 0|1
A(i)= HMAC_hash(secret, A(i-1)) W@ SSL TLS WTLS
» SSI._HMAC-= Key TH, RSA, DH, RSA, |DH, RSA,
hash(MAC_write_secret+pad_2 exchange |DSA Fortezza| DSA ECDH
hash(MAC_write_secret+pad_l+seq_num+ IDEA. RC2
SSLCompreesed.type+SSLCompressed. rC4 DES. | PEA, RC2, | IDEA,
length+SSLCompressed.frgment)); Symmetric 3DEé " |RC4, DES, |RC5, DES,
s WTLS_HMAC= Fortezrza 3DES 3DES
HMAC_hash(MAC_secret, seq_number+
WTLSCompressed.record_type+ SHA,
WTLSCompressed. length+ Hash MD5, SHA |MD5,SHA |SHA_XOR,
WTLSCompressed.fragment)); MD5
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g4 BAA] MulAzt g, M Ade] A
A9 ol tigt BE 750l fioh(AA
AB7F AW AR 2 G579 5T
7t 54T vt2H7 258 A4 7] B
o] &3o] Held

» WTLS

- WAPY F4l& #¢ ¢H& end-to-end
connectiong A Fdh= H UWA Alxolrch
(TLS/SSL71%t, §-d@73¢ A ¥E)

- Record layer= X848 0. 2 sequence num-
bering& AH&3HA T, HOlH 19 dF& 9
e N=A] Hasi

- Man-in-the middle attack& **]8}7] 93]
Me 99 AFE ARsfol gt

- FABA N FA7) TR S| H
a8,

4. WTLS Z2EE9| 3o 24

4.1 SSL/TLSOIA &&5E FHoty

WTLSE SSL/TLSE 7|dtez /dsHdy,
52 BYE 71E FAH Z2EEY FAE, 4
Z2EZO] /Mxe A% 94 X=HA o o
A, Ao A dojve FZ o] FHAAME 7hs
g o8 FAFo] dErH3SL

4.1.1 SSL/TLS9] Handshake # %4

SSL¢] Handshakedl A 24 3te 34 5 ¥
9l Ao 2 Ciphersuite rollback attack®} Key
exchange algorithm rollback 28] 3 Dropping
the change cipher spec message attack 5°] 31
oH31.

@D Ciphersuite rollback attack

FetoldES} Mzte] 2 & AMHE A3
3z & o, 212614 B4l uhet o] WA Hello

AR (1), (22 24dd 4 AREH. O
g1 Z2}o] ¢ E 7} Hello WA A o] Y& cipher_
suited] H&& MW AFsHd A¥e I FF
% 8lYE Cipher suite® Z7338}A ¥t} SSL/
TLS® Cipher suited] ZZo]& HolE H44A]
P88 o435 F243 Key exchange €12 F 9
AYE 7}A) A9k, WTLS+ Cipher suite$} Key
exchanged] 2&o] Haj5o] 3lo] Zzte] HH
g 7H0.

olw] Z} Hello WA A& HELORE AFHOR
A3zte] s F4-& LA gk FHAE Hello

struct { ProtocolVersion client_version;

Random random;

SessionID session_id;

CipherSuite cipher_suites<2. 2°16-1>;
CompressionMethodcompression_methods
<1..2°8-1>;

} ClientHello;

struct { ProtocolVersion server_version;
Random random; SessionID session_id
CipherSuite cipher_suite, CompressionMethod
compression_method;

} ServerHello;

ClientHello (1)--—-~----~ >
L—mmm (2) ServerHello
Lmmmm o Certificate*
Lommm = ServerKeyExchange*
Lommmmmm CertificateRequest*
<mmmmm— ServerHelloDone
Certificatex ---—-------- >
ClientKeyExchange ----- >
CertificateVerify* ------- >
[ ChangeCipherSpec](3)
Finished--------- >
(4)[ ChangeCipherSpec]
<{——mmm—=- Finished
Application Data <------- >Application Data

18 12. Full Handshake

_83_



SSL/TLSY WTLSY ZZES N%AY 24

BAUEIOICOEAR K52 R3S 20014 oF

A E S A 7t2 Ao} E2o|AET} AE
&t cipher_suites®] 5%-& $£A3 FHGg s
T4E AHE3HAE

@ Key exchange algorithm rollback

Ciphersuite rollback attack2 2 A& € Key-
exchange ¥TEEE WA= FHo|ot. o]AL
Hello WA A7} 222 A4H7] & 71538 F
Zojt}. 1g13L Key exchange algorithm rollback
9] ofjolt}. Ee}o]HE T} RSA key exchange & 1.8
Z8 A4 u, MY+ Diffe-Hellman key
exchange €18 FE AL E e A=
FARE L O AMIE & & A "o C(EEo]

E)E RSA_.. 43 EES HEeA, F31)
A M(ZFAho] o] AR E 7120 DHE RSA_...
2 WA 281 A §3E AR E S(HH)
NA AEg M o] AMLE Lot A E3}
1,0 ARE 7HA N & dolEHE g3 ssn
E3538A dot. gt FAREL M2 g2
T4 ¢35 E AHESHAl 8
o] A& Hello WA A7} HELE A4 H7] A&
7t @ 4ot 281 ojH 3 34L& ojd
9] KeyExchange ¢ 18&& Al&-3le2 9
g filedS M W3R GO B E I field7} B3
A Z3A H1 FHE dA dvk. 29148 BY

_QO}N_-%

[client hello:]

1. C—M: SSLRSA..

. M—S: SSLDHERSA..
[server hello:}

2. §— M: SSLDHERSA...

2. M- C: SSLRSA..
[server key exchange:]

3 S—-M: {p,giy}Ks
3. M->C: {p.9y}ks
[client key exchange:]
4, C—-M: KkKimodp

4. M—S: g"modp

a3l 13. KeyExchange &¢12|& WA

KeyExchange ¥ gjFo] A8 =1 20 X%5&
gozH 1 FH& HAT & Utk

@ Dropping the change cipher spec message
attack 2¥12¢] Change Cipher Spec message
(3), ()= ¥4 cipher specL 2 Y37 & o] &
gt 25 Y= AFY HANAE LI RS
B &= A S 2 pending state?} current stateE
7BAEA gt o] A& FAAI LEAR T A A}
o] Zglo]AE ¢} A ¥ 7} current ciphersuited 73
A8tA] Z3 = 51 tlojE o] FAAHE B
A Z3HA Fet

4.2 WTLS2| Handshake #24

oA WTLS ZZEZEL 7]& 4 SSI/TLS
ZEEZE 7]vkety gle B2 WTLS Handshake
o] AA A = FARI T AF3ATH35L

4.2.1 Cipher suite$} KeyExchange ¥18&
A

Hello #| 4] X] o] ] cipher suite$} key exchange

gu2]Z&9 A9 94H-2 Client Helloo) A} Eglo]

AE7 Aol 2743 G543 7] g 4L

enum { rsa, diffie_hellman, fortezza_kea }
KeyExchangeAlgorithm

struct(
select (KeyExchangeAlgorithm)
{case diffie_hellman:
ServerDHParams params;
Signature signed_params;
case rsa:
ServerRSAParams params;
Signature signed_params;
case fortezza_kea:
ServerFortezzaParams params;};
} ServerKeyExchange;

123 14. KeyExchange ¥12|5e| M=




SSL/TLSY WTLSY Z2EZ {YY 24

B YEDICIOfSFRI RI5A R3S 20014 93

RELEEREEPEEREEEEE T

& Adstel 13 £4 W5 ool

i»m HHE GRAOE 238 T dEe)
3|

s
= 42‘16}01 E*_E} e

o= *232}7} cipher suite® Null && #oksl
75§ =2 uFAY, KeyExchange W%
SSLA 3 rollback 402 E3AZ 71 U
E3] 4 A= ClientHello W A K] o] A | o5}
+ KeyExchange W4 2]2EE anonymous®
EE gix A7 o2 A AR H = KeyExhange W
2§ anonymous¥] FEj7t HEE T £ Uk
IEA HH ZAlo] Feho] ¢ E et M F1he
A] Parallel session& A Y 3 ¥, Z2to| AE S} A]
HE FAlO A38e 344 438 $ Uk 2
Hl5e 34 AV & o& ioﬂ*’r“‘:‘r
Ao F4 Ay oA FEFopE HL
olAE, MW, 283 FHA7} 22 premaster.
secret®} master_secret& F-§3FA| 9 Faglo]d

ES Mue O AHE & F fde Aot

422 man-in-the middle attack

AW 7E 1F o] E mjutct, Jd-2 man-in- the
middle attacke] th3te] txsfor Ht sA L,
A AL Y FHENA HHH o7 HeF
3ot kst o) MHEL FEo|AdEE UF
g 5 Q7] WEoltt 283 HAIAE HF
AFAM e o] AE NP2 54 A E
A717] gl M M o] IFAE 2 73 o
A AL EA FEHA 2o g A
A gt

4.2.3 RSA_anon, DH_anon, ECDH_anon®] 2
4

RSA_anon #H 9] Handshaker &ZA}7} Server

- 31 D& Alg¥ & fist{ RSA{[DH_anon|{ECOH_anen}
— Blockeiphar & 4 ligt

Client
ClisntlD. Clisnt_random, RT.Alg® & list
-3 18 Ag¥ & list{ RSA_anon| | DH_anon! | ECDH_anon)
- Blockcipher R & list
Attacker Server

ClientlD, Client_random, RT,AIg® &} list

Sarver

Server_random, RT, Alg# ®(ServerHslio.client_key_id = 1),
Sarvar /Al RSA &I 31(e.n)

Attacker

Sarvar_random, RT. Alg & ®(SarverHallo.client_key_id = 2),
Attacker & A] DH IR 3I{DH_Y)

—

Client

Client &1 Al DH @JH31(DH_Y)

PRF(DH_mastarsacret,"Client finish”,H(handshake_massaga’))

Attacker
RSAEnc[DH_premastersacret],

PRF(DH_mastersecret,"Client finish*,H(handshake_messags"))

Server
PRF(DH_mastarsecret,"Server Hnigh®,H{(handshake_messags'’)

Client
PRF(DH_mastarsacrat, "Servar finish', H{handshake_massage"))

-+

218 15. Full handshakeol CH&t 3

Hello A A& 418 3o 20 Hlo] E < BUZked
Y AE premaster_secretS Ay A 8L, FAIEE A
Wl F/712 GEsA AHE AEFoaHN
gepoldER HAste Fo] 7hssith £ 34
217} Server Hellowl &) #4715 Ap4lo] A3
INNE WHAFGoZN FEolAdET YA
dobd F Urt

424 RSA with Server Certificate 3 %4

RSA with Certificate ¥ ] 9] Full Handshake
ZZEZL Hello A1 A A RSA7} A€
Hi AW ASME Bl F FeloldES AF
MEg 87T, FetolAdETL A4l9] RSA 9%
AE 7N UA & A9 o] FoF 5= gl

premaster_secretgk-<
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223 AH7 22| AE AZAE 2T 3E 0]
AAE BYA ¥ ASE ogod & & =
2EZY. 554 FA4A0 98 2eo|dE 9

Aol 7}53HS o wl3tal E§ Handshake Z2E
9 FEAAAFE 7] Y& 2A48HA Rdie
AL ou)gch wgty 2g163 2L AL E
e gEolAE A FFo| 7tedtA B
FE4A e 2L, GA29 HAAE =33y
REE WA A E A 283 YA Fehold
E7L MHeA BUs HAIAE Ao A4
A A2 g A3ty GA3E FR e &
A3 A vt WA AE FHA7L old Fetold
E7l ¥l AL E Y3 premaster secret’ & 5E]
master- secret’ ¥ Finished WA A1 & A AFstd
GA4E APgt ol MHe FHolAdES
master_secret’ & F-4312 ttn ¥t @A
4 A FH Ao g Feo|AET} o] HARAE
—r"‘l?-_} 3$- Finished 33| 8715822 &2
FP& FAA HI FHA} o] WA AE
ELHZ] 2ol FHoldEE A Al 7]
gttt dZ283E 38 DOS(Denial of
Service)3 4 °] 7H&3A dt.

1. Client-)Server : ClientID, Client_random, RT, Alg®4} list
2. Server->Client : Server_random, RT, AlgM%, Server_RSACert
3, Client->Attacker : RSAEnc[premaster_secret],
PRE (mastersecret, "Client finish®, H(handshake_ messags))
3'. Attacker->Server : RSAEnc(premaster.secret’],
PRF(nastersecret’, "Client finish”, H(handshake nessage’)}
4. Server->Attacker :
PRF(mastersecret’, “Server finish”, H(handshake_nessage'))
4'. Attacker-)Client :
PRF(mastersecret’, “Server £inish”, H{handshake message’))
* 3, 4" Eelo|AES MY FdA FelojAES
AHE A8t FA
2] 16. RSAwithServerCertificate 84 AlL}2|2

4.2.5 Dropping the Change Cipher Spec Message

WTLSS o] WAlA] 8% M2 JF4T ¢35
THLZ /744 HolHY FEA S B8t n
91%3}7]) 9138 pending cipher® current cipher
2 A5 et 2, A3ATE FReA o
WA A& A AY AAE Aed 29175
Zo] current state® @@3}1] 231 pending
stateZ H3 WA X3 WAIAE FadA "o,

426 1 ¥ HAHA

@ Master secret B&

2E AlA7]= master_secret2 AA3 5 31, Hand-
shake T2 EZ| U3 F£ZA H3I T master_
secretd]] Q&g o2 o)A BEJ} u)$ Q3
t}. Abbreviate Handshakedl| A1 &8} A E 7} o]
Aol AH8-E AL A AME3tA e B
master_ secrete ©]| 9] master_secretg 1t
2 AEE T FEo]AE G N7t A4 shs G
#kurel Wttt FAAE master_secretst oj®
I HEZGY BAE Yol o3 HE

o] gttt F, FoIJEE /AT FEHAT B
& 7o AH AAFES 83T B4, A E 42

o] th&} A Finished A A€ AE @ che A& °]
£38= ZAolt}h o] AL ZF Finished t A} A
3 B I HPEES goMA sz, o
master_secretE Lol 7] 98l A1&EE A
o v g},

mlo T

1. C—-M:

. [change cipher spec]
2. C— M: [finished:]{a}s
2. M—S: [finished:]a
3. S — M: |[change cipher spec]
4. S — M: [finished:]{a}s
4, M—C: [finished:]a
5. C—M: {m}
5. M—S: m

213 17. Change Cipher Spec HlA|X|2] F4l
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@ Replay, Delay, deleted data attack &

FTZA7L dolHE 7t2 Ao} el Al A
& dUEA, 2 HolHE F4 A &1 A
A& A F Utk EZH7LZ A wolHE A Azt
AEE RILE & 2 U ol B
ZE HolEE ASM BAAEANA EHE =
stA) |t

£ w R’
it

4.3 WTLS Xtof F oty

43.1 94 7% IV(Inital Vector)o] AM§

o 7ted 7] WEE AMREHA HE A
HEF Ao HeFstA gt kst IVE CBC
BEo EE GIE AMSHEEZN dEZT(en-
tropy) & A3 B E ot B, 2 AER T
+ CBC 2= £& ¢35 AM85He td 718§
BEdled "asig.

E41Velol 92l BEL master keyZA &
%319t} o] & shared secretE H7A8}7] YA
brute force® AHS-& 7teA S A F3HA €

E3 WTLS7} to]e] 23 o] 24 H A, HHE
e AR EHE ARAA AT 5 ge volH
OYE N Ysy] Y& CBC REe 4749 b
AEE Yzdsty] M MEE IVE 482
ot AHEHE IVE SR Y a5 7] B4
Ao] fx=d® 989 IVE XOREo 24 a3
o et 2l A HA HRESS AGE IV
9} XOR€¥ . &9 IVE handshakes QF &
groll 71Wkaj A AlLrE o] 2% BE ghE(client
random, server_random, sequence num- ber)<
d53} glo] AFHEZ 239 & Uk £ 4
A 7bsd Ve #& JAEZTY secretol] it
chosen-plaintextattack-& 7}&3tAl §ch o] ¢t
A BAE 71844 9FE 7Ae A%4ES

A "o

432 XOR MAC= stream ciphers

WTLSE 4081 E XOR MACS A d3}7] &
of WAIXE zeroZ W3l SHlo]E BEo g
Liro] olgjgt BEEES 7 XORAZIT o]
2EY Q57 AMEEHTE, 7] Zold A#glol
XOR MAC2 HlAlA| 24 B3 & A F38A &
3o} =3 invertinge] MACO| A 3ldEdd &
ZEAA oJd g vEE invert® + Aot wek
A, 27t fAe] Hoete A4 AAe
AETE F Atk 2 EZR o] kA4 EA= 7
dol S 7AA Bt

4.3.3 3bbit DES encryption

DES 7] 2t vto]Ed & /i ¢ HelE BlEE
st Yok 0 HE Y 71 & AHEEHE, AAR
DES 939 7] Zolx 5+7=35HEe|t}, 40H|E
DESol A &4 7] Zo]7} gulo]EYolx B
8111, A4 7] dole ¢ 5ute|EojB g 7Y A
o 9%& FA "ot

444 The PKCS # 1 attack

PKCS #1 version 1.56% 0% gjzlo] &ul&
PKCS #1 version 158 3% 7I1A A& 48 F
Toracled X8l T2 EZ T ALSE o oA
4 EAE 7MY e ouE WHOZE I A
28 o] A Yato Al ALE-E 717t SulEVLE ¢
0, 2 A 2" L oracled 7FA G g}, o]
oracle A3l QA= BE M54 E A=
a3 O Al2FY FHE A3t SHLE J)E
T2 AT 4 Aot RSA ¥ 33+
WTLSW 9] PKCS #lversion 1.50] F3te] &3
5]7] g £ RSA WAIAS-E i 2 P7)¢] chosen
ciphertext queries2 4] B3 & 4 ¢ltt. WTLSH)
A} bad_certificate®} decode_error WA 2| &2 &

HAQA BT & oA AHS-4E oracles A FE &
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et ol g EAlE Aol IS vAA .

4.35 Undefined subgroup order on Diffie-
Hellman key agreement

WTLS specification-& Diffie-Hellman 4}
M AHEEE e A ve BE gES X
g3l ok, 28y, multiplicative subgroup$
grouporders W 1t} group order} BRI L2
# F0] A public gtol 2 4H}IE multiplicative sub-
group®)] £38=718 AALE & QA Btk o] R
g BAY £ QAW AF 4FE v

AE 22t

4.3.6 Design of PRNGs

PRNGs(Pseudo Random Number Generator)
g dAs1 27) g AR Fsfof g ¢
A3 34 datel 7]4HE PRNGse W 5-& MD5
U4 SHAZ WX& 4 AAT, randomnumber
generator state®] ZolKt} o 1} AAAE A
3% & ok

4.3.7 The length of temporary RSA key

5128]E RSA 7|52 high-value transaction
o]\} long-term AR L 273 oj&EEH
Ao QAN FE3] A Z3tr) AFA
W F717F 5 sl AMEE & 91 o, M
£ YA RSA 718 A Esia A 2@do. 94
RSA 7l 385+ Hd ZolE 7IAok .
(512 bits).

4.4 FHoty s Yot HMA

4.4.1 CipherSuite Rollback attack

19183 o] Handshake?] v}Ag @A
finished messagedl| 4] =& Handshake Z2EE&
o BEE AAE HAFFE AdSd, O 2
3} Zk& oA 3 M E Fael AR E UF

WTLS

goiopiE Hello message WTLS

At

1. W&, session_id, client key id,
Trust key id, cipher_siite, seq. # mode, key
refresh, CliefftHello.random , & & ge

. Export weakened mode & =&

|.

Certificate Verify, Finished
MAIXIOA BE4012 HAXIO
st fdd A3

- Certificate Verify: Exrc[H(handshake_message)]
- Finished: PRF(master_secret, firished_label,
H(handshake_messagés)) [0..11]

* Change Cipher Spec O Al X| & X2l &t
old0 e LE HENOIZ HIAIX

18 18. Chiper Suite Rollback attack

3t} @bk A Hello Pl Al A 9] cipher suited] &%
& WA FAREY 43 FHE HYSHA

doe FH0 JeAE ¢ 4 U

44.2 Key_Exchange €318% Rollback attack

X8 & Key_Exchange messageZ public key
parameters2 H43l=d], oo g A2 1
Y199} o] oJH 3§ el Y9 Key_Exchange ¢
2L AP eAE AT filede EF3IA
or=t}, whetA public parameters® o} g} o] 9}
BdE ZE HolHE MHIEE WTLSE 74
sfopgot.

4.4.3 Dropping Change Cipher Spec

Change Cipher Spec Al A& T2 A X9}
€ 2% finished WA AN A AFE BAFsA R
3o}, sjkst Change Cipher Spec AHA| 7} 84yt
¢] T2 EZ 2 A Handshake T2 EZH & *&
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struct {
ParameterSpecifierparameter specifier;
select ( KeyExchangeBAlgorithm )
{ case rsa anon:
RSAPublicKey params;
case dh_anon:
DHPublicKey params;
case ecdh anon:
ECPublicKey params;
}i

} ServerKeyExchange

B0} JHs6tch

0ll) Key Exchange 2 121528
RSAE (EfRI2LY,
" KeyExchangeAlgorith "2 22
DHZ B A 8ICHE?

¥

Certificate Verify, Finished
MA XA HSHOIT HIAIXIO CH
R34 A2

a3 19. Key_Exchange €1&2l&

Alert Z2EZH e SYd T2EEZO|T} 1
g B2 o)A 1FE R Y= Hand
shake# R 9] YH2 F 73] opgirt,

44.4 man-in-the-middle attack

olglg T4 A3y A Lo AA
TFAE EASIA ooz WTLSE 7388 74
£, 28200} = class?, class3S AM-£3lY] an
onymous Beje] 7] mE LF4& Mul2asA] &
T % dokgtc}. 18] 3 man-in-the-middle attack
S WA A g AF 2 HAT A S

N A olol B},

445 RSA with Server Certificate attack

Au o] ZEolAdE UFA A E BEF8n
Foo]dEV} )1FAE B A &l Handshake
Z ZE&0] RSA with Server Certificate #3 &
T atA Eotd Gl AT Fo|AE HF

Feature Class[Class [Clasa
Public-key exchange M M M
MU 2IEM o M M
ReIOIME QIBA o o] M
Shared-secret handshakd O, | O 0
Compression - o (o]
Encryption M M M
MAC M M M
Smart card interface - [¢] o)

* Class 1 - Anonymous
* No Authentication
? ?
® —M
¢« Class 2
* Server Authentication ONLY
?
® s
*« Class 3

» Client & Server Authentication

+X.509 certificata
*WAP certificate
+ANBI X9.68 -

13 20. WTLS +8 Zz2ia

A4E g Tkl EAZY wakAM AWt
ZYOYE AFAE 8HT F o8 5387

446 Master secret 5%

Secret keyg Z<Ul 37/ HEo] o]&Ho=z
Handshake T2 EZL2 AHH I/ Y&& A&
8ok 3} 31, IE master_secret¥ premaster_secret
22X MAFOo= premaster_secretd] ¢HE
A3l Felo] A E 9] random noncesE A 9 ran-
dom nonces$t &7 A 4}+3ted premaster_ secret
g AAse Aol utEHso,

4.4.7 Replay, Delay, Deleted Data attack

MACe| 7 A$=He volHe 4 B4+3
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SR EANIETIAEE FoEn FAHS H
A 4 o delH7t ¢4 glo] AfHTE AR
FAHTE 7HA L FAAE HolHE 2 &
A & A7) W Eoltt. wekA wlolE 7t A%
HAEA, EHHJAEAE & & Utk o)gs &
29 & (Sequence Number)<s 64bytesd] A7 2
Z} connection®l| A] "l o] E]7} A4-E wfrict /hE
Ho g FAZ B0

448 71&

YulolEZt a7 E= FE22 EA9 PKCS
#1914 158 WA 2002 vp3e) B Aje =2
A BAE BEgste Aot WTLSAA
© UFH F244E AT A8t RSAVE AL
480 & F8 2HL EE ¢3AA Y Initial
Vectorolth. A4t AMRHE BE @#e =34
A ¢t o ¥ ¢HAZS AT A
MIV-calculationso| M= o8 FU3 vAA R
7} A= ojof gt 22, 2 BYR R BS
UM G372 AMEE BRYG T = &
d.

4.5 WTLS9| 4S8

23 8¢ WAP XA+ WAP 2.0 spec.&
LEIAC 20 HAJNE A7 gFEUA
WAPS] B3t kAo gis) o= A= §53H2
2 A3ttt £ FoM e dUHo)EV} 8 F2
W&e ARy
* Diffie-Hellman ¥ a8 &4 ALE=HE g

e § % Sub-group9) order, & 495 q¢

e Atk o] 2N UM hEAPE £

Fo dig I9F HFAYS HZ3At
» Key exchangeYt cipher suite?} null¥ o

man-in-the-middle 3 & g HFAHE

AlBEIL Yt

* Specoll A A o€ gt T A9 gerHE Fof
field size7} 160MEX T && A& ECDSA
(Elliptic Curve Digital Signature Algorithm)ell
A AHEE £ gle B2 ECC basic curved] A
A 9 = At} Basic curvegts A& R E AHE
o] 7Moo g Yo} = FA S T

<40HIE 43 AYY FH ul A%
Foll o] AEE AHE3HA ¥71E Austn gl
%3, F712 RC59 IDEAE 3 64¥E ¢35
£ A A

2% aFZEALE AMHE I dEA
C5_CBC, RC5_CBC_64, RC5_CBC_56% A
g A&, 283 A EE s e SHAR
T SHA 80§ x|9% ZE Axsx Yo

AT FAAdY HFHS 71 SHAL
XOR_40 ¢ &L AHAIH A

«wpAgo 2 RSA g1 Fo] AHSE A9dE
HAT1024 258 4 A4 A& A3}
I o

5. 8 E

2147] 9AE A9 =k A F4 UH
e Bgo] F&3HA T giot. o]l ot
FAGME A3 o372 AAGAN 5&
A3l FHA FEIF F2F HA ot

oA E =R e F4 89 F @A 7
g 2 B4 7Y tide] HI e WAPY
Hot 22 EZQ WTLSY tisfl #£4& 3t
a83 SSL/TLSE 4 vlwsle zZtde) 722
% 7%, TR T& AHES T, o[ A& V)R8t
WTLSY] HLFAEES E43AT

T3 A2 WAP A8 9} Gateway 55 33
Aol et A FEAFZAA ofuigh Hot
o] A=A E HHE Hart Ut o] & e
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