MR GRE R E R
H11% B4k 2001. 8

(2,4)-E2E °|&F 157 2"

X B, o M ET

Group Key Management using (2,4)-Tree
Tae-Nam Cho**, Sang-Ho Lee**
2 o

we A AASseht v He e 5
3 HzAlele] peko s g FAUFe] EM"V Lﬁ
E el Aol BAAL 257 44 el - FRsk
gk A4l BEAE wolr] flsled Yol #8 Eefdl (
(Core Based Tree)it o]f-dbed W] 48 A fA8hes
ol MR sk o T A BeAen A 4

&, CBT
L, =9
ol ke HAskst.

ABSTRACT

Recently, with the explosive growth of communication technologies, group orienied services such as. teleconference and

multi-player game are increasing. Access control 1o information is handied by secret communications with group keys shared

among members, and efficient updating of group keys is vital to such secret communications of large and dynamic groups. In
this paper, we cmploy (24)iree as a key tree, which is one of height balanced trees, to reduce the number of key updates
caused by join or leave of members. Especially, we use CBT(Core Based Tree) to gather network configurations of group
members and reflect this information to key tree structure to update group keys cfficiently when splitiing or merging of
subgroups oceurs by network failure or recovery

keyword : group key management, key distribution. multicast, CBT, security
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switch (myv_state) {
case (junction) :
if (receive message from new interface)
num_child = num_child + 1
if (msg.firs id==null) {
msgfirst_jetid < router id:
msgfirst_jct.new_inf
«= incoming interface number;

)
breu
case (transit) :
if (receive message from new interface) {
num_child = num_child + 1.
my_state + junction:
msg.new jctid < router id:
msg.new_jet.new_inf
= incoming interface number:
msg.new_jt.old_inf
= old interface number;

}
break:
default © /* non_member */
num_child < 1
my_state « transit;
'
pass message to core}
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create a new node new_ment.
new_memid « msgm_id:
if (msgnew_jctid = nul) 1
create a new node new_jet:
neiw_jct.id «— msgnew_jct.id
msgnew_jctold_inf " child of new_jct
« msgfirst_jetnew_inf * child
of msgfirst_jet.id:
msgfirst_jetnew_inf " child of
msgfirst jetid — new_jct.
msgnew_jetnew_inf " child of new_jct
 new_mem.

}
else {
new_inf ™ child of first_jetid
= new_mem.
}

left_node — left member of new_mem;
(RT2|F 2) M FH Jtelol| @2 RTe| 28
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it (msg.no_child es) {
num_child < num_child - 1;
switch (num_child) {
case 0: state < non_member;
no_child < yes;
case 1! state — transit;
no_child — noi
default: no_child < no;

)

pass message to core;
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