R R A
B % B4, 2001. 8

A 7Pike] Bk 2RA FAA FE

UEE

Implementation of Secure Linux OS based on Kernel
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ABSTRACT

This paper presents a sccure Linux OS in which multi-level security functions are implemented at the kemel level. Current

security efforts such as firewall or intrusion detection system provided in application-space without sccurity features of the

secure OS suffer from many vulnerabilities. However the development of the secure OS in Korea lies in just an initial state,

and NSA has implemented a prototype of the sceure Linux but published just some parts of the technologies. Thus our

commercialized secure Linux OS with multi-level security kernel functions meets the minimum requirements for TCSEC Bl

level as well kernel-mode encryption, real-time audit trail with DB, and restricted use of root privileges.
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