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Abstract The explosive growth in wireless networking inereasingly urges the demand to support
mobility within the Internet which is what Mobile-IP aims to provide. Because the transmission of
signals through open-air is easy to be attacked, it is important to provide secure transmission for
mobile users and make them responsible for what they have done in networks. Although IETF
provides a secret-key based security mechanism, a public-key based security mechanism and minimal
public-key based security mechanism, those mechanisms suffer from scalability, efficiency and
non-repudiation service problem.. The proposed mechanism uses public-key based authentication
optimizing the performance. It includes non-repudiation service on the side of mobile for airtight
security in wireless network. The simulation results show that the proposed authentication reduces the
total registration time. It especially minimizes the compuitation cost on the side of the mobile node and
solves the power problem. In practice, the proposed authentication is feasible with recasonable
performance and sccurity service in imacro mobility that Mobile-IP ig intended to solve.
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