PSeCOIlA 2 =7 7128 ®ED TSHY H&E &R HAUS 775

IPSecollAl 7] B+ 7le+ A& a&3<
A7 e WAUS

23 go 2 F-

A+

Az ewd 11 B ME SE2 B7ki0 sl ST

pie) xA9Y GE Aol F48 9 51 oo, o cap_: 29 7HE gt
s 5¢ AFs) A3 7] &7 AT A7 BUH WP

ek, oA ‘aw] Aol obltke Sl A28

Lt A4
= =

o™
2
Ho

g’;

gmse] 0 F 44 Ade] E Awa Kok Yool dFEY €%
A= 1

g9 ojBis Mea) A9 A EA AT &
glowl, AF7kA

7]
BE 7] EF 710 A= g} B 2R Me IPSeC(IP Secunty) protocol 2 :rm‘d VPN(Virtual Private Network) 874 Sholla &3k
o ddo] BoHE AF ool W& d4E A DAY ARH £LEE Fol7] A% dgteR 9] 5T s ol4d WHUES Mg F

Alokél KRFSH(Key Recovery Field Storage Header)ZH= A 2% 7l S&
AW HE ZASE du&lAd A8 ARG vE AFANFDn de¥ o ET ¢ $ ok o AHUES
FreeS/WANS) gajdo2H, ol AFF VPNY 24 L s,

VENe A 8GsF 32 Aleld) Bd J4& 48 A4 Aus @
g5 249 [PSec =Y

Efficient Session Management mechanism applied
Key Recovery technique in IPSec

Jeong-Beom Kim'- Yun-Jung Rhee'- Nam-Sup Park'- Tai-Yun Kim''

ABSTRACT

Recently the use of Linux OS is increasing to tremendons figures. But due to the fact that Limux is distributed on an gpen-sowrce policy,
the need of security is an upcoming question which leads to widespread development of security on a Linux based environment. Cryptography,
however, can cause various problems because of difficulty of key management, A lot of researchers have been concentrating on the key recovery
technique to eliminate the reverse effect of using these kinds of security and to promote positive aspects of using it. In this thesis I am
stggesting an mechanism based on the key recovery technique, as a method to save time in recovery and resetting a disconnection between
two end-users through IPSee (IP Security) protocols in a VPN (Virtual Private Network) environment. The main idea of the newly suggested
mechanism, KRFSH (Key Recovery Field Storage Header), is to store the information of the session in advance for the case of losing the session
information essential to establish a tunnel connection between a SG and a host in the VPN environment, and so if necessary to use the pre—stored
information for recovery. This mechanism is loaded on the IPSec based FreeS/WAN program (Linux environment), and so the VPN problern

mentioned above is resolved.
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