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Design and Implementation of File protection system
based on Windows 2000 system

Nam-hoon Lee'- Shin-geun Yoo'" - Young-chul Shim'**

ABSTRACT

With the development of computer systems, there has been a sharp increase in the threats on these systems including attacks by malicious
programs such as virus, vandal, etc. Currently virus vaccines are widely used to thwart these threats, but they have many weaknesses. They
cannot guard against unknown threats and sometimes, they also cannot detect the existence of malicious programs before these malicious
programs make any destructive results. For lack of an efficient security model, the existing security programs have the problem that they raise
many false-positive alarms in spite of normal action. 50 1t becomes very important to develop the improved security program that can make
up for the weakness of the existing computer security program and can detect many threats of maliclous programs as carly as possible. In this
paper we describe the design of an improved security model and the implementation of a security program that can filter and handle the threats
on computer systems at the kernel level in real time.
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o[ g9 AFHA FAFol FHHE A& BAFES 3 g;car
olg 2 oy EEB!E% = } 18 A" £
% FZE(Pseudo Code)e (2® )3 (2¥ 9)dl] vjeh} gln}_

1: PDEVICE OBJECT Disk(10]; /+ E&€¥d tsa Edox
QUAEE YAz AFEE HE
2: physicaldisk p_disk[10]; /+ B2]¥9 225 JAZ A4
7) 918 W v/
3: char diskdrivename=HDA; /¢ E¢3 tlx=s8] 22
HDA»/
4.
5. int diskdriveindex=0;
6:
7 Dol
& physicalDiskDrive p_tmp ;
9: PDEVICE_OBJECT D_tmp ;
10:
11 fxEEE TAad ZElelBg Fiech dfEoeR AFe
HDA.#/
12: if(SearchPhysicalDiskDrive (diskDriveName,p_tmp) ==
TRUE)
13 {
14: P_Disk[DiskDrivelndex] = p_tmp ;
15: GetRekatedDeviceObject(D_tmp, P_tmp) ;
16:
17:: /x Z2e 23A ojaAd cifeln] Ade] FHabge] A
P,
18 EQEYH az meleldle Ag cefojwz 2
Fatns gl v/
19: InAattachDevice ToDeviceStact(Disk[DiskDrivelndex],
D_tmp
20 DiskDrivelndex++
21: DigkDriveName++
22 : }
23 clse{
24 break ;
25 }
26 Ywhile() ;
27 :
2B DiskdlE e =dholw) 3o A9 AR 44

(02 8) 22l r|A3 =z2f0|H2| =2t0/H 280 HE
Zetole o

919 (29 8)¢] SearchPhysicalDiskDrive $Hrel A 4]

58 o223 czgolHs Ay, o Y49 faa =it
o)® WEe WAAA, IoAttachDeviceToDeviceStack &4
Sl A7 cuole Eefols] 2ue] B Eghels ona

m
o]

EZ A7 o84 4" gy =)oy _Q_H;E}__.
zt B A a3 diste] FEA Aol £ Al
s g8y 715 a3

1: PDEVICE_OBJECT Diskl10]; /+ =E]F t23 Zg}o]x
SQUAEE YA R A A5/
LogicalDisk L_Disk(10] /* =83 t]£3E A= A3
Bk7) 48 Wy #/
char DiskDriveName = ‘A’ ; /+ E2]d ¢J~32) AJa& A «/

[y~

mt DdiskDrivelndex =0 ;

Dof
LogicalDiskDrive L_disk

o0 =3 S U1 L

Windows 200071918 MY 2z A2 M2 2 25 751

9: PDEVICE_OBJECT D_tmp

10:

11: /& BEA Oaz mdbelBg Fecl PulEoe R Azt

A+
12: if(SearchLogicalDiskDrive(DiskDriveName, L_tmp) ==
TRUE)

13: {

14: L_Disk[DiskDrivelndex] = L_tmp

15: GetRekatedDeviceObject(D, trrp, 1_tmp)

16:

17: /% 22 =T tlaa mgteld A=) g 4
o,

181 B4 =28 23 =de|de gy =R
I ESE gl o/

19: IoAttachDeviceToDeviceStact(Disk[DiskDrivelndex],
L_tmp)

20:

21: e oz Sefe|dd @ ARE £3, 4A W

ol QAo
22 F3 di4de] HE ARy oY Al=g =8 =ie
B o, 849 429 FeFAT NTFS 3),
23: g ‘:‘“—101514 7 o559 75 FErpE] AR
o|t} o|EL AY W<l DEVICE_EXTENSIONS]

24 HlelH “ﬂﬂli AAsA Ao

2 DiskDrivelndex++ ;

2 DiskDriveName+ ;

27 }

28 elsel

29: break ;

30: }

31: }while(l);

]

(38 9) =28 ra= =210/He| =210[H A0l HE
=eloly 4

A9 (28 9l el ZEE =@ g2z #d Alxd
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red Bvent), 3}o)Z(Pipe), "I £%(Mailslot) 78|31 tjuf

glole] mgo] BA4E 4 glojob St o]HF A
4 W E&(SharedMemory), &% ©]¥E(Sha-

ToCompleteRequest(Irp,
I0_NO_INCREMENT) ;
return STATUS_ACCESS_DENIED ;
}
break ;

...... /= o)8F AT %/

/s ol e 4/

shes8ENE 8

o]~ @ £8 EEZ(DeviceloCtl)F[4-6le] 2th €4
fe dAUEe Asdsl dHye $NFeE mARY
7] WZel € dAE W A DeviceloCtrlg ©]
st aEla ofFe Al ] g g o ad
pending® o] th7l AREALY fige] AFEHA T TR
dis 35 o ApplyFﬂters?’,:}Tﬂ- e R
£7ke] 3kl wet ‘3&’&94 A AR5 ZAEEHE
YEF2 7HA fh
11 NTSTATUS WallnutFileHookRoutine (PDEVICE_()B_]'ECTT
HookDevice, IN PIRP Iip)
20
3: PIO_STACK_LOCATION currentlrpStack
= JoGetCurrentlrpStackLocation(Irp) ;
4: PFILE_OBJECT fileCbject ;
5: PCHAR {ullPathName ;
6: fileObject = currentpStack -> FileObject ; /= @A
Z2A47) 2oty Y 28 ARE €5 %
7: hookkext = HookDevice -> DeviccExtension ;
3: GetlFileFullPath(fileOhject, hookext, fullPathName) ;
Je AA Z2A] »’~°1l olgte} Hite] AEHE el
g: A9 A& HA~FullPath) i+ ok
10: switch(cmrentlrpswck ->» MajorFunction)
11+ {
12: 0 A4d 9 4] 55
13 case IRP_MJ]_CREATE :
14
15: /* ApplyFilters&hr WellA] zh sfd AJ&® &
5 2@s Aistd, 37 88 488 2
Adc)
16: By A uEE g3 ARERA A
g Bz ALE RetumAzh +/
17 if(ApplyFillers(hookext, fullPathName,
I0_READ)Z
18: {
19: /e g AmdoA] g7 2o AREH
T A% 94449 IpE HYIh &/
20 Ip - ToStatus Status =
STATUS_ACCESS_DENIED
21 ToCompleteRequest(Irp,
IO_NO_INCREMENT) ;
22 retirn STATUS_ACCESS_DENIED ;
23 '
24: break ;
25
26: [ Y 27 BE =/
27: case IRP_MJ_WRITE :
28
29 : /% ApplyFilters¥ el =z st Alx" B
R4 HEdld, 43T o RE ZFE
30: HE A gvtslE FZE AMEA 7
Aoi 2z HAE Return Atk #/
31: if(ApplyFilters(hookext, fullPathName,
I0_WRITE))
2 {
33: /& 7Yg AzadeA] @] Fe] ARH
= A5 d49 IpE A3 +/
4 Ip -> loStatus.Status =
STATUS_ACCESS_DENIED ;

(3= 10) Wallnut.sys ZE| S2loj 8ial 2E| 2=

e (28 10004 Z4zhe] switch-case®E A eI E
ApplyFilters&Hrt st 23 Edld] vtse FE& 54
g ALgat 49 FQueue)el AFgTE 23 Al2d EUH
Z2IPOENH EojoE F/HS) 244 wit o|F A%
Addos Agstd Alad Aga] g AXNE €A ¥
oh AR g 97 ASAYE, AFE g PeE o
Al ApplyFilters&4 WellA £E(block)= o] = T M~
2 g _2H7Hi~]7],7—]] =5, A% gk =HEEA doh
AF = gtell whel @A) T2A29 Fd 37}
o] (29 10)9] ifEelA ApplyFiltersg<<] =&l
S, dA Ad AJxEld Hog Akdte Z2A
AREA "ot o2 g B AlxF BE EZgo]
2~ R8¢ Traymonitor.exe®t AML=} 916 H)
Controlpannel.exe$} #7131 #AE 711 2}

E5kA doh o] & 53] =Ebo|Hgl A3 BAL B =8
olHlg] APL 7 olst= Traymonilorexe 2L a4 HE
9l TimerHandlers o& (Z¥ 11)3 £t

(z& 1194 YeElE= WallnuFileFilterModule.GetVi-
olatelnformation&-3= F718 22 A28 ro|Hd 9]}
FeRlE, A4 =oeld Het AA gnk o A
UE RS A FdolA AZIAIH dFer Bl
A "

—

o2 EE

1: VOD CTRAYMON:TIMER_HANDER(UINT nlDEvent)

20

3:

4: /= 24 e Alad dE satel= i deole 7}k ¢l

oy Abgate] dl-ge] arE) «/

5 if(WallnutFilcFilterModule.Get ViolateInformation(this,

&LocfiléViolateInfo, &ViolateState) == FALSE)

6: {

7 StartCheckTime() ; /+ LocfilcFiltersA] 9.2 $
Au7 & AT eelHE oA A
kckin

a: return ; gholo] HEHE 2|FIAA, b gol
of ol MEZ}L dAT wrlx] 7]t 5/

9: }

10:
11 if(ViolateState == TRUE)
12 {
13: Cstring ProcessName
= LocFileViolateInfo.processName ;
14: Cstring fileNarne = LocFileViolatelnfo. FilePath ;




15 Cstring Media = LocFileViolatelnfo Media Type ;
16: UINT UserReaction = 0 ;
17: /+ BEA 3l AlAde] odd gig A g8 algle
AFEA7] B2 olel W AEE ARAT,
18: UserReaction
= WallnutFileUserReactionMessageBox
(ProcessNarne, fileName, Media,
&LocFileViolatelnfo) ;
19: [+ AEAZE A AT oS A9 ARsS malelvd A
AgE fely g 7]EF, »/
20 switch(UserR;eaction)
21 {
22: case USER_ALLOW [+ HA T sy
o e Hed HEshs A/
23 LocFileViolateIn.fo.UserResponse
= USER_ALLOW ;
24 break ;
2 case USER_REJECT : /¥ Z=AAe g
o sk HTS L= & «/
26 LocFileViolateInlo. UserResponse
= USER_NEXT REJECT;
a7 - break ;
28 : case USER_SESSION_ALLOW :  /+@ 3 _'.E_HI
Al ddd i & FEshe A
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