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The Decision Method of A Threshold
in Sequence-based Anomaly Detection Sensor

Yong-Min Kim"- Min-Soo Kim'"- Hong-Gun Kim'*" - Bong-Nam Noh'*'*

ABSTRACT

In this paper. we implement sequence -based anumal\' detection sensor using SOM and MM, and analyze what is important information
in system call and how a threshold is decided. The new filtering and reduction rules of SOM reduces the input size of HMM. This gives
real time processing to HMM -based anomaly detection sensor. Also, we introduced an anomaly count into the sensor. Due to lessened sensibility,
a user easily understand easily the detection information and false positive was decreased. And the active coordination of the threshold value

makes the detection sensor adupt according to the system condition.

FINE  EASXAAY(IDS), HIHAMS EX|(anomaly detection), HMM, SOM
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