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2.1. &= WA

Felld] AEBSAF 3 Yrhe Hus &
A 71y AllsE 2 Y A8 A15x 2 A 16
25 272 A¥sta Ao gk 542 Bl A
o AHAS BnEgesn A VY. 31
oA <Hlsta Hrt A% I A" AEE A
& ¢ sle qR3E A7) Aol £ 12 ¥
o AREZAF HIHAAE 84 Aol

[# 1) 8= HotAA
(Table 1) Evaluation System of Korea

- AT YA Az FrplE
B2 (JREAR 314 2000-143)
T - AREAT e sy Hro)E
(AREAF 34 2000-62%)
o | - ABEIA2E gy} olF A3
THA | Gusan 34 2000-15%)
o | - AR
VIR gaguwsay
AE7|% | - FFPHELA(NIS)

2.2 32| WIHHA|

£ AdAe =209 H7t AAE HolER A=ist
Aot E 2% "] Yo} Adleld, & 3& 959
G7HA Aol e},

(£ 2] o|=2| HItAA
(Table 2) Evaluation System of USA

(E 3) g3 HIA
(Table 3) Evaluation System of U.K.

- ITSEC
37455 ¢ Eo(FH§9rsh, El. E2,
E3. E4. E5, Eb6

- CC(Common Criteria) : =A3%H
VlEe R HEES EALO(EAR,
EAL1 ~ EAL7

- ITSEM (Information Technology

Y723 Evaluation Criteria)

- CEM

- A%7|% © CESG
(Communication Electronics
Security Group)

- 717713 (CLEF : Commercial Licensed
Evaluation Facility)
Admiral Management Services Ltd..
EDS Ltd., IBM Global Services,

Logica UK Ltd., Syntegra
o]

A571# | - CESG

BVE

A7)

2.3 ®IPIE XIAM

e Af AHEE Frble AdMES AR
A Al Axg HrpE (HREAR 1A
2000-143) 3 AEFAT AdHAA 2 FrE
(BEFAH 514 2000-623)& AHE-3l3 Qldt. 9
5o A5 Ased v5e A9 TCSEC, TDI,
TNI, FCE AH88t9 sivct= CTCPECS %

- TCSEC : 0/8 EMAF H7P1E

- FC(Federal Criteria) : % S7b71&

- TNI(Trusted Network Inter- pretation of the TCSEC) : WEY= ¥tAlE H7r|&
H7V71% | - TDI(Trusted DBMS Interpre- tation of the TCSEC) : DB ¥AE #rirlE

- CC{Common Criteria) : ZAFEH771E

oy | S BISEH Wk

- CEM (Common Evaluation
Methodology)

-~ TPEP(Trusted Product Eval- uation Program) @ 3714 A& 3%, TCSECY =& 5F %7}
- TTAP(Trusted Technology Asse- ssment Program) : @2b7|3ellA &= H 1324 TCSEC

- CCEVP : A% F7P1E(CC) 7|4te] Hrha=

- AR71FH(NCSA)
H7p )% | - TTAP3LS) =177

- ZAZEH771E 7ol w17k §717]# (CCTL :© Common Criteria Testing Laboratory)

r [+3
o])l
)
)

- NSA, NIAP
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3 452 ITSECE M3t £ Aellale =9
Bl AAA F viSes dEHLE AHHE
TCSEC# vl #§ 5 FAHLE AHse =4l
TEHIIE(COY s As Rt

2.3.1 TCSEC

TCSEC"+= 19831e] v]=4}% NBS (National
Bureau of Standards), MITRE % 9] Zglo]
AA =t TCSECE olF 198534 ml=hky
EFoz Ao}

TCSECS xHoM A AlEgel, zMp|& Bz
29 7|&Zel AFE veF 87N Za 9o
o, BrF53e (Cl, C2, Bl, B2, B3, Al)e=
EE%E} TCSECHA Hedate 7 Ego g
Ao g 49 ), TCSECh ‘WL M AF
E Al&.f%M A F-dlor 3 HA A ngl
AL A= iﬂ‘%)” iE :Lal:ﬂ A FEe
2 upelA] g AReke Aelsgdnt. Ao® 874
e ¥ 59} e}

oo]

(% 4) TCSECH Hrled
(Table 4) Evaluation Grade of TCSEC

5 5 ojn|
ARZ" 53F) Al | A3dE AdA
B3 | ®4d
BUHAA B3) B2 | A% vx3d B3

Bl #lo] &

C2 | A9 Axn3
C1 oy Huys
H2) B3

C(yeld 23%)

D(# 2% B3)

232 INISSHIP|E
ZAZEY7}171%(CC:Common Criteria)*!?
2 1993 6% A3 6T FALE o] A=

5|°‘] 1999 64 I1SO 15406 FAEZFoZ A4

gk 19989 10l o] bt 49’ AR

H5AEe g Hrl e el AFd AFE

2.2 ZAFEte AEAAYA] vF, s,

g2 Bd7b A=A F g A

= AEBRIAELE EALlI ~ EAL4ZRY Hr7L5

B e AESo, HrigegEs CCHA 20

3} FAlFEHRIE(CEM © Common Evaluation

Methodology)-2- &=Ly i},

(% 5] TCSECOAMel QALE
(Table 5) Requirement Spec. of TCSEC

L

715

274K}

L,
A

444 A §A

(Discretionary access control)

A A AAH-(Object reuse)

#Ho] & (Labels)

#old ¥4 (Label integrity)

#Hol R Are] A (Exportation of
labeled information)

oAl Bl A 2] A
(Exportation of multi-level device)

GdeF 2ot Az Hp
(Exportation of single-level device)

BE7sE FHEd ¥ Holk
(Labeling human-level device)

70}11] 2 HEA
(Mandatory access control)

FA 9] w Hol &
(Subject sensitive level)

2z #o]&(Device labels)

A

Alegal

(Identification and Authentication)

ZHAHA (Audit)

343 A2 (Trusted Path)

Al~#FZ(System architecture)

Al2®l #7343 (System integrity)

235 A ¥ (security testing)

AA "W % 7% (Design
specification and verification)

Y
(Convert channel analysis)

Hekte
(Trusted facility management)

3432 (configuration management)

H& B¢ (Trusted recovery)

k% vl £ (Trusted distribution)

AHgah YA

(Security features user guide)

Bet 75 AwA
(Trusted facility manual)

A HFA4(Test documentation)

AA #41(Design documentation)

CCellA S78he BF S7ARNE JAbae] &

#H2(ACM

Configuration Management),
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wze} 9 Fel2(ADO : Delivery and Oper-
ation), 7 FH2(ADV : DeVelopment), A9
A ZH~(AGD : Guidance Documents). 4™
F7] XY FYA(ACL : CycLe support), 3oF
Al g7} F9A(AVA : Vulnerability Assess-
ment), AHFHA(ATE : TEst). B39 §XF
#~(AMA : Maintenance of Assurance)9
Z 8/l Felzeld,

CEME CColl &% 4 9l HripgEo|d
CEM®| dubA]l F712E Jrpt e 5
7l 02 A Ao} sh= HOF o] HridAL ¢}
<3 el

- 37}¢] B4 A (Appropriateness)

- F7kel FAA (Impartiality)

- Hrbe) ABA (Objectivity)

- H7}e] uHE-A (Repeatability)

- 3719 244 (Reproducibility)

- 37}19) 9 A4 (Soundness of Results)

o~

CEMAA A&tz sle HArkdxe g9 22
HriFAe e st Hrhgw], WoHAH, oA
# Qo] A dAR FAH, FrRER] dAelA
= FrlrbsA AFE EAse AR, o] OA
oA HrlrbeA #A AxhEel o) of v
A 7Rl HrpalelA B3 TEal mE B
HEF A4 (Security Target Specification)
£ AFstr, Friale 97 s o4& 23
3 Hrtel Hegh AEE HrRAIAANA 278,
HAAAG me ke 2 HEES Pt
Aol A AEZc} HrRle HEHog HrpleA
A AREE AE¥)

AN Y A AN Hriaks Hrl AEESE HE
g Yo el o] wAA Hrixte Hut
7l¢2. 34 (Evaluation Technical Report)&
AAjslofol vl YrlrlgR uMdle FrpADg B
ofle}l 1o oidt A, HrHE sPspHA w
g #ekd. AAGol FAET glofok gt}

J71A 5ol AN Friate Frhrier A
2 AAdste} FERleAl A& AERE G|
SR TA o} oo folelie sl S
#4E el Hrb|ERu g o] 43le] Hrlael
BuAE A} grpdal SeldAle] ehA| e
A e Hrl8 R g QST Al AlEs)

A g old] kA HAAR, At 3 HrbAt
7} grhaotusAe) ye-g AET AE 2EY

. 225 HEZQ HEty Al ¥t Bg

dubdel 222F A4 AF AUt 718 23
A

O AY Y ZREF ¥4
@ NFFATZ(TSS: Test Suite Structure)
=%
@ A8 EA(test Purpose) =&
@ FAAHAAA
(Abstract Test Specification)
O ArbsA A
(ETS: Executable Test Specification)
® 434 A
@ A duA 24

A HEEs AEe HPA Hrl r|ReF = v
= AH71#e] NIST(National Institute of
Standards and Technology)$} #i5at-(DoD:
Department of Defence)”} ¢lod, =7 7%
o 2= RSA Security, ICSA(International
Computer Security Association)$e] slc}. &
e vl A7l NIST =zl
ICSAS] Arus AIY AF AA} F7blsel
3 AsjEc)

3.1 NIST

3.1.1 HIEAA|

0 NIST®& A4 Muag Azt = F
AA F2o] AY7H JA 222 FId= 24
22 NVLAP (National Voluntary Laboratory
Accreditation Program)& A33slsic}. NVLAP

= ofe] Holo] A3 A =2 a3#(LAP: Labor-
atory Accreditation Program)E® A= gle
o 7} LAP+ d% o] 34 ®F, Ald &,
A7 3 dAe HF e 22 8F 58 2§
sk ot

Q1A 718 o3yt FA(CFR: Code of Federal
Regulations) Title 15, Part 285¢] "NVLAP #
kel odul @7 AREFY] ddRE FREe} glon,
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ISO/IEC 7lol= 259 I1SO 9002 3 s7AREke:
E3hslz olcl. alAuly] R Al oes 2o

D A A AE - QO FFE HE - O &
A H37t — @ A Arleld med EAA H —
® 5494 Ad - ® 714 Fo

HRHF Foflle CC AYd ¢z 2E Al
(CMT: Cryptographic Module Testing)¢] 2
7} Z2ae] gltk. CC Al¥ Fobell= Computer
Sciences Corporation, SAIC(Science Applications
International Corporation) Common Criteria
Testing Laboratory, TUViT(The Trust Provider)
IT Security Laboratory, Cygnacom Solutions,
Inc. 59 A¥ 73] AAE wstew, CMT A
g Polelrl= InfoGuard Laboratories. Inc.,
COACT Inc. CAFE Laboratory, Cygnacom
Solutions, Inc., ecommerce+, LGS Group
So] Q1A ukglr} NIST =% 1502 NVLAP
Azlol ofut g Al AT ok

3.1.2 PKI X&tM AlE

NIST= PKI(Public Key Infrastructure)
AEFES] 4384 F2E f& 33 A A
199413 o]elZ TWG(Technical Working Group)
olzh= 2tqlubg FAste] PRI &7 ARl #3t +
A 8ol ek g, 7leHel Bk A, X509
v3 Q1&A Zagdd A8 Hg By 59
55 st ook

NISTE Ao 2% ofzf PKI el 97§
stz gt 2 F9] = MISPC (Minimum
Interoperability Specification for PKI Com-
ponents)2he o]0 PKI 8489 4 43¢
441 FAE Mg Alelth, MISPCAlE % A+
7t ¥A(CRADAs: Cooperative Research
and Development Agreements)& %3 107
o] A3z} FHodslsdct. Fejsle ARIAe AT&T,
BBN, Certicom, Cylink, DynCorp, IRE.
Motorola, Nortel(Entrust), Spyrus, Verisign
olt}, &l NISTE CRADAsE Az A3y
MISPCE 7R A712 et

MISPCs+= AxIA =S F7i7] 549 44, 3
2, #AE 4 PKIo gt AsdsAde AF
o, FA et CRL #39de =2ayd Jelw
He] EdliAA & Q5A &7 Al A AN 35
of dis] At} MISPCE X.509 v3 aFAe}

M ul o

v2 CRL(Certification Revocation List)ol 71
ke £ ITU-T X.509. ANSI. IETF PKIX
(Public Key Infrastructure x.509) 59 7|&
o REEo Aol dlele] izl ERAAES B
% 483} w3 MISPC #x 83 FPKI
(Federal Public Key Infrastructure)® $%t
FE Q273 xE A FHFolr}

3.1.3 S/MIME A&t AlY

NISTelM+= =&t Bl #-8¢ S/MIME(Secure
Multipurpose Internet Mail Extensions) A
384 AEE 8 oE wWreE 39 5/MIME
AFHe] 384, A1) 4544, o
A Agaete] A58 E AT Hotel dig
od7p AlgFelnt, a8y, S/MIME EFE A4

o AEeA AR BT Ak SHEE
Fale] weh TAH Y BAE A 9T
T 257 Qed, WA Aotsl AYel s
2E dAA ag dus A AFA ) &
4 A AFA A5 $4 A, 94 A8 &4
A9, Q%A A4 A, dels 4% P AFH

4 B st
3.2 ICSA

3.2.1 "HIHA

ICSAAF™= 9}% A1Z, Psec(Internet Protocol
Security), ®3h 34l ®2] A" PKI %9
AEE g Bet Hr} 4 odF A58 Ay
=2 937 gl ICSA o3 AFE dF 227
A2 ots EFl(toolkit)olt 33 RES AMEEe
Bl Ao 43 3y FES ¥yl AdFdle 22
a#jel)

AFAE AY ke 2A F A9 AR o]
Zojx|&=d], HA&3Hfamiliarization)dAet dF
A1 (certification testing)@dAlolct H&3b
AN e AFo digk A A 7] dAke]
¥ Az vk, Zled EAEY old. AF A4
AR 2 AR T AE g AF AY
AdMe A7 A& AF AY rlojse] HHA
£ e}, ez, ¥R 7 el 9leA
Arbeln, ks AYHE Fi 9EH A o
T8lZ waAd 2Ex gl s HggA
Hrigo), g3 EZle] g T2ad Lo o
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g |39 7)ol ot M=o HrHE wolof gl
g Ashs $49 23z aAsH. BiAd
AEL 23 717 el AdsA fR1 AL A
F3lo] AAHEE A 5 sl

322 PKI &g AlY

ICSA PKI #AxA4-& ICSAAF] PKI AlIE a
Z 238 /pdsla ook, o] AaAdE ISCA
AL FEda PKIAE °§i¥l'“—°] Aozt il
A AdE g FHob 7152 ICSA o3 AlF
A 71E, o dFH ﬂlf44 A5844. 54
PKI 71559 A A% Folrh. A= AU
of & PKI 7159 %9} 49 PKI #5 &5
FollA QlF 7)ol EFAA N Lol A A 2
& gk gl

PKI Z3& & 4544 % A& $8 PKI
e 2ol g e X 509 AFMe] & o
o9 Abgol digk Fwsh, A CRL A
H =7 Y FA, A58 A HY 5o
TAES ety ovh. =3, Fx 79 Feo]
Y HAE A E(test suite)?] i Hgl Fx
A7sla olor ohefdt gAY AEEe] 4o e
Al Mo 43384 A whY Sl ‘H?SIWE
T3tz Qe

=2

e

3.2.3 IPsec HEH AlY
ICSA IPsec A& Q1% =232 IPsec Al¥F
of gt Fz+84 A 2 AFe] 718 (con-
fidentiallity), dlolel §-HA(data integrity),
9lZ(authentication) 59 Bt A¥]AE HA3
A=A 5 FGrlstz AdFde A4S BAHOE ¢
o} IPSEC AF <AF 7IEeles HA 1.0A, #A
1.1, 8Cr(Strong Crypto). EFn(Enhanced
Functionality). ECA (Enhanced Certificate
Authority) 5o 2lc}.
WA 1.0AdH AFdhs W4 ohe3t 2t
- SA(Security Association) #=lE& A3
Ak A9 o -
- 437 AAL 9% IKE(Internet Key
Exchange) & #A3] AdsleAo] o+
- IPSEC Z2 &9 7]¥ AEES A 4sk=A
o] o %
- 10SAd 93 A%
o] ¥=A9] o F

g o8 AFEH dEe-d

- daelE, T, —S—E-H‘i}" Ald B4 ICSA
43 AE IF 8L UEIEA Y AR
WA 1.0A dF 7|58 UFde AT e ¥
< 43 dxEF: AdE Hriske SCr 7I1E, 4%
Ad A3} 7 oo digk Wkl EFn 71F F
of i AFE FIE g § sl SCr 71Eel
Z7Ele AF #8e& IKE Oakley®] main
modedl49 DH 2% 2 71 3} 3DES-CBC
dlole] ¢33} IKE Oakley quick modecl+ 9]
w3l/&Adddx] SDES/MD5/SHA1S]l #A|¥, ESP
ol4e] 3DES-CBCel gt A5l 2|41} [DEA,
CAST-128, RC5-128 Sl tigh A= z]d Folc},
[Psec AIE A3 A F AR #A"D A
WA Al A5t Aot o] dAA ey
= gl ot A2k
- AE A, AE B e AlES 74
5o 84ES mebgi
- Al A A At AEd AE A Lol
=] 48 e
- AES 84, AF Aulste] o]~ A
2] fo A 5& AR
- AE izt A Fa1e] AR} AAE ok
- Y AzE el
- oig] 71A AlEQ x| S AT AEE
F5-g FAgt
5+ HA e A5 AY dAleld o] dAlA
AE AddAs A Fosiale oy Y =5
o WAsle 7|EA EAlel I Fou AW F
7 84 58 e £ ol o] A IKE 1
@4 (Oakley main ®%), IKE 294 (Oakley
Quick =) CA 9% 5& Ayt A2 A
olEge] 7t A, TXAEZS Af, Alo]Ede]
9} ZAEZ Afo] & FPE e, zpzbel] o)
ESP edm=9l X 509 4FM4E Al438= RSA
Ae wkalel IKEZL A=), Aol A7 A F
o] AY A= 9 Aol FH=c

N. IPsec HEM AlH dot

B Ao A [Psec 7|MF AREE AF HFA
Aol dzlx Adegiel, [Psecs 7|HI2E 3
ARw3 AEo HPA Aol [Psec Engine,
[KE % 7] $e], ARBE AA(SPS : Security
Policy Server), A®® 3% #e)(SMS : Security
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Management Server) ¥ AEY¥ 3 H7HSES :
Security Evaluation Server)%¢ 74 844d
A Age] Fasie} ol F fste] [Psecst #*
HAH #Aql IETF RFC2401, RFC 2402, RFC
2406, RFC 2407, RFC 2408, RFC 2409,
RFC 2411, RFC 2412 % 7|=} #3 Internet
DraftsZ 7|ule.2 Fe)5|eo} e}

[Psec 7|4t HHEF AF T2 EF HFPA A
e A% 34 FRE a8 1 2y 29 2

: PCO{Point of Control & Observation 1)
: PCO2(Point of Control & Observation 2)
: PCO3(Point of Control & Observation 3)
: PCO4(Point of Control & Observation 4)

Test
Lower Tester Coordination Upper Tester
Procedure

PRI,

1GMP TCP v} UDP. | ICMP | IGMP
UT(IPv4+1Psec)
PP | SLIP [ Ethernet

PPP SLIP

Service Provider

159646 Point of view

(28 1) ISO/IEC9646 EoOlA{] AlHEA
(Figure 1) Test Configuration

23 12 ISO/IEC 96462 soja Z2x
F 28oly A2t Hulag R3] A Lower
Tester?] 7158 Tt AlE A12¥¢] LT(Lower
Tester)¥= 4708 PCO(Point of Control &
Observation)& Z=t}. Al@ AlAgLE TUT(Imple-
mentation Under Test)e Z2EF AZ7bo| ]
2 52 LT PCOL, LT PCO2, LT PCO3, LT PCO4
5 E8) Aletstz B3I}

LT PCO1& dlole] gz AZ=3} [Psec 7152
E3hke IP A&7k PDUE Alojsln #Hatsle
4l 2hg-=w LT PCO2, LT PCO3, LT_PCO4
£ IPse She IP ASs 23283y
2 TCP, UDP, ICMP A&7t PDUE A¢j3}
o gAshe AR

28 2¥ d%s F9AAd 738 [Psec AE
o] ARYAE Z2EF ~d FAox HoFc)
Iy 1 Z2EZ Ad Ay AadHe] Ao
3, 2% 8% X2 eT AL JUTY & 1
ofEet 4ZFe AIF Alag A9 &8 AZedAe
Age EAoE = AY 5 Aulzr) #H%
I, IUTY A4 &8 Aldde A1E719 A §

4 Anj29} BAlE Sasl= SUT(Service Under
Test) 3§ Ar|2vt 9ix]ahA ok v A§17)9
[P A&l [Psecd A 52h& 3= IP
Azl ¢1xslz, 1UTY 1P A3l Algwtazt
& Al 2Ele] [P AlZoe] ¢x]3he}.

SUT : Service Under Test

[UT : Implementation Under Test

Tester SUT
BSD Socket BSD Socket
INET Socket
tcp [ uop - | e [iawe
TUT{IPvd+IPsec)
l SLIP ’ Ethernet
PHYSICAL PHYSICAL

| |

Protocel Stack

INET Socket

(07 2) Z2EF AHUHAML] AlY Yo
(Figure 2) Testing Protocol Stack

v.d E

AT 5o AR HUNT AFY 45 A
Hxg Hrispy] g Aot wig- &) Ay F
o gl 28l@ AFE A F pA| wEe g 3l
ot} & AHHU3F AF9 A oigt Hrt
o} ARRFT AFo) FHal TF FA AgsiA A
HE AR E Al ARAY A ) o] 7 7t
A EFHellA %2 A7t et B adAe
A AHgsEE 2o AREE AE] dig o}
AA} AP A7 dF3E 2AY ARRD
AFe] A H7te BAAME §F wF, I
o] oA, Brp|E APA F A dygde
2 A5 & TCSECS CColl s =Apsldct. A
FA A FHsdxE v FH s NIST
U771 ICSAM Y Af AA Frr]sel
e Ads Rkt

oA = HRRT A|Fo] gt AFAA} ¢
3] ZFe)z)2] g AFe)w, A FZ 7)glo]
AR 7| A AaAded 2Y HulE J)3E
TR ol Adeltt doF AHRREIT AFE9
A Hrtel AR AF Hrt Fopel] g 4
g AAE 237 M A RERe H R
Ho] QAIFAA Y} AT AHE FEIlw A=
Fe7b vl gAE Aol =& FHelME IPsec
HRrs AF oy AgH APE 9% CTS
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AR BT AE AP A Hrl A8

(Conformance Test Suite)?] 7fu¥nt opz}
AP A 2 A528A4 Alddel dig Ax 4 ¢
o g A=gle A7 ¥ FAF 98¢ ez
Baldh

(1]

(2]

(3]

(4]

(7]

(8]

(14)

gnEd

AR R AT, FRRIY7} http://
www.Kkisa,or kr

AR FARAY A A 28 Frpr|E HBEA
234 A 1998-193%., AREAY- 2000. 2.
ARZAY AR 2] HrWE, ALE
Al 2000. 7.

284 SAEEH 71 (Common  Criteria)
a0 ARHEIFA 1999, 11,

AR EIAE, HEBENE 2941 2000
NIST Computer Security Division,
http:// csrc.nist.gov/

Radium Customer Information Provider,
http://www.radium.ncsc.mil/

ISO, Information Technology-Open Systems
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