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On a Parallel Stream Cipher for Secure High-Speed Communications
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ABSTRACT

Due to ongoing improvements in high-speed communication, it is necessary to increase the speed of data
encryption. In this paper, we have proposed the PS-LFSR with m(=2) times faster shifting for a clock and the
parallel stream cipher, which have speeded up by paralleling many similar keystream genecrators using PS-LFSR.
Finally, we have proposed m-parallel SUM-BSG and 8-parallel in detail as an example of the parallel stream
cipher, and we have determined its properties by having the same crypto-degree and m times high-speed

processing as compared with the original stream cipher.

1. M2

HZ g4l FAEF D3t cige] Mzid H
olelz WaEjgAl dlolElel shtsleht FedAt
Az 5 AHx gejuite] Az Yz Herlz
glon old| ug} bF dyERE IM|E, IH
9 2 AlEE AP} a7

s WEe Asd 4E $F 9E aew B
7] ks2 ¥RE £ qlon, BF ¢ HE
2. ECB (electronic codebook) ®=, CFB (cipher
feedback) ® <, CBC (cipher block chaining) 2=
7] OFB (output feedback) =7} i}, ECB =
e BF 7719 g9l disl] w7} DES §F
2R BF 98 Az diEe e
Ho|w, CFB RuE £3 ¢3f-S ql¥d 7%
Nozm B4 ErE A Hshe 248 wpiol

t}, CBC R $4] do]e A58 $3l] &
A oz E B2 og W HE E5FE XOR
(exclusive-on A} F HZ k3ol IHAA A2
239 AAla, o] 3L oA 1 o W Y
# XORAZ7:= ke A o' #HF AF #hd de
whdolch dole #13 A AAF UF el vEA
soz A8 de] shespet OFB Eee &%
b3 AHE AR Sd dArE s ~EF
33 Y HeAHek a2t A 7R 27 o
FEAL sl AL Fmea] Ad <l(gEEel
Aol AE-E Aokt = o F FARS w9
7} diFol ofd oide] Hgsjrl $4 ECB RE=
£ Ad ey A 2 ooupl BE arngd gt
(error propagation) H =2 ot% FAle® i’ %
A Ame] FA AsE PR A5 £
128-0|E EZ ot5E 10° n|E o#l& (BER, bit

* AHedetw 3 Al B3 (hilee @ kyungwoon.ac.kr),
=2 F 1 00124-0414, F5UA 200003 49 149

wx B gl AR 7124 (sjmoon @knu.ac.ky)



24 A BAS 93 99y ~eq] g

error rate)& Zhe Al AHE8lq I EANE ¥
735 A2 ozl B4o] 128w HelXx 107 ( =
128 x 10% ad= 7)%0] A3kl CFB 2o
Al §F BESY A ooyl £5 4719 F owiE
ghilsEs], CBC Rxoil= oz} ) o]% rE
BFe] dlgjolth £E 332 o7 84bg Fe)7]
$1sle] =9)%l OFB Rul= 4 F8 nlE 4 (&
% =7] Reh AE) whE g 29 4 gled,
3Hakel 29 1-H|EF A8AA TEASE Hiks
WA 4 glck &A1 182 =718 OFB ¥=i
4yl ECB mruucle dole] Az 4271 £5 =
7] W ZhAaEZ] diel] 288 B A= FHE
Hojxelr).

T, 3 7] ki A} 20t 2] Wi
34 diole] Aol yA5E ¥ o=} ECB 2=
Ay eeizt & AAR Falwle 23e] ik
2fa 227 ks Ad o gile] gl kA
M= 5 f47) @ 7F] SHo4 fHoFE
Bae] Hm 3 Az} 7hgat Al A, ol
W A 2ad BAl Aulzed wid gkE S
HAsHA & ¢ YT A 2fFelct

B EellMes 3 Alxsle] Zudsiel B4l
AdE T oo ole] gile] g 54l dEAlxd
8] A=k F 7 AL AAlsle] AEY %
ot B8 ¢kwe] S EYAR HEY 2=y o
EF Aokt F, ~=3] ka9 8= aFE5} 4
2 i WA Flee FREREA BE 458 m-
vE WY He 7)e-g ERA zEIAg] AR
<+ & Az ol AEF QlFeld LFSRE-
g el 1M EY o]FHy o|F A $31ed
3 Ztel] m-wlE o]Fe] sMER mE WYY
PS-LFSRE Aakglc) 12|y 1-v)Ed Aa|=s u)
AR Ao HHE Bl £2 g3y
Aol o] vE EHe] & 4 gIxE m-H|E d
I vy FPre duEE Alggl ol
AR 2 e i el B (m
-paralle] SUM-BSG)Z #gtsle] m=38<3l g &
A7) (8-parailel SUM,;-BSG)E A% A A%
ok oRAEte® Akl ublell W] AEY gkE
o] ¥)® 949 Ao $2F FUY Ao He
AlA 1 B4E X3k

I, HEy ASE @5

1. Parallel-Shifting LFSR gt

PEo2 LFSRE Hdf F7148 Zon] 4w
Efloh} Shmelolz Tao] Bolsh) WEe] sx
o &9 719 D487 (keystream genera- tor)-}
B4 24 ey A9 oA ARE 2] (pseudo-
noise generator) 5o e} Al8-%t}l LFSRe £#
W2 9 1 oa)e) o] BB Y Alay] FEd
o] A 2B ghg o} EAl7|w, £ fde 1
SEE ME £33 AL e e 3
Aol A% ol ke AR Altsie] el
4% 739 LFSRe] &3 &&& 3A F7M4
+ iz

feedback
el T array

AW D) el teedhack g H

Paralled shifting o

o
o {m+m=nk 2 )
System clogk
Outpus biock

38 1. LFSR¥} PS-LFSR

4 25y ks S QR VM adwd o
7 13} o] 3 w3 parallel-shifting LFSR
(PS-LFSR)Z- A¢kgit}. 7% wesy PS-LFSR-S
HEy 2By s FEE % "G4 84o|q,
‘LFSR-E %A 4stsd A2=el 1-39 3ol om-
B EE o] gAlA A7} sh: EAE #Asl: 7]
2 oihdelnr 23 byeldd sRedl $ARE 4
LFSR2 ##e] LFSR} FUdY Helw, m-w
LBUF (left buffer)yi= v}g Z=el4 &3 e
gAY w5 o2, feedback ammays= m-wE
A% o] vdE uldicl ZE B|EF} m-
HIE 2192 Bl o) (parallel shifting) s}7] %)
sled WE ARop FAE]ejo} o), A&t glelMs
m-7g2} XOR 25} <48 A3 feedback array
o] ®al % LFSR®] m-H|E BE Hpoz &
ol5Elw, A&sM dFoez BE F7] (m)
W wE ol% gl A o] whlrlE ¥ Z4d
m-HE ol F m-H|E (Ex 2 o) FHE
A e HAZIEA 21 FolelMe] £ 4

o o T AMERE Sy BA, Fo] F o9
= 54ol lwl LFSR3} FUghe <o 4= glch =
g HlE 99je] &3S U4sls Uu LFSRA ]



B4l 51 =EA] 01-5 Vol.26 No.3B

T3 o PS-LFSR 4%l A &7t muf ¥
gkAd], &3le] ull sl BFEs vk F
749 5 AR 2o AR v)e PHes &
FA7E €A @& Aot

2, HHY AER AF

=

(o}
[ o - T R EORN
1T
i = W, b
Pazext c::‘ i ws::' . ;::, !\m Pgeted

i
i
;

o7 2. H9d ey o5

ot ~u® ¢ ] o Aol e WY
3y ~=y e ¥ 29 o] wJi2] LFSR
(linear feedback shift register)S o]-83}=|%
m(< )78 wiAdE 23 I (LA WE
iAoz AdAsled WY eEE WAAFIH, o]
FdE m-u|E BE 9] W™ Ayl rhsdte
2 gck o] AP 7|3 2=y g 7 &
e F7 R 27t me] ol ekl 5= 9l
o w3k 2E ko) rhFAIR ely] &ale] ¢l
7] mjEol] oz} A% $Ie} L wHEe] Fyl A
2] gle] A4 A=Y A4S AY +FEo=2 FHA
7 4 oA "ol F8A vl AL gl we
g vES el A AL we] A
A (correlation attack)S Wl EE & % glrk

a3 3elME m-vlE W gy AY g+
(. fo o S 8 Sl wdd g epligic o]
Ay 2 Fpo Yule doFEAIR vAdd 84
ol M-PE Hrz] (¢, ca ..., )& ALL]ed
oyizlAlz 4 ¢low, ZF LFSRE &5 PS-LFSR
e (23 DZ Pl g FHd mu|ES
sl Ay A el TG HE AT
el w3 LFSRY &8 7 7+ w24 d3ela,
dut 7] £ A2 AAl A Fiishs A
Z &k

B A Ao A8 moulE g WY
A 4 07 9 PPDE D N8N AT §
4PIs) gafstel, st 7ol A

Alxy, 2, Xa, Q1 C1ze o Clag ) = @10t

( ga].i xz+ s:%‘:]al.i'clf)+(,z,:al-ifxﬂxﬂ

+ ,Zjal.:‘i'chclj'i' 'ZICIL;‘,‘”I,ICU) +.0F

@1 G N+m XaXj. - XgC €12 Cim,

ol Xm, X, €10 €070 O, ) = @20t

( xé‘ﬂz.i xp+ i:ﬁlaz,;"ﬂz{ ) +(Zja2'ﬁxﬂxﬂ

+ gdz. i C2iCy+ !2!:612, 7 xgey)t .+

a3, N+mXeXp. XpCaCrn' " Com,

fm(xlm- Xoms """ s X Nms Comls Cmi2s '":cmM_) =

a,,,_ﬂ+( gam_,‘ x,-,,,+ l_:liflam,,-'cm,-)+

(Z}a,,,_ X+ 'Zja,,.' i CmiCmi
Zjam_,;"x,-mc,ﬁ) +..+

B, ji. N+m XimK s s XemCo1 Cn2” " O,

o714 xyi LFSRE] W& mu|2 F jid
&8 £94 (1<isN, 1<j<mE c;(1<i, jsm) &=
e o] ;o oslEsE] $Ee Jehid,
@iy Bhi » Chiir Bbis + Tk »""s Th Ntm
= [0.11, 0=My, My, M <me] Dt
wa), W™ wAdE AsF I Aonx . 2
Cily Citr nnvs car) Te A og3 Ze] Ayt ¥

A% A Fhe B49E BEslelof Bt

D qlE Sl $AH QEe 29 7] S
ez A ¥ 4 leleh Vrk

2) Q4% 59 718 2geld 7] el 77
£ st Aok gk

3) 4 o) AN EREE =G 7 54
o A% MRS IS Aok Tk

4 U st 29 7] pAzel T 4@ A
A4S 7hde} Wek

5) TS| AelollT St welel fiek

6 w2l Flolo] skl 4A Al > glolok
ek



By iy gt gherolar, 44719 EAE A
e 38| oE Rueppel?] 3MF £ a7
(SUM-BSG: Rueppel’s summation binary sequence
generato)™ME T 4 glch I’ 4 w9
LFSR 35 M w|ES] 7] vz odF 7zt
8= SUM-BSGE Wz od944]7) m-HE
HEy ~=3 ghs dAZ1E AL Zolek At
B dbgrlellA] s SUM-BSG2] pdiA 1Y &+
A (xp)h 7HA A 2o {c;) 2 9 o4
( ¥)9 A= o237} 2l

(.Vi) = {(xl;) @ @(xm)} @
{(Cﬂ) @ @(CiM’)}

A7 i=1,2, - c,m oy o iHH
SUM-BSG2| &3 <=4, x,+= LFSR, 9 HiH
24 9, 1+ LFSR; 9o A &3 54,
Xmi LFSRy, & iR &% pdolny, o4 i
wlm] ubgz]ellA] AHER M carry (memoty) <
Holrl

Nonlinaar
combiners:
S il

(v}
{memoryless
or not)

Nonlinear
combiner
fm

Ay
{mamorylass
or not)

Nota:

Bowom e M A LV .

33 3. m-HE ey gk dyk 29

54 1wk ged(t, =1.0<ij<m, =7 9
AL, Ap(relatively prime)e]®, AFEF =E LFSR
2] 27147} non-mulle} uwl, 7 SUM,;;-BSG; =)
719 v B4 chga) g B

yF71: p= fle'-n

D B4 sk
3) A% B3=: Lo;< P
4 A HYE . K, =m—1.

SUMi-BSGE 54 15} Ze] A F7], F2
a5 54, 719 vl==t 7719 Ay Eake, o]
2 Hd A AF AGeE ke zioz aded
il

HHy 7] pd A7] AR HA] dE 13 44
A m=8, M=3% 11-J3 Rueppel?] 3§t
A7) (SUMu-BSG)E: AlXdlgen, & 134 7o)
WY 1-HEE (xy; x X3 X4 Xsi X X7 Xsi €3 Co
c)E AT AR F olAeR HESs £3A]7
= Helolvh & 4H|E (e o en y) FollA 3
e HES 7] £ FHOT AMShe, T FellA
el 29 3-8lE (ca ca a) v AT 309 wiAd
A& VPR 01 Yl EEE 5
213l slel] AgAIIC

Summation
(x5, Geanaratoer:

{v,}

SUM-BSa,

[CI.

Summailon
[C7) Generator:

SUM-BSG,,

Note: N=rm, M,=M,=.=M_ =M

I8 4. m-¥% SUM,-BSG

¥ ur)e] LESR THE 1% 94 chie
a2l w2} chea} zhe] gslgict

D=2+ 4+ 25+ P+l a1
D=2+ %+t

=2+t + 2+ P+ x+1



FFEEA 3] =5] 015 Vol.26 No.SB

a0 =x"+x+1
g(D=5"+22+ 2 +x+1
(0=t rl
(=2 + xS+ + P+ a1

gg(x):x"7+x14+x4+x3+x2+x+I

B 2, wbd ged(, ) =1, (1<i, j<m, i+) 4
AlE Adels, A4Sl BE LESRE X7)A7}
non-nully =) wm-parallel SUMp- BSG ( m=8§)
g Bzl gt i A b)Y v &
A g AA Ay AL ot Aot

1y 7] .

P= (2%-DE2-D@E®*-1)
@ -0eEY-net-n
@%-10eE"-D
- 2270 ™ 1081 ,

(i=1,2,-,m)
2) e B4 okE (R 2 3R
3) Ay Eabe
Lc;<pP, (i=12,...,m
4) A9 Hd=x
K,i=m—1=17, (i=1,2,..., ).

5) =% A8l FHE FUsA 184 3=
o2 Fag grle] dHeols] Ay &£%E m=8
se]ct.

6) slesiolz FElA] A Hag gate = o
2z 16779 A= S7EIvh(E 3 3%

B 1. 95 SUMII-BSGY] g - 29 A

Inputs Sum Cutputs
Xy Xy Xy Xy Xsi X X7 X& € €2 G (Decimal) | ca ca o ¥
00000000000 0 0000
0000000O00O01 1 001
00000000010 1 0001
00000000011 2 0010
00000000100 1 0001
00000000 1L 01 2 0010
0000D00O0D0T1 10 2 0010
000000CO0DO0T1 11 3 0011
0000DO0DO0DO01D0D00 1 0001
10101101011 7 0 1t
11111111001 9 1001
11111111010 9 1001
11111111011 10 1010
11111111100 9 1 001
11111111101 10 1010
111111111180 10 1010
11111111111 11 1011

B 2. m-parallel SUMiL-BSGS] #5 54 75 A7}

Test results
Test items heid Sammple | Sample | Sample
1 2 3
1) Froquency 384 | 0048 | 0231 | 0032
test
2) Serial test 599 | 0332 | 2267 | 0456
3) Generalized
r-serial =3 948 2757 1.550 3335
=4 1550 | 3413 | 7212 | 6328
=5 2629 | 12216 | 15421 | 10219
4) Poker test
m=3 14067 | 16223 | 6328 | 4238
m=4 24996 | 14991 | 14.118 | 17284
m=35 44654 | 22.860 | 22.853 | 32451
5} Autocorrela- Max. = = =
tion test <005 | 00056 | 0.0048 | 0.0084

E 3. &4 gArle e

Iterrs SUM-BSG SEM“’]II"“B‘;IG
Period 10" 10"
Randomness random random
e | T |
Correlation imrumity 7 7
Processing rate ratio 1 8
Nurmber of FfFs 270 308
Mm'b:'at: XOR 2 33%
Total number of .
RS S 1392 (167 times)

7|12 Fe2] SUM-BSG 5 HHIZ]E  m7
walg oA A4S widd A3 e st A
f wee] BA (K=7) =] w¥F WY
SUM,;-BSG, E41-& 71&¢] SUM;-BSG wix =
Ag Zede B 4 ook X 33 o] Wy
A7l Fd 2|8 2Ag B ohel Aly Bale
7} 3 F7)el Ak, AR 39 94 gzt
o] BAE|lmg AltA FAL AL £ 9= A
7t =Hok =23 371A] AlF dlelele] FAlAal
Ay 50 S1Za) olalz viehdel] wel =R
] B4do] of¥3e o 4 glch



=25 4 T A% HEY ~EY gkE

A% AGE e dedeld Bakert 23
Z7} A Ao AAEs} 2 BAP} €= o=
WAL A o 3l=se] e 34 sA @
% dele Ao =T mvb A S gle
7|28 thhes wEEAdel ARt dlelH
st&st whfelets & 4 glck

mzE

¥ arellde 718 AR E ey 2w
& Hzleh BA AEE BRY T4 U3AAHY
T M FAAH ¥HE 53l nlx 58 |
AR fAfsbis T S AAlsle] 2d A
Aldo] 7P5Rk wWEy A=y o45F Aksisich
A ZEAEE S%ld LFSRE  a43lA7)
PS-LFSR-E Ajgkiden, o] 2l7leMe m-n|
E 54 EYelx= sl 712e] £3e] o]FoR
AH8ER] o A4S ek =3 PS-LFSR-Z A
3l A== WEy 283 4E (m-5E 7
i WHAY7] k) 7189 AEY] skl 1-
v R HelEe 33E Bdsle] S oz v)e
7t AlE 4 JIES £5 4% e EEL

siA|ete 2 wWEy Axy] qksol AdA o 11
v|E ]S 7= gy-parallel SUM-BSGS} m=8
od AFAEAE Ao, gy ~EY ke
Bk 849} FUjt 2702 wlw EAsigcl 2
A Azl m-vlE Y-S 93 AP E 7 A
2 AA 71EE e did 718 vz 5 F
= R 4 oldled, W vz A shedey
HAEE ohd ZEAR A £ ) A
ot A5 A Dl)e sledels] Balss)
SF7HEAR Al FAxrt & Al HA] o
AL ki o slede] Bge =34 E2lA o
e dlelE AHe| FEF mu) TR £ de
WAZIRA ot m&siAde AHilsicn @
F ek

= g

gh]

[11 B. Schneier, Applied Cryprography, 2nd
Ed., Thon Wiley & Sons, Inc., 1996.

[21 R. A. Rueppel, Analysis and Design of Stream
Ciphers, Springer-Verlag, 1986.

[3] R. A. Rueppel, “Correlation Immunity and the
Summation Generator,” Advances in Crypto-

logy, Proceedings of CRYPTO'85, pp. 260-272,
1985.

[4] W. Meier and O. Staffelbach, “Correlation
Properties of Combiners with Memory in
Stream Ciphers,” Journal of Cryptology, Vol.5,
pp.67-86, 1992,

[5] T. Siegenthaler, “Correlation-Immunity of
Nonlonear Combining Functions for Crypto-
graphic Applications,” IEEE Trans. on Infor.
Theo.,, VolIT-30, No.5, pp.776-780, Sep.
1984,

[6] X. G. Zhen and JL. Massey, “A Spectral
Characterization of Correlation-Immune
Combining Functions,” IEEE Trans. on Infor.
Theo., Vol.34, No. 3, May 1988,

[71 Hoonjae Lee, Sangjae Moon, “On  An
Improved Summation Generator with 2-Bit
Memory,” Signal Processing, Vol. 80, No.l.
pp. 211-217, Jan. 2000.

{81 B. Park, H. Choi, T. Chang and K. Kang,
“Period  of Primitive
Polynomials,” Electronics Lerters, Vol. 29, No.
4, pp. 390-391, Feb. 1993.

[91 H. I. Beker and F. C. Pipet, Cipher systems:
The Protection of Communications, Northwood
Books, London, 1982.

[10] M. Kimberley, “Comparision of Two Statistical
Tests for Keystream Sequences,” Electronics
Letters, Vol. 23, No. 8, pp. 3635-366, Apr.

Sequences  of

1987.
0| & FiHoon-jac Lee) kb
19851 29 : AEdtw
A /(A
198743 24 © AEujEtw
AR TA(HAD

19983 24 : A¥gtm
AAget E0eh

1987+ 24~1998'3 14 : =ualshed 74 Aofedt

3
1998 29~9A) : Aedista AFEHAAG T
* g

<FHA] Fob ¢tEolE, vEYzRgL vixy Ea)



B4l g =R ‘015 Vol26 NoSB

T 4 Xi(Sang-jac Moon) ek
1972 29 : Agu)st
T 2sst 29
(HAgs A4h
19743 24 : A2dEtn gjshld
Hxzate 24
(AAREE AAD

1984 6 : vl UCLA ¥4T3t S(5A2
z} utah

19843 79019853 6% : UCLA Postdoctor -5

197413 12890 ~3A) : stz Fapjgt Az
=3 B

2001'd 24~ : AR B T3} 37

<GP Fop AuHD, oF WEZ



