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A Study on the Effect of Processor Stack Frame Mechanism on
Secure Programming in C Language

Hyung-Bong Lee'- Hong-Jun Tcha''- Hi-Young Rho'!- Sang-Min Rhee'!

ABSTRACT

There are several traditional factors of software quality. Some of them are such as correctness, reliability, efficiency, compatibility, portability,
etc. In addition to them, security is required as another factor of software quality nowadays because some application programs are used as
a way to attack information systems by stack frame manipulation. Each processor has its own peculiar stack frame mechanism and C language
uses the characteristics of them. This paper explains the concept of security problem caused by stack frame manipulation, and the stack frame
mechanism of Pentium, Alpha and SPARC processor in detail. And then it examines the effect of stack frame mechanism on the security of
programs in C language.

Key word : stack frame, boundary of array, buffer overflow, local variables, parameter, return address, Pentium, Alpha, SPARC
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#include <stdio.h>

int main(int ac, char *av{]) {
int sum;

if (ac 1= 3)
return,

9 sum = add(av(1], av[2]);
10 printf("%s+%s = %d\n", av{1], av[2], sum);

12 return;
13}
14

15 int add(char *bfl, char *bf2) {

16 char buf1{8], buf2(8];
17 int numl, num2, sum;
18

19 strepy(bufl, bfl);

20 strepy(buf2, bf2);

21

22 numl = atoi(bfl);

23 num2 = atoi(bf2);

24

25 sum = numl + num2;

26 return(sum);

27 }
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: Ida  $16,16(Ssp)
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2 sta $26,($sp) 8 stq  $26,($sp)

3.1 xor  $16,3 %16 90 stg $17,32(Ssp)
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51 ldg $1816(39) :
52 Idg  $163%2(Sep) 115 st $0,24($sp)
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70 st %i0,[%fp+68]
7 main : 71
8 save %sp,~104,%sp 72 166
9 st %i1,|%fp+72] 73 add %fp,-12,%10
10 st %i0,[%6fp+68] 74 1d  [%fp+68],%I1
: B mov %I10,%00

—
w
3
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14 Id [96fp+681,9410
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16 be 160 79
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29 1 [%H+72%I0 8 call strepy
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51 mov %I3.%03 104 st 9%I0,[%fp-32]
52  call printf 105
53 nop 106 1d [%6fp-32],%610

: 107 st 9%I10,[%fp-4]
56 jmp  %i7+8 :

57 restore 112 1d  [%fp-4],%I0
: ) 113 mov %1090
67 add: 114 jmp %i7+8

63 save %sp,-128,%sp

69 st %iL[%fp+72) 15 restore
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