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Design of Access Control Model
for Secure EDI Service

Jin-Ho Park* Jin-Wook Chung**

ABSTRACT

EDI is basically the concept of computer-to-computer exchange of messages relating to various
types of activities or business areas, such as banking, trade, medicine, publishing, etc. Therefore,
security, reliability and special functionality will be implicit requirements of EDI systems. We will
design access control model to content security of these requirements. Access controls in information
systems are responsible for ensuring that all direct access to the entities occur exclusively according
to the access modes and rules fixed by security policies. On this paper, security policies for access
control model are presented from the viewpoints of identity-based, rule-based, role-based policy. We
give a design of access control model for secure EDI service based on the derived access control rules
and operations to enforce the defined security policies. The proposed access control model provides
integrity, confidentiality and a flow control of EDI messages.
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AL 4zt DAC 2 MAC A A3} FL3IcH(3).
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ol o3t 54 YA Bl (state)d] 4oz
Hot A 2HlS HoFE mdolt), thRE 993
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o FAACl R FA Fulol 38 Haskd o
AAY WxE @ F Pt WA 2 9B



26 CiX|HHBI=gls| =2X M1 H1s

371 A8 (FAA AL 2D
o BAFE 593 o] &3 EDIAMAR 74
€ 94 Jgd 74 29

2.2.3 EDI AHX} H2H 0
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3.1 80 "9

A2 B4 71 2 A B 808 F9
L=

o AA (entity)

EDI %ol lojA B8 Botd HAHF 84ES
A} ) AAde AR, AR, B, =
23, TEA2 Fo] it

o QA A (initiator)

At A A (entity) S h3lA H2& A==

AAojtt, B =FodAe sjrzke A7t At
3 Z2AAolt},

o Et7l(target)

Fo] Alzd ¢ sle Aol

o FAIAY] HE . ACI( Access Control

Information )

HIAN] 2B E S8 H2A o 4% BR3¢
A A2A A T Hese FE,

o HIAo] 2% BFE . ADI( Access control

Decision Information)

ERd 24l 2 Z stad oA H2A4
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ACI.
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security label, integrity level, role, 4%
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identifier, owner,

o BE AAlx ACIH Bt dolES HAIRTH
o BE AAlE ACIH ¥24 SF& BAEH
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(29 1) OSI 32Ao =g
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, E}2ADI
7H A 2}ADI 'nﬁzgy_
;) [¢]
A2 2AADI ADF >
> 2 HIADL ,

T’ﬂv’_uﬂﬂ 3
(¥ 2) . ADF =¥

| EFA l
A
| AEF ll =|' AEF

(2 3) HIZA 749

A

(283)e] F2Alol FAEYL /AR S] AEF
7} 3% &3 (outgoing) HIZA7F /XA A
de] HIAe] 8459 el Y EYA F2
Aolg Wold 4 dx, el A HIA ] Al
280 g Az} BAQle] AT HFIA o]
g A3 4+ Ao Y HIAH E F

Al B9 98 (incoming) HIZAIE &
Yoz A U A3xel Y4 HIA
ADFe] B¢ ADIZRE "old 4 gt}

4.2 @2H0 oiFHUE EI1Y He

[e]

[:Z3Ae] AR ] €]

T : 248 e I3, teT

M:Hd2 2= I, M={o. m. d}, mEM
R: XA 2 A9 A5 J¥, re R
S_Level(a) : Bt 55 &

[ Level(a) : #2494 57 &=

o Category(a) : B¢t 949 3+

o S_Label(a) : Hgt #o} & g

© Role(a) : 3 F ¥

o owner(a) : &FAA &5

o get_ACI(a) : ACI &7 &=
o inherit(a,b,c) : & &5 .
O

o dominate{a,b):a 2 bora 2 b

o

[«}

o]

[o]

[o]

a®l b& collA

o equal(a,b) : dominate(a,b) & dominate
(b.a)

o exist_ACI(a) : ACIol WldlM a9] FEAoR
3

o C_SLabel : @2} Bt glol&

o I Level V:F&A 55 &%

o Login_ACI : login® 433k 4dAl9] ACI
o create_ACI(a) : a9 ACI A7 % &<
o delete_ACI(a) : 28] ACI A

4.3 HExol 74

kAF EDI MHIAE A F38l7] s AAE A
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kgt o] FAES FHro| v HAL 9
A BLP =499 ds-property, ss-property®
*-property® 7|EOE do FR FHA HAY
< 9% Biba 299 2 FEA BAE o)&
T AE HIAY A AT, Aldtd 73
Fle FE 8&E Aoyl AT AR AR
o] AFo| 7|zl FYrts & AF BY T2
Pks P F JEF k= Clark- Wilson 2
dofl 7123 HIAo] HH = At

4.3.1 el Mol tEl(discretionary access

control rule)

BLP =de]l 1o Ht EA(discretionary
security property) < °©|&% o2 QAR
7} Bl didte] £33tazx e JIA o R=E
7F A& o AR Bl AAEAM ACIH &
Aaok sk, 7jAIAbe B Eet HolE F B
gt ¥ (category) 7} #olo} gt
d_acr(i, t) =

TRUE : if i€exist_ ACI(i) &

tEexist_ACI(t) &
dominate(Category(i).
Category(t))
FALSE ' otherwise

4.3.2 k= ™A wE|(simple access control

rule)

@ HEAe) #3E BLP Zde Y Bt
EA (simple security property)< ©]-&3 Ao
2A gy 23E A% 718 €Ed No
Read-Up& wWHA7]7] & Heolth. A&7t
E}Alol] tisld | HZalo] R=g Fy%7] 9

OFXE EDI MU|&E 913 X0l 2 A 31

A AR HF #o]Eo] gAY Hel #of
Eoll digtq AujAAE HFol sz, B
24 $wel MM 724 T3S Aok
Lig=
s_acr(i, t. m) =
TRUE : if dominate(S_Label(i), S_Label(t))
& dominate(I_Level(t), I_Level(i))
FALSE : otherwise

4,33 23 H™IZHo HAE(strict
control rule)

access

738 HFIA ol TEE BLP 5de g =Bt
EX(star security property)¥ Biba Zd<
AdAF FHA A (strict integrity policy)9
B4 ol&stn FE dF FEYS B
Ag FZA et o] #HE FEAAY 7B
4] %9 3¢l No Read-Down & WFA7]
71 $isiA AR Heh #lol&dt Ehle] Kot
golEo|l ¥X&a ZAze FAY FHo] XY
Wt modify AT REE §71g)
st_acr(i, t, m) =

TRUE :ifm = 0" &

dominate(S_Label (i), S_Label(t))
& dominate(I_Level(t), I_Level(i))
TRUE ! ifm = 'm" &
equal(S_Label(i), S_Label(t)) &
equal(I_Level(i), I_Level(t))
TRUE :ifm = 'd" &
dominate(S_Label (i), S_Label(t))
& equal({l_Level(i). I_Level(t))
FALSE : otherwise

4.3.4 2§ H|of #E(flow control rule)

EE Ao #AL2 A9e B dHolEd IR
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AA7L &9 Bet #olEE AR Az 4
Bel FolE yRE AYH Ft AL WA
AZE FEolth, F, k99 Hel HolEg ART
AAZE A3 Fe] Bt golEe ANMZ s}
A Agsted HRE observe®  ¢A 317
AZ Aotk /MAAZE & Ebdle] {3 AHE
tHE 9E el(t2)e2 AL 98 copy
A2 REe AR T el tistey Bt 8
o]Eo] A} #A lojof dx, F ERAAE
Bt golg# FAY FFol dXslorwr g}
fer(i, t1. t2) =
TRUE : if dominate(S_Label(i), S_Label(t1))
& dominate(S_Label(i), S_Label(t2))
& equal(S_Label(t1), S_Label(t2))
& equal(I_Level(t1), I_Level(t2))
FALSE : otherwise

4.3.5 &8 Hof 7F&(execute control rule)

A8 Ao} 73L& Clark-Wilson 24L& 7%
Z2 ofd Al ARz 9% £ e Z2ay
He 4388 £ de ot AR AR}
eA(Z2ad)E #38 5+ U FFo)z, MA
Aol Beb #olEo] EMAY Het HolEF} Aw)
FA A3, F AA FAA FFol A
offl execute T R=E Y 4 vt
ecr(i, t) =

TRUE : if equal(Role(i), Role(t)) &

dorninate(S_Label (i). S_Label(t))
& equal(I_Level(i), I_Level(t))
FALSE : otherwise

4.4 H2HMol 2ufjo]d M|

4.4.1 login

AHEAL7E A 2”lE ALEE 5 RS 3] Yl
Al ARle) AbgEle Alxdlel] 29 AAFE &
HeoldozA, 8T Abgate] Het do|Ew
#2243 §F€ ACIY A#H vladd 219 A%
ARE AR
login(identifier, S_Label_V, I_Level V)

{

C_SLabel <« S Label V

C_ILevel « I_Level V

if exist_ACI(identifier)

then login start

Login_ACI = get_ACI(identifier)
if C_SLabel = S_Label(Login_ACI) &
C_ILevel = I _Level(Login ACI) &
then C_Role < Role(Login_ACI)
login OK
endif
}
4.4.2 create

ANA7E A9 Al zdlolut el Alawlol A
2F WAAE A8 + A=E diFe vl
AezA, MAAE g2le] ddte modify FS
R=E A3 glojof dta, Y HAAde
Alel Het HolBa 744 9 2 &/¥AE
Ch ki
create(i, t1, t2)

{
if d_acr(i, t1) &
s_acr(i, t1, m) &
st_acr(i, t1, m)

then i create t2 at tl

inherit(i, t2, S_Label(i))



inherit(i, t2, I_Level(i))
inherit(i, t2, owner(i))
create_ACI(t2)

endif

4.4.3 observe
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observe(i, t)

{
if d_acr(i, t) & s acr(i, t. 0) &
st_acr(i, t, o)
then i observe t

endif

4.4.4 modify
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modify(i, t)

{
ifi = owner(t) & d_acr(i, t) &
s_acr(i, t, m) & st acr(i, t, m)

then i modify t

endif
}

4.4.5 delete
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delete(i, t)
{

if i = owner(i) & d_acr(i. t) &

s_acr(i, t, d) & st_acr(i, t. d) &
then i delete t & delete ACI(t)
endif

4.4.6 execute
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execute(i, t)

{
if d_acr(i, t) & s_acr(i, t. m) &
st_acr(i, t, m) & ecr(i, t)
then i execute t
endif

4.4.7 move
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move(i, t1, t2)

{

if i = owner(tl) & d_acr(i, t1) &

s_acr(i, t1, o) & st_acr(i, t1, o) &
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d_acr(i, t2) & s_acr(i, t2, m) &
st_acr(i, t2, m) & fer(i, t1, t2)
then i move (£1—t2)
endif
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delete Y Y

execute| Y Y Y
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4.5 4AIE HIHO oFHHFS F=

E Ao A AIA AAYUEY F2e
0OSI B9 /Id3d 2dg 7|22 st HASA
. o] Rddle HIA 2% 87 ¢ APL &
Wehe AEFSH 240l 34 2 Fd oe} 32
Aol A& Y3k ADF7L UATH2#4).

AEFdl= 7HAIA7L gAlel 879 2 2=y
ool Mo i ADFete} engold <AE
o] 2(operation interface)s} ZFH € Lol
o 3 ¢35 FIehs 2H# ol 43 (operation
accomplishment)o] $lth. ADFdle A0
s3] A 2FE A% HIA #FH 2 A
& ADIZ} A2AlY] A& FYIoh. ACI=
ADF7} H&Alol 23 & ¢d3led Bod BES
ZEE 72 it

4.6 Mo #x7t 2% EDIMS #x

E Ao AAF H2A o 2d& EDI vlA]
A 24 87 (EDIME)9. EDI ®AAl B4l A2
H(EDIMS) ol &8¢ Fx& (2¥85)9 2ot

zZt UAS PDAUYl AEFE wujxstz, ADF$}
ACIE EDIMSWlel shby wixjgict, 242t shvt
49 ADF$} ACIZ EDIMSO| #ixdle RAe 4
ZAo] A9 dBAT ACIS HIA FRo)
& gele goldE ATt

F A 7 A
AEF
Operation Operation |
Interface Accompl i shment
v ADF
Access Control Rules
- d_acr Retained
- s_acr P ADI
u - st_acr [
- fer
- ecr
Access Control Policies
| ACI |
Audit File

(¥ 4) H2A AAUE 7=
tA121 8] header FEA WAz} BHAAS &
ok & S, zk AAAS Bl ddE RE
ABE ACIHA #elgot. EDIMSAA afdse



e 7%l vt Bk
£ 3 + b F
Ao G AR FE ol
A g 4% £= Ao aEE,
MTS Wl 28 MTAE UAY AEFSt 22 ¥
Ble]l AEFS ol §3td wiAlx dE F=2d g
HIANE +8E 7= U

jm
% 2
L &
N"‘l
CL g
il
2
=51
o
)
o

v. 3 E

et EDI Mul2 AFE& A F2Ao 2
& EDI #AlAlel thsle] vjdgda) §2de] BA
2 Zre] 3§ Aort sbesiol vt £ =&l
Ae AT EDI MH2E A7 8 7419E ACI
) A, 258 FE) FH, B ok B
2] A, AE 71 A, 7 o A, A F
719 B Fo| Bt AHYER B3, 4 Y
£ AL HEAII] ARG H2A] 4L &
gk, HaAll Mg ATy AT v
olde)l AAld FHE FUG. FIA 2dE
A3 814 OSI BEHY] MEd 2d(2d
DE 7122 3to] 48 9 28 HJI2A(2¥3)
T4 ez HIA o 2dg AAA.

olgigt 74 WS AMgFo N FAUY A
A ojFolAE BE FIAolM oid A 3 3
AbZE goldtm, AA FAIgel dig ACI9 #e
7} golailXth. AEFE ¥X§sln le BZE /A
219} el ApAle] Alaglo] HIst] YA o]
2 P ZE MAA ] i AF 3 Aol
golstn], A371F/AM H{stn e AL #d
3} ADIE o] &3ld FIZA o] g FAEHNE
A g3}

OIxi3t EDI MHIAE 23t MHMOf 2 4 35

(29 5) F2Alo] Mulx A FE EDIMS 73

HFE Alad], ST EDI ARIA B3 0lA
o A2Aolel FoPeEL A YA A ¥
AL BEAA R 80 BAY A AE =%
9 37k4 Bt d9og FEE & U B EF
oAA MAIG FIAl 2de He HolE, FE
4 7. AR, &Fd §F ol&dte vEA B
<t AAE o] &3t A BHA ALEE WA
k. olel’dt ohdAl Eel AAE o[ &dtd Zt B

B fF& Adsd. a2l wAxe A
% 73RcMe} FEe BYEA xFo WP R
BAle A BHle] 4@ oA #HEe
DEA 7 wAA e Mol HrtEE FEjoln,
AEEHe ARE dFolv 33t 71y os)
dastd Ao mAAclnz A e A
Aol o wjA1A] WHEe =F AP o
B =RdA dAR FI2A 2de FZ 939

R4



36 ClX|g B xsts] =X M1 15

97 A8 wAgesM, EDI And o
49 % M998 9guta, 9o ud
A3 Aggozs, Pue BEH §

o 4 gt

kis
j =
T
59
a

(1) ITU-T Recommendation X.400 to X.
435 Data Communication Networks
Message Handling Systems.

(2] Ingrid M. Olson, Marshall D. Abrams,
Computer Access Control Policy
Choices , Computers & Security, Vol.
9, 1990, pp699-714.

(3} Warwick Ford, Computer Communicat
-ion Security , Prentice Hall, 1993.
[4) Silvana Castano, Mariagrazia Fugini,
Pierangela DATABASE

SECURITY, Addison~Wesley, 1994.

{5) Shari Lawrence Pfleeger, A Framework

Samarati,

for Security Requirements , Computer
& Security, Vol.10, 1991, pp515-523.

{6] ISO/IEC DIS 10181-1 Information
Technology - Open Systems Interco
nnection - Security Frameworks in
Open  Systems-Part  1: Security
Frameworks Overview , 1993.

(7) ISO/IEC DIS 10181-3 Information
Technology - Open Systems Intercon
nection - Security Frameworks in Open
Systems-Part 3: Access Control ,
1993.

(8) Harrison M.A., Ruzzo W.L., Ullman

J.D., “Protection in
System”, Comm. ACM, 1976.
(9] Johnes A.K., Lipton R.L., Synder L.,
“A Linear Time Algorithm for Deciding
17th  Annual
Symp. On Foundations of Computers
Science, 1976.
{10) Bell D.E., La Padula L.J.. Secure

computer systems

Operating

Security”, In Proc.,

mathematical

Technical
Report M74-244, The MITRE Corp.,
Bedford, MA, 1974

{11} E.E.O. Roos Lindgreen, I.S. Hersch
berg, On the wvalidity of the
Bell-LaPadula model ,
Security, Vol. 13, 1994, pp317-333.

(12) Biba K. J.,

for Secure

foundations and model ,

Computer &

“Integrity Considerations

Systems”.
ESD-TR-76-372, The MITRE Corp.,
1977.

(13] D.E. Denning, A Lattice Model of
Secure Information Flow , Comm.
ACM, Vol. 19, No. 5. May 1976,
pp236-243.

(14) Ravi S. Sandhu, Lattice-Based Access
Control Models , IEEE, 1993.

{15) Eike Born , Helmut Stiegler, Discreti

-onary access control by means of

Computer

usage conditions , Computer &
Security, Vol.13, 1994, pp437-450.
(16) Belden Menkus, Concerns in Computer
Security , Computer & Security,
Vol.11, 1992, pp211-215.

{17) Sead Muftic. Ahmed Patel. Peter



Obsigt EDI AHIAE 28 MOl BY &7 37

¥ & =
19799 4@# dietm ot
4 ()
19919 ¢ tetm ohehe
ARHEA 3ol 8hAb)
1973-1985 @=#87ied

Sanders, Rafael Colon, Jan Heijnsdijk,
Unto Pulkkinen, Security Architecture
for Open Distributed Systems , John
Wiley & Sons, 1993.

{18) Charles P. Pfleeger. Security in
Computing , Prentice Hall, 1989.

74 A%
CTRPS I a4 47w dotm Alad 2 AFE 3
19954 dddstz AAA =24
REHF A
19974 WA A
FYIH(FEHAY

19974 ~ @A HEBd
S A7 AR % AFEFEE(AR)
20004 ~ @A ST FRAAAL AQBA



