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The Proposals of Identity Escrow Scheme to Control
User’s Anonymity

Bo-Sung Hwang* and Im~Yeong Lee”

ABSTRACT

We introduce the concept of a Identity Escrow Scheme, an application of key escrow ideas to solve
the problem of authentication. In the Identity Escrow Scheme, the User escrows a own real identity to
the Issuer and receives a Authentication Information. In authentication step, between the User to the
Service Provider, the User only gives a Authentication Information to the Service Provider. Therefore,
the Service Provider don’t know a real identity of user’s. However, when the User does unlawful actions,
the Lawful Agent is called by the Service Provider, and his anonymity is revoked by cooperation of the
Issuer and the Lawful Agent. We propose new Identity Escrow Schemes and analyze these.
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