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Abstract It needs to provide information security in ATM network because the information
hacking in high speed network causes a heavy data loss in relatively short time. The current methods
providing information security in ATM network propose various solutions which apply security
services to each layer according to ATM reference model, But most of those researches arc not
implemented practically and remains theoretical. In particular, performance evaluation in ATM network
applying security services such as cryptography algorithm has not been dealt with seriously.

In this paper, the performance of A'TM network including security services is evaluated by
measuring message transfer delay time. The security services provide data confidentiality, integrity
and data origin authentication in user plane. These security services are implemented using three block
cryptography algorithms, a hash function and a random number generator. Moreover three kinds of
modeling including optional security layer are performed by using SDI. simulation tool. The first
network environment of modelings is normal ATM network not providing any security services. The
second is the ATM network in which a security layer between CS sublayer and SAR sublayer is
inserted. The last is the ATM network in which a security layer between ATM layer and AAL layer

is inserted.
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