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ABSTRACT

In this paper, we address vulnerabilities of legacy VOD system and implement secure-VOD system to protect
security holes of it. Our secure-VOD system provide user authentication using one-time password, message
authentication and encryption/decryption for video server information.

To improve security of existing fixed password system, our secure-VOD system use one-time password. Also,
our secure-VOD system provides integrity for video server information by generating and verifying message
authentication code using HMAC-HAS160 aigorithm. Finally, our secure-VOD system uses RCS encryption

algorithm to guarantee confidentiality for video server information.
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Sql=Sql & request.form("uid”) & "

if result.eof = false then

result.close

end if
end if

Sql="Select USER_ID, USER_RND from VODUSER where USER_ID = "
set result=Session("DbCon”).execute(Sql)

if request("uid”) = result("USER_ID") then
Session(“chg”) = right(time,2) & left(result("USER_RND"),4)

Sql="Insert Into VODUSER(USER_ID,USER_OTP) values(’”
Sql=Sql & session("uid”) & "*,””
Sql=Sql & session("chg”) & )"

I3 10. 438 = A

where USER_ID = '

Sql=Sql & session(“uid”) & "

set result=Session("DbCon”).execute(Sql)
if result.eof = false then

chr(result("USER_OTP”)) then

Sql="Select USER_ID, USER_OTP, USER_PWD, USER_LEVEL from VODUSER

if request("opwd”) = result("USER_PWD") and chr(request(“chlleng”)) =

if result("USER_LEVEL")=0 or result("USER_LEVEL")=1 then
session("Current_ID")=result("USER_ID")
session("USER_LEVEL")=result("USER_LEVEL")
session("LogTime"”)=Now
result.close

response.redirect “logon.asp?MODE=B"

else
result.close
end if
else
result.close
response.redirect “logon.asp?MODE=A"
end if
else
result.close
response.redirect “logon.asp?MODE=B"
end if
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