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ABSTRACT

In this paper, we propose a bit-sliced modular multiplication algorithm and a bit-sliced modular multiplier design meeting
the increasing crypto-key size for RSA public key cryptosystem. The proposed bit-sliced modular multiplication algorithm was
designed by modifying the Montgomery’s algorithm. The bit-sliced modular multiplier is easy to expand to process large size
operands, and can be immediately applied to RSA public key cryptosystem.
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INPUT : integer N=[N,_, - N{,N¢l,

OUTPUT : XYR ™! mod N
A=0; (A=[a,-; aja)ly
for i from 0 to (n—1) do

end for;
if A= Nthen A<—A—N;
end if;

RETURMN(A)

X=[x,y
with 0<X,Y (N, R=5b", with bcd(N,b)=1, and N =—N"! mod 5

u; < (ag+x;-yy)N mod b; ——
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CONDITION :
INPUT : integer M{ng,—, = nnylo,

OUTPUT : XYR ™' mod M.

for i from 0 to 3 do

end if;
for j from Q to n—1 do
U;=(A;[0]l+ X[

end for;
lfA, = M,‘ thenA,-=A,-——M[
end if;
A=A+A;
end for;
return(A)
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X=[x9,-1 = x12xq]2,
with 0<X, Y<M, R=2, with gcd(M,2)=1, and M=—M"" mod 2.

Ai = 0, A,-=[ai(n—1)"'ai(l)d.(o)]z
if i=0 then M;=M2n—1:u]; X,=X(2n—1:n]; Y;,= Y[2n—1:n];

clse if i=1 then M,= M- —1: 2L X ;= X(2n—Lnk Y= Yln—1:0];
clse if i=2 then M,= M3 —1: 2T X .= X{n—1:0); ¥,= Y(2n—1Lin];
else if =3 then M,=Mn—1:0]; X,=X[n—10]; V;= Y[n—1:0];

Y. (0D mod 2;
A=(A+X - Y+ U;- M)/2

Y=[¥2-1 " ywola
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