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ABSTRACT

RBAC is access control mechanism for security administration of system resource and is particularly attracting in
commercial fields, because of reducing cost and complexity of security administration in large network.

In this paper, for solving problem of only using concept of RBAC role hierarchy, we propose two operations and for
using this, user and permission will indirectly be involved in each other; therefor administrator is able to add or delete
operation of each individual users. furthermore administrator interface will provide administrator with frame for easier
understanding of relations between users, roles, and operations. and based on this, we designed and implemented RBAC
system modeling total information system of university. keywords: RBAC, access control.
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addOperation

Arguments :
user, operation
Semantics :
assigned permissions = (assigned_permissions \
luser — assigned_permissions(user)}) U
{user — assigned_permissions(user) U {operation}}
Conditions :
operation & assigned_permissions(user)
user < USERS

rmQOperation

Arguments :
user, operation
Semantics
assigned_permissions = (assigned permissions \
{user — assigned_permissions(user){) L
{user — assigned permissions{user) \ {operation!}
Conditions :
operation & assigned_permissions(user)
user = USERS
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(Fig. 2) The proposed role base access control
model
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HolFr}, “addop’® ‘rmop’ EEL 77 “add-
Operation ® “rmOperation™| 2Js)4] 5}

sub addOperation

{

local ($user, $operation) = @_:
local (%perm):

f (Idefined(Susers{$user})) {

# ARSAP} usersHlolE] At EAsherg FARIE
&ErrorMessage("Suser is not in users data set’):
return: |

if (!defined($operation{$operation})) {

# ol4bo] operation HoJE] Aol ZAsR=AE 2}
g}

&ErrorMessage (“Soperation is not in operation
data set’):
return: }
%perm=split( ', $assigned_permissions{$users}):
if (defined($perm{$operation})) {

# ARzl A ekl ate] olabe] dddE]e] 9leA|
ZARK,

&FErrorMessage(“$operation is already assigned’):

i

return: |

=&add_op
(Yoperation, assigned_permissions{$user!):

# add_op FEE &3led AR gl <dabs #
=g

$assigned_permissions{$user}

&writeAssignedPermissions($Suser,
$assigned_permissions{$user}):

# 7R Tl 7] S}

}

sub add_op
{

¢ odibe 2713l REE "addOperation” EEolA]
EEEJ‘:P

local ($operation, $list) =
local ($newlist):
$newlist =~

foreach (split(" ", $list)) {
if( § ne $operation) {

$newlist .= $§_ . "}

}

chop($newlist):

$newlist .= " $operation”:

}

sub rmOperation

{

local ($user, $operation) = @_:
local (%perm):

if ('defined($users{Suser})) {
&FErrorMessage("$user is not in user data set’):
return:

if (!defined($operation{$operation})) {
&ErrorMessage("$operation is not in operation
data set”):
return: }
%perm = split( ", $assigned permissions{$users}):
if (ldefined($perm{$operation})) {
&ErrorMessage("‘Soperation is not in operation
data set’):

return. }

$assigned permissions{$user} = &rm_op(Soperation,
$assigned_permissions{$user}):

if ($assigned_permissions{$user} eq *) {
delete $assigned_permissionsi$user}: }

&writeAssignedPermissions($user,
fassigned_permissions{$user})
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sub rm_op

{

g oAAbE AASHs ZEZ rmOperation” REl4 3
2%

il

local ($operation, $list) = @_:
local ($newlist):
$newlist =

foreach (split(" ", $list)) {
if( $_ ne $operation) {
$newlist .= $_."" 1)

}

chop($newlist):
}
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