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ABSTRACT

Digital watermarking has been considered as an important technique to protect the copyright of digital
content. It is essential that a watermark embedded in a still or moving image resists against various
attacks ranging from compression, filtering to cropping. In particular, as JPEG is a dominant still image
compression standard for Internet applications, digital watermarking methods that are robust against the
JPEG compression are especially required. Most digital watermarking methods proposed so far work by
modulating pixels/coefficients without considering the quality level of JPEG, which renders watermarks
readily removable. In this paper, we proposed a new digital watermarking method as follows. For providing
the robustness against JPEG, the quality level of JPEG is used as parameter on watermarking so as
to compute the loss of image caused by JPEG compression and we compute the difference of an original
image resulted from JPEG compression. Also in proposed method, we compute the visual components
that are derived from the information of edge within image and consideration of brightness discrimination
which is one of human visual system’s properties. Thus, we proposed new watermarking scheme that
after constructing a watermark by considering the loss of image resulted from JPEG compression and
the visual components derived from the human visual system, the watermark is embedded into the image.
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1. Introduction

The tremendous development in data compression
methods has resulted in the widespread use of
digital data such as image, audio and video in every
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corner of our daily life. Digital data are easy to
distribute and duplicate. This gives rise to a serious
problem in illegal copying. While encryption is
essential to the provision of confidentiality, the
same technology does not represent an ideal solution
to copyright protection, simply because any user
who possesses a decryption key may (re-)distribute
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decrypted digital images as he or she wishes. This
indicates the necessity of embedding information
on the rightful owner into an image in such a way
that the information and the image cannot be easily
separated. To achieve this goal, researchers have
proposed to use so—called digital watermarking[1,2].
The most important requirement of digital water—
marking is that embedded watermarks are robust
against compression, filtering, cropping, geometric
transformation and other attacks. For images that
are published on the World-Wide Web (WWW),
robustness of watermarks against the JPEG com-
pression standard is particularly important.

In this paper, we propose a method that con-
structs a watermark by using the quality level of
JPEG as a parameter. As a result we obtain a
watermarking method that is robust against the
JPEG compression. We describe an overview of
digital watermarking in Section 2. This is followed
by a detailed description of our proposed method
in Section 3. A number of simulation results are
provided in Section 4 to verify the effectiveness of
the proposed method.

2. Digital Watermarking Method

Digital watermarking consists of a pair of match-
ing procedures, one for embedding a watermark into
a still or moving image and the other for detecting/
extracting the watermark. A number of factors have
to be considered while embedding a watermark.
These factors include the structure of a watermark,
locations where the watermark is embedded, and
the level of change in the quality of the image
introduced by digital watermarking.

The structure of a watermark generally falls into
one of two types. The first type is essentially a
random binary sequence which is composed of either
0 and 1 or -1 and 1[3-6]. The second type is a
random real number that is distributed according
to N(0,1)[7]. With a random binary sequence, one
can apply the sequence in the extraction of an

embedded watermark as well as the detection of
the presence of the watermark. A disadvantage of
the use of a random binary sequence is that the
watermark is vulnerable to such attacks as removal
and collusion. In comparison, with a random real
number, one cannot extract exactly the original
watermarks. Nevertheless, this method has the
advantage of being more robust against removal
and collusion attacks, primarily due to the fact that
even though an attacker may have some knowl-
edge on the locations of a watermark, he or she
has far greater difficulties in identifying the exact
watermark. Random real numbers are being used
by researchers more often than random binary
numbers recently.

Locations for embedding watermark are often
determined by using random sequences together
with human visual system(HVS)[89]. For instance,
the Podilchuk-Zeng method[8] have utilized the
visual model developed by Watson[10] for the JPEG
compression. More specifically, the authors have
used the frequency sensitivity portion of the model
to embed a watermark. In addition, Dittmann et
al[9] have developed a robust video watermarking
method based on a combination of an error cor-
rection code, the Zhao-Koch method[11] in the
frequency-domain and the Fridrich method{12] in
the spatial-domain. The method proposed in this
paper is similar to the above two methods in the
use of the HVS. However, as our method embeds
copyright information in the spatial domain, it
differs from the Podilchuck-Zeng method that
embeds in the frequency-domain using DCT or
wavelet transform. Compared with the method by
Dittmann et al, their method doesn’t consider the
re-compression of a watermarked video image.

With a method entirely relying on a secure ran—
dom sequence to determine locations for embedding
a watermark, the quality of a watermarked image
degrades since it does not fully consider the feature
of the image. In contrast, by using HVS in deciding
locations, it is possible to make the change of



image perceptually unrecognizable. Nevertheless
an attacker who is familiar with HVS may still be
able to estimate the location of the watermark. For
this reason, the use of HVS actually decreases the
secrecy with respect to the watermark’s locations
even though it meets the requirement of invisibility.
In view of these observations, we argue that
digital watermarking should satisfy the following
conditions:

1) If the structure of a watermark is a binary
random sequence, the magnitude of the
watermark has to be different in all pixels.

2) If locations to embed the watermark are
random, the magnitude of the watermark has
to be dependent on the image.

3) If it employs HVS, locations to embed the
watermark have to be random.

In the following section, we describe our pro-
posed method that converts a text on copyright
information into binary random sequences. To sat-
isfy the above conditions, the embedding locations
and changes in pixels are determined by using the
HVS.

3. Digital Watermarking Using Difference

The JPEG algorithm is one of the loss com-
pression methods for still images. We consider a
situation where a watermarked image will be
compressed using the JPEG prior to its publication
on WWW. Figure 1 illustrates the block diagram
of the JPEG algorithm.
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Figure 1. The JPEG compression
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As illustrated in Figure 1, the loss of information
is due to quantization. When the JPEG algorithm
is performed, the quality level is used to construct
a quantization table. In general, the higher the
quality level, the lower the compression ratio. Now
consider a case where users uses only JPEG for
compression. When the owner of an image expects
to achieve robustness at least for the quality level
q;, he or she can construct a watermark, and
embeds it into the original image by using ¢, as
a parameter. We will show how this can be done.
In addition we will show that it is possible for the
owner to extract the watermark from the water—
marked image when the watermarked image is
compressed with JPEG at a higher quality level
a0 ) [13].

3.1 Preprocessing

To start the method we construct a watermark
as follows. We calculate the differences between
the original image and a reconstructed image after
compression with ¢, and the visual component
from the original. Each parameter is defined as
follows.

* 1,7 : denote one position of pixels on the
original image of size NxM, 0<i(N,
0<j<KM

« &, v denote indexes of a 8 X8 block which
is partitioned from the original image,
0<h{N/8, 0<v{M/8

* k,/: denote positions within one block,
0<k<(8, 0<KS8.

First, an image I of size NxXM is partitioned
into 88 blocks. Subsequently, DCT transform is
applied to each block and all DCT coefficients are
quantized by quantization factors obtained from
g;. This procedure is proceeded as illustrated in
Figure 2.

In Figure 2, Q.T is a quantization table derived
from the quality level ¢, IQ and IDCT is inverse
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Figure 2. The computation procedure of difference

quantization and inverse DCT, respectively. Note
that the quality level ¢, acts also as an indicator
of robustness against the JPEG compression. For
the reconstructed image, the difference D, , of all

blocks is calculated using Egn.(1)
Dh.v:[ dk‘/ 1, dk,lzx/e,l_x‘k,ls (1)

where x,, and x,, denote the value of a pixel
in the original image and the value of a recon-
structed pixel with respect to ¢,. The difference
value d,; is used to decide the magnitude of a
watenﬁark to be embedded, and this magnitude is
then used to obtain the watermark patterns.
The next step in preprocessing is to compute
visual components that are dependent on the image.
It is difficult to perceive the change by human eyes,

Pixel value
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neighbor center neighbor

(a) a case that central pixel is brighter

when some change takes place in the vicinity of
edge. As considering the relation between a centfal
pixel and neighboring pixels, types of edge are
classified into two different types, as illustrated in
Figure 3. Figure 3(a) represents that the central
pixel is brighter than the neighboring, and Figure
3(b) indicates the opposite, namely, the neigh-
boring pixels are brighter than the central one on
average. All of these cases indicate some edges in
images. Therefore it proceeds the next procedure
to compute the visual components that construct
watermarks by searching for the edges in image.

First, the edges in image are indicated by the
average difference for a brightness between the
central and neighboring pixels. That is to say, the
edges occur in areas where the difference of
brightness is large. Centering the pixel value «x; ;
within #x ¢ window where a value of ¢ is odd, the
average difference of brightness is computed as

i+t j+d
Y X kel @

s=i- 5 S=7j— 1

R
LT

where s, and s, denote indexes in window. As
a result of Eqn.(2) doesn’t indicate the type of edge,
a relative intensity is used to determine the type
of edge. The relative intensity 7»;; is defined as
the ratio of the central pixel to the average

brightness:

Yi; = b N (3)
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(b) a case that neighboring pixels are brighter

Figure 3. The classification of the edge



where the value &;; means the average brightness
of the neighboring pixels and is computed as
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In Eqn.(3),if »;;>1 (ie, x;;> b, ;) it means that
central pixel is brighter than neighboring, and
hence it is of the type in Figure 3(a). Otherwise,
if 7;;<1 (e, x;;<b,,), it is of the type in Figure
3(b). A brightness discrimination is one of the
human visual system’s properties. This ability
allows us to tell changes in brightness. In general,
this ability decreases in dark area. Thus in such
an area, a large change in brightness is required
in order to detect the change. As the case 7; ;<1
is sensitive to the change of brightness, the change
of central pixel in this case has to be determined
at small value if possible. Therefore the visual
components V, , according to a type of edge are
determined as

Vio=lved, ver=log(ry;* xp0). )]

As shown in Eqn.(5), these components are
obtained by multiplying x;, by the relative
intensity 7;; and scaling the resulting values by
taking log function, based on a fact that brightness
as perceived by the human visual system is a
logarithmic function of the light intensity incident
on the eye.

The values d,; and v, , which are dependent
on the image, are used to produce a watermark that
satisfies the conditions 1) and 2) as mentioned

earlier.

3.2 Construction of a Watermark

Before locations to embed a watermark are deter-
mined, we have to compute the magnitude of the
watermark from the values of d,, and v,,. The
values of the watermark are restricted by the
difference value d, ; through a modular operation.
A pattern U, , can be obtained from the product
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of D, , and V, ,. Note that the pattern is actually
a matrix of size 8x8 (see Eqn.(6)).

Upo=(D,,xV,,) mod D;, (6)

It should be pointed out that the mod operation is
applied to each element of the matrix. The elements
uy,; of the matrix U, , represent the amount of
change in a corresponding pixel. Now the value of
fi; can be defined as follows.

ol Gt o
The watermark is embedded into a location where
the value of f;; is one, that is, where the
magnitude of the watermark is none zero.

Let ID={id, id, ---,id ,_,} be characters of ASCII
format that indicates the copyright information,
where id,={0,1}, 0<p</ and this consists of I
bits. In the following Eqn.(8), Cpp is obtained by
repeating ID a number of times.

Cp=( IDIID||---||ID)

L
=( idy, idy, -, id;\ll idy, id -, id;—ll-l

l l
idy, idy, -+, id-1),

(8
/

where L is the number of locations where the
value of f;; is one. The repetition is necessary in
order to reduce/eliminate errors during extraction.
We note that clearly repetition can be replaced with
a more efficient error correction code.

Cp is then randomized with m;;{0,1}, an
M-sequence with a maximum period to ensure that
the condition 3) discussed above is satisfied. We
denote the randomized sequences by s;;={0,1}
which are defined more precisely as follows:

N .={idy D mi; i fi;=1
By, otherwise

9

where id,, 0<y<{L is anelementin Cy in Eqn.(8).
Finally a watermark pattern w; ; is constructed
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via Eqn.(10) and it is embedded into the original
image.

R )

@xs ;=1 uij,
0, otherwise

Wi ;= {
The watermarked image I is obtained by the
addition of the pattern w; ; to a corresponding pixel
in the original image as 1,,=1,;+ w,,.

To extract the watermark, we subtract the orig-
inal image I;; from the watermarked image L,
and let a subtracted result be w,, Then, a
value s;; is derived from Table 1 by comparing
two signs of w,;, and u,; which is calculated
from the original image.

Table 1. The extraction of §,~),~

w; 0 w; <0
u,'_]‘>0 1 0

To reconstruct the copyright information D, iﬁy

is extracted using m,; and s, ; as
idy=s; Dmyy, it f,=1, an

where m,; is equivalent to the sequence in
embedding watermark. If s, is equal to s;; used
in embedding, the extracted id, should be the
same as the original id,. As a result, all bits in
the copyright information ID are reconstructed
correctly by applying the majority rule to the

extracted sequence iay as shown in Figure 4.

4. Simulation Results

We simulated the proposed method to evaluate
the robustness of the following block data which

serves as a simple example.

2 20 53 79 80 56 21 20]
20 82 110 110 110 110 86 22
53 110 110 110 110 110 110 59
5|79 110 110 110 110 110 110 &

80 110 110 110 110 110 110 86
56 110 110 110 110 110 110 62
91 86 110 110 110 110 91 23
20 22 50 8 8 62 23 20

For the above data, the visual components can be
easily calculated when the size of windows is
determined as 5x5. These visual components are
shown below, and indicate the edges components

in a block.

<
I
DO O LW WD
[\CEJCRICH LRI R IO V]
QoW DI DN DO Lo
WNOOoOONDWW
NN OO O DN W
WO OONDWW
DB DO DN DD WL N
B DN DN B o oD N

In this sample block data, consider a single bit
“1” as copyright information ID to be embedded
into a block. The watermark pattern W for the
quality level ¢, =25 assigned in large value at

vicinity of edge.

2-1-18 1 0 13 22 2]
—18 11 3 7 2 17 1 2
2 19 0 1t 1 0 -1 3
2 12 -1 -1 1-1 4 —10
-2 2 -1i-1-1-1 -8 =9
5 11 0 1 1 0 12 1
-9 3 -6 9 9 -4 -2 -15
1 =5 3 3-2-3-16 1

id | id,
= ~ —»
id, | id,, Cw
: i&Lﬂq : idAL
== |D

Figure 4. The reconstruction of ID

The differences and the watermark patterns for a
JPEG quality level g,=25 are shown in Figure 5.
In Figure 5, we knows that the watermark pattern
doesn’t exceed the difference value with respect to

q.



Figure 5. The difference and watermark pattern
for ¢,=25

The length L indicates the number of locations
where the watermark is embedded. For the above
data, its value is 59 out of 64. That is, 59 data
among 64 are used for embedding the watermark,
The results of embedding watermark is as follows.

[22 19 35 80 8 43 43 22
2 93 113 103 108 103 97 24
55 91 110 111 111 110 109 62
By= 81 122 109 109 111 109 114 75
78 112 109 109 109 109 102 77
61 121 110 111 111 110 122 63
12 89 104 119 119 106 89 8
21 17 62 8 84 59 7 214

When these watermarked data are compressed
with a quality level g, that is greater than g;, we
are able to reconstruct the copyright information
if the signs of the extracted watermark are the
same as those of the original watermark.

In another experiment we use ¢, = 80. The results
are depicted in Figure 6. When compared with
Figure 5, these values have corrupted due to JPEG
compression. The copyright information has to be
reconstructed exactly into the original one from
these corrupted value.

To reconstruct the embedded single bit “1”
copyright information, the embedded random se-
quences s, ; are derived from Table 1 by using the
signs of the extracted watermark and pattern
calculated by Eqn.(6). The id, can be calculated
from s;; using Eqn.(11). The embedded ID can
be reconstructed consequently by counting the

number of 1's and 0's for one bit of id, followed
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Figure 6. Extracting the watermark for ¢;,=80

by the majority rule as shown Figure 4. In the
simulation, the numbers of 1’'s and 0’s are 31 and
28, respectively. This gives us “1” as the value of
the embedded ID. Note that more efficient error
correcting codes, rather than simple repetition, can
also used.

In this example, the proposed method is able to
reconstruct the copyright information with respect
to g,=280,75, but not to ¢g,=65~20, as the size
of the block is too small. In general, the larger the
size of an image, the higher the chance of
extraction. This motivates us to apply the proposed
method to the standard image Lena(256x256,
8bits/pixel).

The original image and watermarked image are
shown to Figure 7. We used ¢, =25 as the quality
control parameter, (=5 as the size of window to
compute the visual components, and the length of
copyright information is 112 bits(14 ASCII char-

acters).

Figure 7. The original image and watermarked
image for ¢,=25
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The watermarks are placed over the image and the
closer in edge, the larger the watermark value as
shown in Figure 8 which depicted the absolute
different image between the original and water-

marked image.

Figure 8. The absolute difference image

Table 2 indicate the numbers of 1's and 0's which
are extracted from the original watermarked image
that is not compressed by JPEG, for the first 10
bits “0100110000” of the 112 bits.

Table 2. The number of 0's and 1's from the
extracted bits used to reconstruct ID

quality | bit order(the num. of 0 : the num. of 1)
level
a2 1 2 3 4 5

80 357:187 | 201:343 | 364:190 | 355:189 | 197:347
I5) 329:215 ) 219:325 | 343:201 | 339:205 | 213:331
60 315:229 | 226:318 | 310:234 | 314:230 | 208:336

quality | bit order(the num. of 0 : the num. of 1)
level
ap 6 7 8 9 10

80 189:355 | 356:188 | 345:199 | 350:194 | 344:200
() 206:338 | 336:208 | 343:201 | 325:219 | 327:217
60 229:315 | 312:232 | 325:219 | 315:229 | 302:242

From Table 2, one can reconstruct correctly all
the bits. But when the watermarked image is
compressed by JPEG compression with a quality
level of ¢, greater than ¢, the fidelity of water-
marked image has degraded as compared with the
original watermarked image. As a result, the
embedded watermark has corrupted. Therefore,

there is some mismatches between the extracted
watermark and the original one. Nonetheless if the
modification of extracted watermark w;; does not

take place to such an extent that the sign of w;;
becomes in opposite sign of the original watermark

w; ;, the copyright information may be reconstruct
to original one. To verify an efficiency of the
proposed method, the watermarked image was
compressed with a quality level ¢, greater than
¢, and the copyright information was reconstructed,
this result represented in Table 3.

Unfortunately, when the quality level g, ranges
from 35 to 20 in Table 3, the copyright information
does not reconstructed exactly. But the proposed
method uses simply the repetition of the copyright
information to resist an elimination or error in
watermark sequence. If the efficient error correcting
codes such as BCH or RS are used to construct
the watermark sequence, the proposed method may
be improved significantly

Many of the existing methods detect only the
presence of the watermark, the proposed method
is based on the watermark extraction scheme which
reconstruct the watermark to original watermark
again. When the extraction scheme are compared
with the detection scheme, it make the owner of
image clear because the copyright information is
a text format that the human is understandable.
Also the detection schemes must apply the theory
of hypothesis test for proving the ownership of
image, these schemes have false alarms, that is,
type [ error and type [ error. Therefore we believe
that the extraction scheme may be more effective
than the detection method in that the obviousness
of the ownership.

5. Conclusion

The proposed method utilizes the quality level
of JPEG as a parameter in watermarking to provide
robustness against JPEG compression. It calculates

visual components using relationships with neigh-
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Table 3. Reconstruction of ID after JPEG compression( when ¢;=25 )

quality level ¢ reconstructed copyright information ID reconstruction ratio
0100110000001100100111000000110011001100100011
0,90, 80,70
60,50,40 000001110000000000000000000000000000000000000 100%
(+]
s 000000000000000000000
0100110000001 100100111000000110011001 10080001 1 98%
¥ 1 100 (110/112)
000000000000000000000
0100110000001 1001041 110000001 10011001100100011 98%
30 000001 110000000010000000000000000000000000000 (110/112)
000000000000000000000
0100110000001 100100111100000110011001100100011 63%
o . y (]
25 000001 1 100000£00E0000000000F01 100000000000000 (105/112)
0000000F000000000000%
0100110000001100100111000000110011001100100%11 a8%
. . . o - . .. 0
20 1100061 101000000£000000£0001000101000000000010 ©99/112)

boring pixels. Locations to embed the watermark
are derived from these visual components. To min-
imize extraction errors caused by compression,
copyright information is repeated and converted
into random sequences by XOR with M-sequences.
As the result, the owner can extract the watermark
almost even when the watermarked image is
compressed, as long as the quality level is not
smaller than the quality level used as a parameter.
The copyright information can be reconstructed
from the embedded random sequences at a later
stage. There are cases that the copyright infor-
mation can not be reconstructed, but these cases
may be resolved by using the efficient error
correcting codes such as BCH or RS.

To close this paper, we remark that in this work
we have considered only the quality level of the
JPEG compression algorithm as a parameter. One
may use different parameters related to image
processing, and these parameters might provide
equal or even stronger robustness against various

attacks based on image processing.
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