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Abstract

In this paper we propose the verifiable self-certified schemes(key distribution scheme, identification

scheme, digital signature scheme) based on 7th—residuosity, which make up for defects of Girault’s
self-certified schemes allow the authenticity of public keys to be verified during the use of the keys

The security of our schemes is based on the difficulty of 7th—residuosity problem and discrete

logarithm problem simultaneously.
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[Fig 1} Verifiable self-certified public key scheme
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AR A Ale] wha)2 fuc) e glejel
4 SaE AMle) BUsle Adsha AR el
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Az AEE ALEAF AS] AIR-S gl §F ¥ A}
421 Ael AHAR D%} %—711?] Pag ol88}o

(h(IDA) Dh(b* 1) (mod n)e) i
A% ix9F (h(ID4)Ph(b>)b**y™) (mod n)

e AALE N7 A4

[Table 1] Verifiable self-certified public key generation based on )’th-residuosity

ea= h(P,) = h(b>

g A A4 4
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isa X
| — ia xa A

Wa = (lA, XA)
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[Table 2] Key distribution protocol

AEA A A4 B
Kag - ia, Xa, €4 Kag '
= [(h(IDp) Ph(b>)) - y" - x51%"| > | = [((IDL) ®h®b™) -y - X1
= p > (mod n) I'B' XB, €B | — p S+ % (mod n)
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2 @ ] ZEEge thest gk

(|4 1)
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st oAk AdlA) At
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sled (ia, xa), ea, zE FHSA BelAl A53
o},
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[Table 3] Identification protocol

94 A

4 B

Sa €r [0,f—1]
P, =b°" (mod n)
r €g [0,f—1]

b’ (mod n) R

=
lil

e

z=r1 + Spe (mod f)

—_—

-

(iA, XA), €A,
_—

e &g [O,Zt-l]

z | R= [(h(ID,) Dh(b™)) -y

x%1° b* (mod n)

4.5 CIxE MY Z2ez
A48t A7h BE mel 4L 59 A} Bel
A Adelnal @& 9] T2 ese et gt

(A 1)
AHAE As [0, f— 114l W re Ad™
3t RE& Akt

R = b" (mod n)

(34 2)
3 ed vkt o] Akt

= h(R | m)
71 he %9 4] gaelet

(24 3)
AHEAE Az =1 4+ Sue (mod )& AXE
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St
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AHA B [(h(ID,) @h(b*))y"x%]° b
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3 ol IANNE AEFoM TLETolq ALE
HUd 3718 YA el + g},

Pap = [(h(IDAm))@h(bS““’))
xA(B)] ' (mod #)

= po (mod n)

eA(B) 2 h( A(B))

sle] Alo] Aty HEHY TREe) oF
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[Table 4] Digital signature protocol

At A A1-4-2+ B
S, €x [0,f—1]
P, =b"* (mod n)
r egx [0,f—1]
R = b’ (mod n)
e = h(RIm)
z=r1 + Sae (mod f) (ia, Xa), €a €, Z’: R= [(h(IDAd) (‘Bh(bSA))
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e WRImAZF
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AANZE FAN7] HRAE 1A oJodfrel ZukE &
uhalol] A4l 71Ee) 2 sl ApE ox" A9
=9 Alekslsict. AR¥RE wAle] b2 mate)o
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ALgAke] sRelaE A wel TS ss el A
231 QlZ Awel HAE Fhedt HTE S
2 FgHe|c}

e
Rl
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