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on Immune System Model
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Abstract [

Computer security is considered important due to the side effect generated from the expansion of

computer network and rapid increase of the use of computers. Intrusion Detection System(IDS) has been
an active research area to reduce the risk from intruders. We propose a new IDS model, which consists
of several computers with IDS, based on the immune system model and describe the design of the IDS
model and the prototype implementation of it for feasibility testing and evaluate the performance of the
IDS in the aspect of detection time, detection accuracy, diversity which is feature of immune system,
and system overhead. The IDSs are distributed and if any of distributed IDSs detect anomaly system
call among system call sequences generated by a privilege process, the anomaly system call can be
dynamically shared with other IDSs. This makes the IDSs improve the ability of immunity for new

intruders.
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