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Study of X.509 as an infrastructure of a public key
certification
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] RDN :
usa Canada ﬁombardier Inc
u.s General Canadian Bombardier
Government Motors Government Inc RDN: Lo
CN=Louis Riel
/ E
Attirbutes
Common Name Louis Riel Tel. +1 5149876543 ]{)g=CA
O=Bombeardier Inc
Email Iriel@bombardiercom Title VP Matketing CNAL outs Ried}
Z1&l2-1 X.500 Directory information Tree
Zteoh. Riel®|#] DN o] RDNES AA
2 fE23g Az#A Country= CA, Certificate
version
Organization= Bombardier, CommonName = : :
Certificate serial
Louis Riel ¢]t}. number
CA's signature
. . algorithm ID
2.2 X.509 version 1 # version 2
CA's X.500
name
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T1212-2 X.509 version 2 certificate
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+ Version
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+ Serial number
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CLR
version

Issuer's signature
algorithm ID

Issuer's X.500
name

Date & time of
this update

Date & time of
next update

Certificate | Revocation
serial date
Certificate | Revocation
serial
number date Revoked
- " certificate
:
Certificate | Revocation
serial
number date ),

Issuer's private
\\ key

T12i2-3  X.509v1 CRL format

2.3 X.509 version 3
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2.3.1 Version 3 Certificate Extensions

Certificate policies and policy mapping
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D trusts E
subject to
conditions X

a trusts D e

P
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E trusts F

subject to
conditions Y Ftrusts b
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@ condjtions Z

b@foo.com
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JJ2i2-4 A progressive-constrained trust chain
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2.3.2 Version 3 CRL Extensions

CRL number and reason code
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F 7 #3A4e B HAHY CRL #3&
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CRL distribution points
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4+ A g dE Bl CAx A # %
AMell 3] 98 CRLE& AFE #Hojet. Aga}
b 24 RA2RE ojd Aol WY WA
€ g9lstxn A& 9, 29 A HA CRL
Bo #ARA e CRLE ¥<l37|g shd g
CRL& thrt S Wi A3 Aol o
Holet. o] FW A 23 A B Yoo
o% st & CRL) $IA® 4 Uk 2
el aes AAd & UR 2E e
HAY doig xesjof & "e glo] AF
%a 9 4 A

Delta-CRLs

o] #7342 CRLY IV & Folv o8 Wy
€ AEdch "M CRLE ¢Fd:= A B}
CA: ©x vhxztes HA CRL U%¥
F2 UAY H3Ee aEE AFII] W
3 §ich A7) A48 CRL H o] E{u] o] A8
A E ALgAELS AAAZ I ggZe
o}7]7] ¢13l AHA| CRLY RE JdEIUEL A
o g2 dof & Yo gleo] 1ES
AEEE AT S+ 9l

Indirect CRLs
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O(itu-t) 1 (1s0) 2(joint-iso-itu-t)

//// N

16(country)

SN,

A

1(organization)

VNN

45356(the CA)

/N

1(algorithms) 3 (policies)

15(the policy)

Jelg-5 ASE(Object registration)2| o
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OID2| £]m| & ot W& OIDE HE Albgtel 23 2 AedMe %A X5097F PKIY A&

AT 4 Sl el sie

o olH R Age 47 sherg 4 AUk

3. X.5099] PKI 7|& EAE

H3-1

X.509 PKI2| F&|&

sy

Versions 1.2

Version 3

Certificate

information

X500 names. CA & subject HAE,
subject FN7), 87178 2 &35

A CA wide] A wASHE

CA arrangement | WS Ud A272l AR | waAEHE zuse 9w A
A4E ARl 728 A ged. | FEZH A E
CA (=
Subject (- CAE At (subject) 22l3 A}4-A}E5o] b=},
User relationship
CA (> |4 ASAE Hel® @ CA® 2UF| 4 AHgAE AoJE & CAS AT
Subject {-» s Q789 CAEL Y4 22 27H0 CAEL o994 1%
User (swbiec)3} & CABFHS AgBA | o N8E Y4B GE casAA
trust relationships | & B¢¥ WAUEE 7R dech | AUA o A& A & o

Offline. 2.5 wA]x] 2} 2] A

el AA=2 e H]%_% Offline, T2} o} Holsz 9o
Certificate A FEA BIE IS e %3 onlineo ¥ o] o]
validation method | v} 2 FHAM7E 7}A 29 A 4 9l
CRLo) 5334 te¥ s
Aol oa) ol fel2ch
Certificate CRL(certificate Revocation| ¥43% CRL ®|HY&22 Online W
revocation method | List) Hol BAg 23 HYdS gl

Identity vs.
credential

certificates

Identity &% A{9t 2| 9. Creden-
tlal{ A1) 29 A= X.5000 8 8
geg]o fodAd £ g}

F2 identity 2YMEE 713, ojd
EFEL credential® 7]%& Al Es
71 %ol b8 credentialFHA &
Agses &34d 4 v

Irrefutability
and strong

authentication

X.50090 =8]8} & A 15
2 e, CAxE 29AM7l 2§
2 A gEE oo

7} w3

fi

CAx oAH3 FPAe) FHA
Aol glek. AT #lX.500% A o)
AL o ZE A B

In-band vs.

AR E S

Holx 318l CAZ]E out-of-band@ <de]of &}, wil

2o dF¢E P

out-of-band OIDE9] #4A A4 AMzg #aol Ao = wulek ocut-of-band
authentication |$41€ IJQ9 78 38,
o & 71 e n:]x_q‘o 2 ¢ =
X0AEAZE HARA 2 US| oy ne 9w Avg A2
Anonymity Axzut iAo o} (X.5009 &

g 4 9

GEA 7R AHR A g (E3-1DE
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4. Privacy Enhanced Mail

E Ao A]E= X.509v1e] 7]¥FEF Privacy
Enhanced Mail PKIE At# ¥ 3z} 3hc},

4.1 PEM9| 7§

Privacy Enhanced Mail(PEM)< 19934 %

237F 74 AR el 97 AdEY =
o2 AGH PRI, o) AL AT &
2248 Abgstel AEY AWl A4,
Z wAR FAANBA aslm Blulx
(non-repudiation of origin)& A F3|Fc}. 2o
2 PEME sk UEY P AL
o chebar ol frol o) 2 mE:E AENAL
ol A &5 dstet. A<LH PKIZF T
o AP Al Faol AaA g Ao
= Bge) Hgdr) HEolct.

PEM PKI: (Z34-1>8} o] 3134 CA
A272E Aeet I49 FE: A
A2 712 7] & (internet policy registration
authority, IPRA)¢|t}. IPRAE A A Qe
det ZAd 29 FAe $Uv PRAE
WA AHA Z7 7] BFE(policy certification
authorities, PCAs)g 293 F. 7zt PCAYE
it} SAE 57 A48 fdoln poas)
s 2% CA 2AEE FHAES. PCA
g AmEe SUA g Ao 594
oz oE YA 74N We 4o PoAFol
A3 =S 7=t PCAE offel e
CAY ©& CAE°Y PEM Al4AEE 549
8 2 4 Ak

l)l

(PCA)

N /\

&
@ [user | [user][user] | user.l [ user |

Z1214-1 The PEM CA hierarchy

ol FF/2 CcA vid2 ZF NAE Abolel
AFTz7E EAH A Sotde. oA F Eo
S Moz FATl Z1kbxA e 3
FA AZFxE AHEIES AL 4
ol Fxz o]RoHQe. 1WA 2 AF +
2 4¢ 2 £33 £ 9d 2 AdEA

AZ 728 2L A9 /HAA gedh
& X.509v1e 29 AN T GAYS

Z1ER oz A3 A %7 “R-‘?-fﬂl PCA
9 AAEL AdHYL RFCES
Aot el AHEAHES 253 d
E¥T ofdeEl o8 PCAES AHAEEL $A
7t7ke]l 81 U=F QT "

2oz PEMES ¥ A X.509v1
& AL A=dnw 4 AAEAEA
CAE. PCAE, IPRA)o|E X.50000A Hulg
Ifo]F(DN)o] et CAE 37 A
o] PCA¥ CA® DNeo| #d¥x& AA3}7]
A IPRAC] o3 {AIHE dHelHMo]l
of AoE g} =g CAEL 159 DNES
wetol 3, CAEL W42 DNe| AFAHe
(CA's) DN& ot FH A6l Mg

DN dleJE{W o] 2y =AM EAs o} 3=
X500 2] BF w o] 27HAS. o
W T PCAXE, 22 PCAol od % CAx
Z& DN& 7FAA ¢4A%h PCAEL ¥ =
2 o]F I dZAHA Y FEEA =

mlo R orlo
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M CAEE FHIES 2757 9 R,
2L X500 dH 2] Fe] o2 o) &5
l %471 d e, PCAE 2}o]2] oz CA

NES #9482 93 dele F9 $4
?J'-"l L7E9. = A 98 CAEL 2L
DN¥ T#% 4 e 5HY =2 Qv 2
WA delEml ol e 28E FHsol & W
27h e He AR A2 [RFC1422]9)
3422 AL B3 tg 4+ e

-l

lJ.Ld

Y

4.2 PEM9 £
PEM 349 o @¢ nedFs 94
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4.3 Privacy Enhanced Mail PKI
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