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(Science U. of Tokyo)

Harpes®} Massey7} A|<t3h Al¥ s 54
€ U3 E partitioning 4L 4FH A
837 &3 ddg ¥t 4 Ad 4
o BFUAE o4 AYAETH
o o] FAE VAHEFHLE ¥AE
2|8} sieve & A3 TAFAlel partitiong]
MIE =¢)38}37 partition 18§
Agon F7 ehemdE AYTAAE
A48t MEL partitioning FHE Al
et FrEAE B e o
s =gel 2|3 5913 2 =2 DES ¥
Aol "aw ARSI} AzEGE
Ag gelstech

AEFTAY/AAGFAYA HE HAA
H7h Aee] SEA oshe]

(Effectiveness of Outline Measures of
Strength against Differential and Linear

Cryptanalysis)

Yasuyoshi Kaneko (Science U. of Tokyo),
Tsutomu Matsumoto (Yokohama Nat 1 U.)
DCst Lool de erHAel Wb Ax
24 ARRAS AR 49 %
29 HAAz Arse o AdEQ
H7+E flgte] A8 7} Feistel &&
JelolA Bheze Zobgel Be A
49 414 Wk Al

249 xS A

LN

AR/ A/ AR/ B AR A
& S-boxe] T

(How to Design Secure S-boxes against
Higher Order

Differential, Linear,



120

EEHHRRES &L (199

3)

D)

E)

Differential, and Interpolation Attacks)
Shiho Moriai (TAO)

B ¢tz A HAHA AF7HA
29 BE A A FE HHLE
waslof s Aol AAAY) PazA
olc}. DC#} LCell 73t 42X Galois
Field Aol power 47} &3 glon}
o] I+E o)4F BY I3yt A
AEgAet wt A sl o5
g A 7E 3= DCS) Leel| 388 73
EE 7IA 3 1A DOY AR A 7}
g g FAHE At

249 S-boxE o] 4% = F49
FA A Feted (1D
(A round function structure consisting

of few S-boxes (Part II))

Kanda,Youichi Takashima
(NTT HI Lab.),Tsutomu Matsumoto
(Yokohama Nat'1 U.)

s geeA vAdy "), A
e wAYAR ()2 FAPE SPN
§e) 29 txs FAE o AF¥ o
4y B4 gRAE ST T2

£ Altstdoh

Masayuki

o

DES ¥e| 39 rHAde] 3 23

2% - AYTANE FHo) TR F
o) A -
(Notes on Security of DES-like
Cryptosystem - A Proposal of Common
Key Cryptosystem Invulnerable to

Linear Cryptanalysis)

Yosuke Kinoshita, Koichiro Wakasugi,

Masao Kasahara (Kyoto Inst. of Tech.)
AE FA e

dat=s FE= 48

= 7o 93le] AA o] vH]AIHA
€ ¥¥ 72§ Ao e
7)ol 23 swapping2 5 $IPA o

Session 2.3 ID-based 7] &l

A)

B)

C)

RSA ¢ze <hdAdE 7Ivtez 3
ID-NIKS

e

(ID-NIKS based on RSA Cryptosystem)
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(On the Security of a Non-interactive

Identity-based Cryptosystem)
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D) A H] 2]

&3 HHHY KPS (A
Study on Optimization of KPS for
Certain Services)

Tsuyoshi Nishioka (ADVANCE Co.),
Hideki Imai (U. of Tokyo)
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Evaluation of Security of E-money)

Yasushi Nakayama(Bank of Japan).
Kazuo Ohta(NTT), Tsutormmu Matsumoto
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in Untraceable Electronic Money)
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AZ3 A=A ¥F W4 (Hierarchical

Electronic Cash Scheme)
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Tomohisa Suganuma, Yoshio Takahashi
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on Electronic Commerce)

Yasuyoshi Tokutsu, Takayoshi Shiraishi
(Hiroshima Shudo U.)
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(Fast Micro-Payment Scheme)
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Session 3.2 Digital Watermark (I)

A)

B)

C)

A Digital Watermark based on the
Wavelet Transform and its Robustness on
Image Compression and Transformation
(Wavelet W3tol] 93k Hxd $JEn}
=Z-34F ¢b&, W3 Aelo] W& Robust
Aol o shed-)

Hisashi
Akihoro Yamamoto ** (Kyushu U.),

Inoue *, Akio Miyazaki *»*,

Takashi Katsura * (Matsushita)
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W3 ) s F S8 FIA4 AR
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Bit Frame Ate] ZA|A o] & o] &3}
Digital Watermark

(A Watermark Technique using Statistical
Difference on Bit Plane)

Jun Furuta(Min. of Finance), Kazukuni
Kobara, Hideki Imai(U. of Tokyo)
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Fourier H 3o
Watermark H}9

o1& #A4e] Digital

(A Watermark Technique for Grayscale

Image under Discrete Fourier Transform)

D)

E)

F)

Yoshihide Fukuoka. Kineo Matsui

(National Defence Academy)
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DCT& o|£3 Digital Watermarkel]A]
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(A New Method of Selecting Blocks for
the Digital Watermark using DCT)
Sun-young Lee, Hideki Imai (U. of
Tokyo)

DCTE o}-4-8 watermark 444 A BH&
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The Distribution of DCT Coefficients
to Embed Digital Watermark

(Digital Watermark® ArJ3t DCT A
9 Bx)
Takuo Mori,
Tokyo)
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=2 HElg |43 AN =EE Digital
Watermark

(A New Digital Watermark Method
using a Logical Filter)

Ishizuka, Sakai
(Mitsubishi). Kouichi Sakurai (Kyushu U.)

Hirokazu Yasuyuki
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A)

B)

C)

Private CAS] ¥ 3 97}

(An Implementation of Private CA and
its Evaluation)

Akiko Tsunoda, Akira Nagai, Toshikazu
Yamaguchi, Ikuro Oyaizu (NTT)
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& (Private CA)E T+ & sl A
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4 9 £ 715 FUsT Brhshae

WIDE X2 A E .«
A 23
(Management and Study of experimental

CA in WIDE project)
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[«]
&+

Mine Sakurai{( NEC),
(Meiji U.)
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Hiroyuki Hattori

7wtez &

(An Implementation of Authentication
System based on the Separation of

Three Authority Model)

Yuji Suga, Shigeichiro Yamasaki,
Miyuki Murakami, Keijiro Araki
(Kyushu U.)

X509 9" FHAME o] 4T AdF W
& o domainell & AHg-ol E7hs
& Aol sl 3d ¥4 =& A<t
o FHAMd frad &= JTE FH
A gl AblstE Aol el o]gHT

D)

E)

F)

& 3UAS 2egezy 129 29
NE B4 AuAE HES 39 B9
=g FUHT $sa

A Development of Generic Cryptographic
Service Mechanism Open Distributed

Network Computing
Sang-gi Lee (KEPC),
(Taejon U.)

A AFY $AA gs Auag
A Z3E GSS-API, GCS-APId| gk
78 A3}g Bustye

Yong-rak Choi

Internet AFe] o=l Eaiu}ale] 17}
(Evaluation of Anonymous Channel in

the Internet)

Kenji Seo*, Hiroaki Kikuchi®, Atsushi
Fujioka{NTT). Syohachiro Nakanishi®
(Tokai U.)

A WAL FA1Ake] A (o, WA}
AbA el A Fol R}, web browserd)
client)& ¥ ®37] 98] public web
proxy, anonymizer,
crowds 52 ¢=A
& va3aH.

onion routing,

o A= Sy &=

A% Agael Qe gy
(Communication with Anonymous
Users)

Tsutomu Matsumoto, Kensuke Shimizu,

Katsuya Okamoto, Daisuke Inoue
(Yokohama Nat'l U.)

NRE 2Aht A FES A A4ER
b ejges Frlse AgelA el
AgRel A Qe Aae T A
23 ¥ el Wt TAss.
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Session 4.1 E}¥U¢FE (1)

A)

B)

C)

Efficient Construction of Secure

Hyperelliptic Curves with RM family
(RM family& o] &5t Qi g 2ehe)
sae] mgH FAY)

Hiroti Kawashiro, Osamu Nakamura,
Jinhui Chao, Shigeo Tsujii (U. of
Chuo)

Zeb] FA 42E FA4 Al CM (Fermat
Curve) 9] genus 291 ZEelY FAE =

o A ek

Design of Elliptic Curves using CM
Tests and Lifting

(CM ®lAEs9) Lifting o] 98 <hx &
SFAe] FAYe 28 2D

Kohji Sobataka,
Chao,

Osamu Nakaﬁlura,
Jinhui Shigeo Tsujii (U. of
Chuo)

CM el FAL 34 gl F3A Y
FAel 43 A 93 CM test algorithm
o] AltEe] glet. o]#A CM field
algorithm< F4 ANz st AAleF
of W TAF Al =g Harst Q)
o #F3A el G dAlez CM test
o} liftinge] &3} CM ElIFAHE 7%
& e A,

A gz seele A (Schoof
g3 Fe )

(Choosing Parameters for Secure Elliptic
Curve Cryptosystem (Improvement on

Schoof s Algorithm)

Izu, Kogure, Noro, Yokoyama (Fujitsu)

D)

E)

7]1&2] Schoof e &Eel 1 N3} o
o
e afHoz 23t ALHA A
Zhll 229 5 Alate] 753 W&
Aerstz 2 A 240 W EAA A5A
2o B ZAE f4A FA el sbssk
A At

isogeny cycle ¥, match and sort

ZEb 24 A olab W4 EAl 2
Az 8 A A #& A

(On Security of Cryptosystems based
on Discrete Logarithm Problems over

Hyperelliptic Curves)

Kingo Kurotani, Kazuto Matsuo,

Junhui Chao, Shigeo Tsujii (Chuo U.)
generic 3 FTAE WA kol e} F4
o] Zetd FA A9 oAl A EAl:
A o] BAH ek vt FH e
FTAYS 1319 FA 97 AAdu
€ Hrhstd oy FUT FAL o4
HEAE B e APl <
A& A=3td

[

»7 Aol 272 & RsAY e
SETIRE R R

(Security Analysis based on Diophantine
Equation for RSA-type Elliptic Curve
Cryptosystems)

Yukio Tsuruoka, Kenji Koyama (NTT)
e}l FA y'= x’+b mod ng o £3
RSAY eddsE FHFAA o &3
74 sud YrRozyE HEs
Far BAL A Aol B4
Hode Foe FA (Mordell®] ¥4
WA FHHE AL AAEE
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Session 4.2 ¢ &3l A (111)

A)

B)

C)

D)

EAA WS o843 (3= Hrt
A8 A 2H

(A Cipher Strength Evaluation System
based on Statistical Methods)

Yukiyasu Tsunoo, Ryoji Ohta, Hiroshi
Miyauchi, Katsuhiro Nakamura (NEC)
23 gxe) =g Wrie) Sled 9
2479 £A4 S4¢ 339 Aoz &
Nete =78 sty e Ee) vm
HE 284 £ Uz A=

£A4 wyel 9% U HrtY

0‘}1
(A Secure Cipher

Statistical Methods)

Evaluated by

Yukivasu Tsunoo, Hirovasu Kubo,
Hiroshi Miyaguchi, Katsuhiro Nakamura
(NEC)

$A4 54E WIHe Az 2
d3z 1288|E 7|9} 64n|E BHE zt
= CIPHERCORN$ 7iut A& A4

ahedoh.

Y AFH 9% BY e A=
Ay
{ Experimental Results of Cryptanalysis

of Block Cipher on Parallel Computer)
Takeshi Shimoyama (TAO)

DESE LCel|l 93 s 5A] 2xkA A
Qo 3= W4 A Pye 29
AR HSehe g e A

Ay Ry A3 s F el
DESY &= Ay

BREL!

(An Experiment of Linear Cryptanalysis

for 8-round DES using Chosen
Plaintexts)
Kenji Ohkuma. Seichi Amada(TAO).

Toshinobu Kaneko (Science U. of
Tokyo)

A 2HE o] olm] AM<etd MEAPEYH MY
5ol 2% agAde sty A3}
o] 85t DESS| 35 A¥& & A3 7)
F9 FAEH P HEC] 1142 &
4 e A€ FHAsidH.

Session 4.3 A Ao}

A)

B)

C)

A 2] e AT SY g2 7
A ello) A=

(Access Control Agent of Distributed
Files)

Shigeo Kitazawa, Eiji Okamoto (JAIST),
Masahiro Mambo (Tohoku U.)

A ool HES ol g3tel A xapel
% AbgAlel AHgUE Aol 3 B ol
44 FA7t 7hs gt g Algksla o

A Mg ol &3 AU Ao

(A Copyright Control Method based on
the Access Control)

Hirostugu Kinoshita (Kanagawa U.)
Azel Ay Bs oz oA
A1, concealed image, digital watermark
W 2 AL Al WHE o)43)
= wb & A elsliT coloured Petri net

€ BUAAA HEl o] 43

A Agp G2 Aol wHle) 1

(A Note on Object-Oriented Access
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3)

D)

E)

A)

Control Method)

Tomoyuki Tada (ADVANCE Co.),
Hiteki Imai (U. of Tokyo)

29 A% dolE welss A2 Ao
Ao Aehed mAHA

% BAE o438 Ayt 2} 1 A
SIE?
(The

Cooperative Relation based

Authorization Model and its

Mechanism)

Takeharu Kato, Masakazu Soshi,

Mamoru Maekawa (U. of Electro-
Comm.)

BA B QoA 2AY TE
el qle] A security A o] wWFA]eA] <1
7 =ag Adse.

e

(Consideration on the Access Control

N
Y
S

System in the Flexible Organization

Management)

Takashi Tanaka, Eiji Okamoto(JAIST),
Masahiro Mambo(Tohoku U.)

QERE BY o1F 2] QA A
& AT A FA9 A DA 7
33 FA0 FAZE n3dE WS
A ebst o =t

Session 5.1 <A A

BBS 4471k GAD she AqA7) e
iidAd g o] 83 d4A AE
Test of BBS

Chaos

(Pseudorandomness

Generator and Discrete

B)

C)

D)

Generator based on i.i.d. Property)
Tohru Kohda, Hirokazu Soh(Kyushu U.)
BBS A7), oAb 7o A7) Y
gEAel 948 ¢4 24719
FAMz v w3

LidA &

Jacobi AQe) AT tzabd A
o #&% 1A
(Consideration on Quality for Random

of Jacobi Sequence)

Takanori Niwa, Akihiro Satoh, Ichi

Takumi, Masayasu Hata (Nagoya Inst.

)
o]x} el FE o] 83} Legendre Al
acobi A2} el o3}

e}A 3§t Filter Generator®] FAIW

(A Method for Constructing Secure
Filter Generators)

Kouichi Sugimoto, Tetsuya Chikaraishi,
Tetsuya Morizumi (Toyo Com. Eq. Co.),
Takashi Satoh, Kaoru Kurosawa(TIT)

B F3 LFSRY| tapping point 92| & v}
LFSRE °| 4% filter
generator®] FAIHel w3l A<ttt

I modular

W Ad 3AE zed Ay §
ol #H3 1F

(On Non-linear Functions against
Differential Correlation Attack)
Tohru Sorimachi, Toshio Tokita,

Mitsuru Matsui( Mitsubushi)

4o A AR W AN
A3 combiner®] AA FA& AAFD
5% wEULE Axg An

dl

A4
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E)

F)

700,0007] &) k38 vl s =x)
& st

A7 227 Fze Zr Ay ga
o mi

(Nonlinear Pseudo-random Sequence
with

Generator Self~Organizing

Structure)

Takeshi Nagao, Ichi Takumi, Masayasu
Hata (Nagoya Inst. of Tech.)
Frdygez 43y 2L e 27
gz st 4A
2H & o] &3 AltEsdet

ERERINRL

Highly Nonlinear t-resilient Functions
Kszoru Kurosawa, Takashi Satoh(TIT)

resiliency®} nonlinearity® tradeoff®] 7}
A& AAMNETZ ¥L resiliencys
nonlinearity & 7t H-g& 849 FAH

< A<kt

Session 5.2 7] ¢ 7] Bul) 1 7| 23

A)

B)

7] B4 7158 2e AEY A2 Archive
Server

(Internet Archiving Server with Key
Recovery Function)

Masayuki Numao, Yasutomo Nakayama
(Japan IBM)

7 B Aol 27}
g Holg BE Jyx A £

Aol A3t Altatde

JdEilE F
AE

Binding RSA ®}A] (The Binding RSA

Scheme)

Mototsugu Nishioka, Hisashi Umeki

C)

D)

E)

(Hitachi)

key escrow& $]3&led ElGamal 3l
A delEY HzxE HE2E 5 Y=
binding 71§ & A 3}e] RSA gzollA
% bindinge] 7hs8 W& Alehsigdo

FAHZE FAldl leiA 71 $lE wbde)
ks

(Notes on International Key Escrow

)
2

System)

Tkuko Kuroda, Masayuki Kanda(NTT).

Shingo Miyazaki, Kouichi Sakurai

(Kyushu U.)

Miyazaki-Sakurai[ [SEC97-33]7} Al }3}

FAZE 71 A" Aol qleiM H A

€ FE}E $5teq $41A7} LEAF A

A& WAShE 9 o] wiyle] A4
R 7Y ARAEE HFEE v

27 BAPEE Algksied ).

A Key Escrow Scheme for Real-time

Monitoring
(A AIZE ZHAT A gel 7] 1= W)

Masayuki Abe. Masayuki Kanda

(NTT)

(D4A71 el ANZE 24 37} 7
B (2) ZASS} Azkel AR A5
o2 A #bs (3) AR 44
e 5% %z Adg Qe Ae
BE () $A049 2RE AE brd
7 % e s 2= ¥
NTT7} oleigh A2l Foste &4
3 e eds &7 = 8
= 7o g Al A

A Group Key Renewal Method Suitable

for Mobile Telecommunications(I)
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3)

F)

(o] 5 FAll Mg 1§ 719 A4
u)
Natsume Matsuzaki, Jun Anzai

(Advanced Mobile Telecomm. Security
Tech.)

A WEHIT Al A DRvlel
F3te AHEALE AlQstE. Vel BE
AgAA A TEIE AARE 187
WA ubg & A <bae o

287 #EwlE Zurslx Compactdt
CBT 749} wAA8 A5 ZzH2 o
Al A]

(Compact CBT-Join Message Combined
with Group-Key Distribution and Post-

Process Messages)

Kanta Matsuura *, Yuliang Zheng

(Monash U.), Hideki Imai =*(U. of
Tokyo)
AHY AdEY ZzeZ2 IPvedA

multicast ¥FA]2] 7] Hu] ulalo=
CBT (Core-Based Tree) w|A] A<
compact3}& ¥&3 1§ W $£5AR
IH7IE st Aol 75 WS

A dstad =t

Session 5.3 v] Y B4k

A) uid BAde] A e 2 g2

3} (Visual Cryptography by Stereogram)
Shinichi
(Kyushﬁ U.)

34 Gue YA%E Ased SZel:
Azz FHNH 7tzz S
W g Aletae

Matsukawa, Setsuo Arikawa

B)

C)

D)

E)

Proposal of a Lattice-Based Visual
Secret Sharing Scheme for Color and
Gray-Scale Images

(22 % gray-scale Aol A 3le
lattice® |48 AZ2EY WY B
2] Algh)
Hiroki Koga,
of Tokyo)

J 7HA Ze el H (kn) VSSS
(Visual Secret Sharing Scheme)2 A}t

shaleh.

Hirosuke Yamanoto (U.

MDS Secret Sharing Schemes Secure
against Cheaters

Koji Okada, Kaoru Kurosawa (Tokyo
Inst. of Tech.)

vl At el A
AE wE3Ao.

2 #

$4 v B GHAH B
(Efficiency and Security of the
Dynamic Multi-secret Sharing)

Yuji
Tokyo)

Watanabe, Hideki Imai (U. of

A ALE o] SCIS 9741 A olm] A|etat F
A wel w|wW RAMPAS sty &
&5 & ey

A Practical and Provably Secure
Scheme for Publicly Verifiable Secret
Sharing and its Application

(4 59 % A8 AF e
g $ARe] 284 AEY)
Tatsuaki

Eiichiro Fujisaki, Okamoto

(NTT)

Eurocrypt' 969l A Stadler”} =3}
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F)

PVSS(Publicy Verifiable Secret Sharing)
RN A 29 A 2 fE A
Aslz PvSse] MAE 31 &EH
o FAYE ALt

v FAb ol 2% o FAl

(Anonymous Communication Using

Secret Sharing Schemes)
Hiroaki Kikuchi #,
(NTT),Kenji Seo *. Syochachiro Nakanishi
+ (Tokai U.)

Atsushi Fujioka

Session 6.1 A4+ & &

A)

B)

A% 7z ¥ ol Ao

(Meeting Number Distribution of

Incidence Structure)

Tsutomu Matsumto, Shuichi Hayashi,

Shingo Inoue(Yokohama Nat'l U.)

7] i Ao &gel Fhed 209 2
& Fzol oM Az B FAe] 5

Stamp-Martin Q18] &2

FA e APl o3t

(On Generalization of the Stamp-

dnkstet 2

Martin Algorithm with Computing the

Error Sequence)

Takayasu Kaida, Satoshi Uehara,

Kyvoki Imamura(Kyushu U.)
F7] Adel] 2doA k-error

complexity®] IT&dAby

linear

Stamp-

C)

D)

A)

Martin ¢ 3122]&& nonbinary2.9] ¥4
€ Y3 32 GF(3) A9} AAH & Al
slg ot

SRIFAL 9] oAt dh4 Aol Wt (D)
(Remarks on Elliptic Curve Discrete

Logarithm Problem 1)

Taichi
(NTT)
MOV reductiond] <3 e} IFA
oJAb 4 FAIE HE Al FAHE &
A 2] =77t HeAept fadtde
A& A|A81, Schoof?] AEA #HEE&
A4 7} &kl =t

Saito, Shigenori Uchiyama

A Fast One-Way Hash Function Based

on Cellular Automata in GF(q)

(GF{q)Ar2] A3 Cellular Automata®
o4t 24 Wika A4 T
Miodrag Mihaljevic( Academy of Science
and Arts,Yugoslavia),
(Monash U.), Hideki
Tokyo)

Yuliang Zheng
Imai (U. of

GF(p) AellA]l A3 cellular automata®
ol g3t AT FAAPA 3t Al
tetar FAE 1-way 4L o
Z FAe A F = A& A Al

Session 6.2 ¢ x&#MA (IV)

33 AALY Babze] #¥ 1A (A
Study on Complexity of Enciphering)
H. Miyano(TAO)

w9 Gz Gu4 W GYez A
A olgde BHAA A7 Axe «
77} Beshohs We Fssch
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3)

B)

C)

Time-Memory Tradeoffdl] $J3F <3 7}
= 937 59
(On the

Power of Time-Memory

Tradeoff Cryptanalysis)

Tsutomu Matsumoto. Takashi Hara,

Njun Kim (Yokohama Nat'l U.)
TMTOE FHFl ool AW Adw
A 2 7 AN DAz FAdH. 7]
A A A L o] &3 WHE
A b3kl o

Asgel o
FeAEHst 4Ae AU A=

Time-Memory Tradeoff

(The Feasibility Study of a Machine for

Time-Memory Trade-Off Cryptanalysis)

Masahiro Iida, Takahashi,
Hiroyuki Miyata(Mitsubishi).
Matsumoto (Yokohama Nat'l U.)

Katsumi

Tsutomu

DES® TMTO &% 7|4& F3d¢& A
E & A} AFHE 80%. AHAAE 1
N, s EAZE 1A 7ol B3}l
33MHz A& LSI 7687]. 7] &
512GByte® 7}38lx A 742 23
* Workstation 165 ] o]tz FA3}

e},

Session 6.3 Y& o]E 7=

A) A’- code = Affine Resolvable + BIBD

B)

C)

Satoshi Obana, Kaoru Kurosawa

(Tokyo Inst. of Tech.)

ICICS 979 A ol®] Lwg Y43 5
3 Aoz FHA AR I affine alpha -
resolvable designe]ejot 331 BIBD &

2715 HAo Dok,

On a Fallacious Bound for Authentication
Codes

(2330 SleiA HBAY o F BH)
Carlo Blundo, Alfred De Santis (U. of
Salerno), Kaoru Kurosawa (Tokyo Inst.
of Tech.). Wakaha Ogata (Hijime Inst.
of Tech.)

De Sorte?] *=%(Vol.3, No.3,
pp.173-186, J. of Cryptology)el| A
52
2 F7h Aes Adstz guhe 8

R REEE

1991,

ol &
LY

substitution success probability

SO

1 ¥jES 7] Ffol 2 FET 7=
o] W w) 4ol o shed

(On Dealing Necessary and Sufficient
Numbers of Cards to Share a One-bit
Key)

Takaaki Mizuki, Hiroki Shizuya, Takao
Nishizeki (Tohoku U.)

FA74A et AAH oz ARG 5
A F7 =3AA st=E iE
W =E ARl AL Ay o]eA
A% 1 v AuE FHHLA Y
oY Bu) Ze=ge) EAM WG
g2 3% 24 A

b=

S
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D)

Self-synchronized Message Randomization
Methods for Subliminal Channels
(Subliminal Channel& $]& 2}7] %7
E AT oA A

Kazukuni Kobara, Hideki Imai (U. of
Tokyo)

subliminal channel® E&e] v]® w4
Ag 4 AL e AdE +E 20
¥3tedof shn] 4 wWRT] o FW
Zhell 27] F717F e ¥ g A<t
g},

Session 7.1 Y4 E (1)

A)

B)

C)

b2 59| §-3H A Alell Jacobi eFA|
7} almost primeo] =¥ Zel{IA

(Jacobian Varieties of Hyperelliptic
Curves having Almost Prime Order over

Finite Field with Small Characteristic)
Izuru Kitamura (U. of Electro-Comm.)
pIgcR-3

fau), deg f = 2¢
A& A

GF(2") (n& A&4) Aol
TR = e vi+vs=

9] zehe)

Rk

o] &3 F/7 =z (2)
(Public Key Cryptosystem with C,,
Curve (2))

¢, FAE

a

Seigo Arita (NEC)

S 2epdSAE I WS

gz W FAAd C, AR

Jacobian ol ¢leiA 7HAME x )
e WE AdEn C,F ol

'ér7ﬂ7] G2 E At

Factoring to

F.educing Integer

D)

E)

A)

Computing the Order of Eiliptic Curve
over Z, for Composite n .

(Z, 23l EFAFA2 4 AxG <
& 22 $7H4)

Noboru
(NTT)
A4 noll A3t ring Z, Aol A E}%l
del Ae AN BAZ ng &

Kunihiro, Kenji Koyama

& g A ALY 5AYE
298 & A5 Aol spsd &
% ok YAR

Efficient Elliptic Curve Exponentiation (II)
(L&A (A3 2] Ae5(ID)
Atsuko Miyaji (Matsushita). Takatoshi
Ono
Res. Lab.). Henri Cohen

e BA 4 Q4 ez Mze
FuA £ FuAE =433 7]
2 dael dez 4qdcs A
stedch.

(Matsushita Information Systems

e M M9 v

Digital

SRR

(Comparison of Signature

Algorithms over Elliptic Curve)

Kunio Kobayashi, Tetsutaro Kobayashi,

Hikaru Morita (NTT)

Okamoto®} FAR NY YA§ AT
HogelA bt GAY AR e
A 9} 3} 11, Pentium~-166MHz. Linux Atel]
A e} FA DSAE 30ms, A& HHA
< 60ms2 A2 g& Hlsgo

Session 7.2 x4 (V)

b FEE e Y g3el M
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3)

B)

C)

7k wpgel ohshod
(One Method to Evaluate a Block

Cipher Including Dynamic Structure)

Masumi Egawa, Ichi Takumi,
Masayasu Hata (Nagoya Inst. of
Tech.)

ANAHE BA Wy ez s
TFE2E Ze Y gt AdHANUH
2 Aol et spEEE T2

A% hede AAstae

SNAKE 429 <HiA #7b] A8 o3
(A Study on the Strength of the Block
Cipher SNAKE)

Kazunori Maekawa,
Yasunori Toshinobu Kaneko

(Science U. of Tokyo)

Hidema Tanaka,

Sato,

SNAKE AA A= 4 o] Abeldd x}4=7}
30 o4l Hof IA} AE FAH| H
Seztm F4% v, AaE

Aol metie H2 A5 AR F
Aol 7bgstetn FAsta. o€ 4%
371 #13te] F7b9] 77t SNAKE(2)
(8.4.64r)0] th3led 289 Ale] ROz
8ap 2HE FH 7HsdE Ao

SNAKE ¢3¢ n3t 34
(Interpolation Attacks of the Block
Cipher : SNAKE)

Shiho Moriai. Takeshi Shimoyama
(TAO), Toshinobu Kaneko (Science U.
of Tokyo)

SNAKES®] S-boxz GF(2")AH9) x'& A}
£33 3le d o ¥5E fYNe=
zigoz 3l B FAHE 7M5EE
Adstes. A m =82 A5 1= o

D)

E)

A)

3}9] SNAKE(1)3# SNAKE(2), m = 16
Ql A% 13%ke]dte] SNAKE(D)H 149
0]3l9] SNAKE(2)7} sl5¥ & ngo)

He §E Al 2% kDESY 8%
(An Analysis for skDES by Chosen
Plaintext Attack)

Yukiyasu Tsunoo, Hisoyasu Kubo

(NEC)

SCIS97| Al A|qt3t DESel shift <A
& Z7}5l2 chainF2E ZtE skDES
tze wisle] F7F 7)o AA AL}
dAst== g MY HE FHE AA

Ade AEg o8 Y 39 Jbe

(On an Attack for a Provable Secure
Cipher based on Chosen Differential
Text)

Yukiyasu Tsunoo., Maki Yamada

(NEC)

MISTYo| A A& FE& o435l FO
¢} FL #&49] =% 7154 HEdd
FLE4E 28 Hagsled FOF$ 2
2o H5e AFsdd. 2 8 T
ZE 7= MISTYY #HES 23 4
o]},

Session 7.3 1% "4

AR

e

499 2F 73l
uale] w3

(Authentication Scheme

4

.
A

based on
Classification Rules for Strings)

Minoru Chikamune, Ayumi Shinohara
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B)

c)

D)

(Kyushu U.)

Ao 8y 2299 83 Ao
e e 2] sty Bxdl
EFFAE dyoz Aswy d
Zg AgstE uh g Alglstg .

eag ol4T AP 97 A A
W A sde Ae
(A User Authentication System Using

Signature Written with Mouse)

Fanar Syukri Eiji Okamoto

(JAIST), Masahiro Mambo(Tohoku U.)

Agus,

vhtaz AMEEE gre R A
A& AFst w/s Al AY A F
Wl 87%NA 91%2 ZHFEel FAS
ot

A A b s A A w4
o) 34 WA

(Improving the Usability of Interactive

Human Identification Schemes)

Tsutomu Matsumoto, Nobuhiko
Tsutsumi, Kiyoto Matsui, Akiteru
Kamoshida, Hiromi Kubota(Yokohama
Nat'l U.)

Az Ao Wls ARYoz B
A& e R A AL slelg
F zA4el Hgel Ak oA W
MG Az e Adstss.

An Authentication Method with the
Help of Simple Storage Devices

(g vzr)dg FAE &% s
AFH)

Keiji Amo, Yuichi Kaji, Tadao Kasami
(NAIST)

27] 7% HHG Rz S

D)

O

o] &3l Zheksli HUE AW
£ A3 o] WAL HAYEE 2
NE e 174e AHEAZE e B
Z71 AR o] 7] A2}
Bz Wi Gy A
4% o AQsA Wz 7] el
Diffie-HellmanZ 2 £ &-& /Hekd 7 &
o] §-8hc}.

ofN

el 259 97 e

(Evaluation Criteria of Personal
Authentication)
Tomoyuki Suga, Haraku Misawa,

Masahiro Azuma (ECOM)

ECOMeA ¥4 AF2 Hrt 7&EE

T8 HE& Rydode. ok gqle
 (DAEA A (2) o] £ £

4498 WA (1)dXY HE=x

(syH=jAd ()R B4 ol

Session 8.1 ¥/M¥] 4 &

A)

B)

Fast RSA-type Cryptosystem using n-

adic Expansion

Tsuyoshi Takagi (NTT)

FW717F nel 2% n-adic ARl 2%
27kl RSA ¥ 37 dxA2"FE Al
otetad =

GFFol HEHh 18] FrlEiAE
v 2u3sl waw
RSA txs} $Usiam Fasigoh

Pocklington ¥ &
7] A
(Generating Secure RSA-moduli with

Pocklington Algorithm)
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Kouichi Itoh, Kazuhiro Yokoyama, Parameters
Naoya Torii, Masahiko Takenaka (B2 Felvelg o]43% ElGamal Al

C)

E)

(Fujitsu)

(1) Wh=A] 248 A4 (2) p-1 /p+l
A9 4TREE A VAdE
YgHoz vz (3) W TAYd A
B2 A% e AelRe BdE 2
= Pocklington®] & ©]£-3 RSA H|g7|
A4 e Areheleh

Church-Rosser SRSel| 242 3 ZJ)
7] dxAL 7] YA #g nF

(On the Key Generation Method of the
Public-Key Cryptosystem based on

Church-Rosser String~Rewriting Systems)
Taizo Shirai, Kiyomichi Araki (TIT)

'95  Oleshchuk7} A et& Church-
Rosser String Rewriting System2 7}
o2 T FN7] dxel A AGE A
g3ta wg7e} FAF] A HEhed
Knuth-Bendix®] completion &318]&¢)

fFrasiche A AlAsg

M4 Y Knapsack ¢39) iAol 28 A=
(A Consideration on the Security of a

Nonlinear Knapsack Cryptosystem)

Daisuke Nallamura, Yuji Tomuro,

Kunikatsu Kobayashi (Yamagata U.)

SCIS 9794 Hayashiz} letgk »jA
3] Knapsack 352 ¢tHAE 7HE3d)
2. LLL @3eFel dsteds <A
&}, Shamir?) el &e] 2& 103}
AR HEel e 3 odE A4

2=t

On the ElGamal

Small

Security of the

Signature Scheme with

F)

R
Hidenori Kuwakado, Hatsukazu Tanaka
(Kobe U.)

ElGamal ¢t2& A& A setdie} s
A717F Ae x5 #93c}t. modular
p ol W3t F42 Z7)7F O@p)el st
7 He Feldl AREA HUHRE
¥ $E82 ke v e Adstadd

Bit Security of an Efficient Probabilistic
Public-key Encryption

(&H g a9 vE )
Tatsuaki Okamoto, Shigenori Uchiyama
(NTT)

A7} olm] A& n=piq] £UAF F
Hell oL ZHAE N7 el o
sted p-R¥-Z EA (EO)
E(1) = gh' mod n is indistinguishable where

= h" mod n and

r and t are uniformly and independently
selected from Z/nZ) 7} o138 }= 7}A 8}l
semantically securedt &% ¢392 ¢
W& skl Al behsic.

Session 8.2 Digital Watermark(II)

A) Aoy} £-3F Ho)]EHE dummyE st

™43 Steganography 7|&
-BCPS-Steganography2] )¢t

(A Large Capacity Steganography using
Image and Acoustic Dummy Data -
Proposal of BPCS-Steganography-)
Michiharu Hideki Noda*
Kouichi Nozaki(Nagasaki U.), Eiji
(Kyushu Inst. of Tech.)

Niim *.

Kawaguchi®
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B)

C)

D)

elle Al v B o £ A E LA
Addte AEF Fxst 7y
(Steganography) 7oz 24, S4B
7 F ey A eiAle] ¥Y HRE
Sl waed dzgFozm AT
BPCS(Bit Plane Complexity Segme-
ntation)-steganography 7}%-& Al ts}sic}.

ol
o0& 2L

BCPS-Steganography 7]<2] A A4
#eel A=

(A Study on the Security with BPCS-
Steganography Technique)
Michiharu Niimi, Hideki
Tomohito Ei, Hideki Noda, Eiji
Kawaguchi (Kyushu U. of Tech.)
HqAg o] ojn] A¢k8F BPCS-stegano-
graphy®] FAA &, A3A7F AR A
2E o4 3 A= W4T A& Ay
doz Axstqct.

Miyazaki,

Lot Axe o] Digital Watemark®] WA
(Watermarking Technique for High
Quality Audio Media)

Munetoshi Iwakiri, Kineo Matsui

(National Defence Academy)

4 g ARE A¥EeEdy] A F

LCT (Linear Cosine Transform) *H %3}
A gl digEes Az AR F

A F34 A EE digital watermark

Aol ol g3t wge AL

£ i

4

AL o] &8 2 Akl Ay wje)y

+Visual Steganography for Binary

Image Appearing with Stereogram)

Maya Yokoi*, Hironori Domen®, Akihisa

Kodate**, Yoshiyori Urano**(TAQ).

E)

F)

A)

Hideyoshi Tominaga®, **(Wasesa U.)
22 34 texture® stereogram® W&
o] -8-8led A gl textured | §¥el 2
3 % ARE AT A Furt
1 B A HelXy AW Ay A
A28 ole AFE AP HEE YA
dtel oz 3t e 4 UEF Fx
BHE Al

FA T s

Digital Watermark

Peano A g 3}
(Digital Watermark and Signature onto

Multi-level Images by Peano Scan)

Takahiro Nakazato, Kineo Matsui

(National Defense Academy)

G9z GAY 4 e AAAE
HAE7] $13ted Peano FAME o] 43}
o AgT FAA AY AuE
digital watermark® Algl3l:= W&

SRS

E 3t A 38 Digital Watermarkol|
#3r 23 3%

Hiroyuki Inaba, Masao Kasahara

(Kyoto Inst. of Tech.)
MPEG E3}4 A ¥l digital watermark
A 4oz DARE BEHE BE
37440z Abehalc

Session 83 Z2EF HAHA / o A4

%

On Decision Problem for KExistence of
Forgeable Data in the Infinite Set of
Data-An Extended Sufficient Condition
for the Decidability-

(23 Az ErbeAd wA A A3
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o - Sz FEY Ay FEZ
el g3

Maki Yoshida, Toru Fujiwara (Osaka U.)
dz Bhsde alsr) sk o)
e #E% 2 A4t A 4Ae
DET 9. u)7} gelAze A5
Aese Y45 Pye Adsde

Modeling and Security Verification of

Real-time Cryptographic Protocols
(A7 AdE =g d3zzrgs
235} bHA FFel dshe)
Takehiko Tanaka, Yuichi Kaji, Hajime
Takata, Tadao

Watanabe, Toyoo

Kasami(NAIST)

4z ZaEge AL AF Yo
2 A 7Fg o] 43 rewriting HHA]ell 23
Zzzxg A¥E AL e A
A selet.

A Sufficient Condition under which

Security Decision Problem for
Cryptographic Protocols is decidable in

Polynomial Time

(drzz=gd <A wAEA7t
812 A zte) HAA 7] 93 2
Z7)

Masaya Maeda, Hajime Watanabe,

Tadao Kasami (NAIST)

AN AP FAE Iz
o A o AW 7R gA
of A E HelAel Zze vehl:
24 el ojvjed Dds Az A
Aot ol olgshe] ebuA WA A

o A4 shsAd 4% FEEAE A
stz A AjzE el G &

D)

E)

F)

Contract Signing Protocol and Divisibly
Checkable Zero-Knowledge Interactive
Proof

(Hek 24 2 zzegd ¥¥ A
bedt o A4 22EE)

Kazuo Ohta, Hiroki
Ueda

Atsushi Fujioka,
+E AF s o AY zrEEd
o) 43ty T Fiat-Shamir 1 Z el
.23} 3 Even-Goldreich-Lempel®] A
QrEt A GEAM ¥ Tz EF 4
& A A s

A New Definition of Witness Hiding
Protocols

(WH 22582 f2g A2 #3le)
Satoshi Hada, Toshiaki Tanaka (KDD)
e T2 ego] FEFHE WH I
2EFY Az AYE A}z
Blum®] A4 zZzEego WHAHe]
WH Zzsgo 7 % de3dizx
A& At

Zero-Knowledge Proof Systems for NP
Based on Self-Definable Claw-Free
Functions

(7] A8 7153 Claw-free ¥4E
ezt NP dele) 94
o) FAol disted)

Takeshi Koshiba(Fujitsu)
A7) el Aol AdE Claw-
free ol =3t olE g F4FE
0|48 NPUolol W] 4 =

o A4 FY AsdE AYsHD

[ rl

Rk
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Goldreich-Kahan®] x4 =2 ¥ &9
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Session N. Night Session

D

2)

B)

ol Agtel HWFR7I(A Visit to Weizmann
Institute of Science and Israeli Security
Firms)

Takashi Mano(IPA)

A7 7)) wHE FHoz A},
olefe], ejxetdl, mgAE WEY =L
2 F oliztde] Weizmann dF
AE ¥ ZE& Security 3 A} (Softchip.
Fortress, Research,

Checkpoint, NDS. Cubital) & #5238 #
& ¥usigo

Algorithmic

A 39 Bo
SAC' 97 &7} B3 (A Report on SAC 97)
Takashi Satoh(TIT),

Aoki(NTT), Shiho Moriai,
Kaneko(TAQ), Kouichi Itoh{Fujitsu)

'97d 89 NYRH 129747 AApete)
Carleton W&ol Ao &3 SAC 97
(Workshop on

Kazumaro

Yasuyoshi

Selected Areas in
Cryptography)oll #7}3led Efficiency in
Cryptographic System, Symmetric Cipher
Design and Implementation, Protocols
and Techniques for Web Securitygl= F
A #F Y3 HEE NS
=% Y £&-L http://adonis.ee.queensu
.ca:8080/sac/oll A&o] Al H I

= 3]9] B3 (ACISP 97, ISW’ 97,

NSPW' 97)

Masahiro Mambo (Tohoku U.)

D)

A)

97 79 TURE oAk xRS A=
v i Windsordl A 7HFE ACISP
" 97(Australasian Conference on
Information Security and Privacy). ‘97
d 99 17U RE 1997FX] JAISTOA
NFH P ISW 97(Information Security
Workshop), '97¥ 9¥23dXE 2647}
X oJ=Fe] F4AY, Great Langdaleol
7} 3 '8 NSPW' 97(New Security
Paradigm Workshop)ell ®8ted F7} #A

A8 B st

ICICS' 97

Tatsuaki Okamoto(NTT)

‘979 &3 B-7A ] Friendship 3€ ol A}
97d Y 1Y RY 14g7A A=
ICICS 97 (International Conference on

Information and Communications

Security) 2] 7} A#AE Bisld )

JW-1SC' 97

Kanta Matsuura(U., of Tokyo). Kazuo
Ohta (NT'T)

97 109 26U RE] 28U7FA] A& Sofitel
Ambassabor ZE A AHE JW-ISC 97
(1997 Korea-Japan Joint Workshop on
Information Security and Cryptology)ell ©
g A7t e yusid

Session 9.1 #+3

vl 7] k3 MISTY19] H/W F3o)
3wy

(An Implementation of MISTY1 for
H/W Design)

Tetsuya Ichikawa, Junji Katoh, Mitsuru
Matsui ( Mitsubishi)
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MISTY12] #4 E¥& H/W=2 F3
A3 50007] Gate AEE2 V53t A
o] 9l Ay BEE Frlshd 8,000
N Gatez F¥e] 7Hs¥-& AR
FF A3z, AL 2o F7b Fl
A 2 Folgleh

MISTY®S 2=z egolo] 9§ uHAH
el Hsted (II)
(Fast Software Implementations of

MISTY (II))

Junko Nakajima, Mitsuru Matsui

(Mitsubishi)

MISTY® S/W T8 HH o= 500KB
Hxe] AbA AAt o] EE wHEe] A
el § 433 Pentium, PentiumPro,
Pentium II, PA-RISCE| F33}grt.
E3], 64¥]E CPUQl PA-8200(236MHz)
el oJ BT delE E43le  8E
£ MISTYIE 111Mbps £ 58 9
B skl

1
ks

DSPE °] 43 RSA ¢3¢ 73
(Fast Implementation of RSA Encryption

Algorithm on a Digital Signal Processor)

Masahiko Takenaka, Kouichi Itoh,

Naoya Torii, Shouji Temma, Yasushi

Kurihara (Fujitsu)

TIAFS] 34 DSP ¢ TMS320C6xE ¢|
43le] RSA ¢xe|FE 7YY A
39 oA gAE ol gan 1024
H]E 13] RSA A% A] 11.7msec 7} &
L3 B,

The Contact-less Smart Card : A Next
Standardized Security Device Dedicated

to Cryptology

E)

A) Z2 I

(MAH & 2vtE yle - QPAE 2T
Alg A% MY 2F dulelx)
Michael W. David (Cubic
Kouichi Sakurai (Kyushu U.)

e AR slmdA ¢x FAE
Askel WA ARA % M2 A= §
S8 goEety A4HE HAS
X AnpEsheel dake] A sac

Co.),

HEAE 3T 34 g3 oluye
o st 7t (2)

(A High-Speed Cryptographic Toolkit
on Multi-Platforms (2))
Ohta, Takeshi
Mitsuru Matsui (Mitsubishi)

BASIC <iejellA A o] &&
gz d3ndE 9Ad M W
A F9 xenje|Bg gelHE
313 A AFdE B asgoy 7E9)
Crypto API #3 EF3= Hx2 A3
&kt

Hidenori Chikazawa,

C

IR

>
oot ¥
fo o rr

N
=

<

Session 9.2 X Ego] BE

Digital Watermark® A}<)
st
(A Watermarking Method for Computer

Programs)

Akito Monden, Ken-ichi
Matsumoto, Koji Torii{ NAIST), Yuuji
Ichisugi (Electro. Lab.)

C. C", Java 1ol 7]ed A3y 4
< B33 WAez Fod AHel A
2] ot BHeo] watermarkE A
S ARAY T A9zl 3

W

watermark A H-2] 7|Ale] I=E

Hajime Iida,
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Aoz s AYSA AN AH
AgAel g AA ¥ AzE PAY
& 9l whgeleh

A¥e) $AYAE RS ¥ 3t
IS
(A Watermarking System which can

also Detect Server s Corruption)

Nobuharu Miura, Hajime Watanabe,

Tadao Kasami (NAIST)

2949 HAY Jue 34 PA%
7] 48led A&7 A A watermarkE
AE & UxF stedof e T
Aapabsh Aol TELE digital
watermark & AFQA] H3lg oz 8 sl
qwie) BYunE A shack

AzEge B3 e iz A<t
(A Proposal for Software Protection)
Naoto Hirose, Eiji Okamoto(JAIST),
Masahiro Mambo (Tohuku U.)
axzEgdee] AHdpz WYPez
28] oele ARAe) D YRE A
qeE= WS Atk

Java® 7|€% =z 186 #38 Digital
Watermarking W

(Digital Watermark for Java Programs)
Takashi Kitagawa, Yuichi Kaji, Tadao
Kasami (NAIST)

JEHZE Tl Fuldhe LT EH e
2 Java ¢lo] 2 digital watermarkE Az}
oz, wWdr)FE ol &3te] At
CEDEIREEEERESPNE BER
S37] oAl Fuste WA ol

Postscript @ PDF FAd] 3 Digital

Watermark2] A gt

(Digital Watermark for Postscript and
PDF Document)

Ryujiro Shibuya, Yuichi Kaji, Tadao
Kasami (NAIST)
34 A B9 redundancy®& o] 43

digital watermark A EE AU d
ul3}ed Postscripttt PDF(Portable
Document Format)oll &7} ARE 49
&}ed digital watermark® UE 5 U
g Algsigeh. ®x) PDF e
3+ MD-5% RC-48 A Ao £o=
85T e

Session 9.3 &% A A"/ £53}

A)

B)

23yl whme $-49) AlFEE
(A Security Consideration of Two-

Dimensional Bar Code Application)

Tetsuji Kobayashi (Nippon Inst. of

Tech.)

1209 wpz:es) @l Al £ vdk
o2 AHARE 7Ydts 234 vR=E
Lasl= AL guy d&7 BJEF
of thah 7|EAel W&& TAI N

AE el 2% X F)

(Opening Student’ s Records on

Internet)

Kazuhisa Takagi{Kochi Nat' |1 College of
Tech.), Kyouhei Murayama (Kansai U.)
Gepe) AHEol SJste] WEsfE S
A4 A% 5 A A A8k
Hug Foted Gassed 4H
uh g Alebet o, 399 AL W
2 gYIHYEE JavascriptE 73
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AYT 278 Rusgo.

a2z ulelg A WMz 1 ZYPE
Fo A%

(Anti
the Platforms)

Macro-Virus and Inspection of

Yasushi Sengoku, Hirofumi Momoi, Shimmi

Hattori (Kanazawa Ins. of Tech.)

FH vpolels Bt ngelm YA @
A9t B4 $4 2294 B4 %Y
o sk Wmz vl HE o)
Moz 7 $4 m2IYe) WAL
A% W A7t AxE At

wWw  dele B4 g Axde T
2 (Conditional Access WWW System)

Yasuo Okumura, Shunji Harada
(Matsushita Ele. Ind.), Takeshi Saijyo,

Takatoshi Ono(Matsushita Inf. Sys.)
JEY 9} WWW browserAle]o]] Z3&
YA WWWE E 5ol
HTML #A4° AT FA wAle 79
@ Ase A4 shsch

proxy&

AES (Advanced Encryption Standard)

2 ®E3}et I w7

(Standardization of the Advanced
Encryption Standard and the
Background)

Masashi Une (Bank of Japan)

DES9] ofstgel wel 97
19 v ARE MY v IR 2F
d3 =2 AESE FTx Iy wEsigr
olo] AESS EF3 WA, F& xA,
Bt 71E 5ol Hdte 7]&3tod

QA A} o)

Session 10.1 e} E (111)

A)

B)

e} FA Al2] Fermat Quotient Attack
% Samaev UXEF9 T £XH
A

(Implementation and numerical
consideration of elliptic curve Fermat
Quotient Attack and Semaev Algorithm

for ECDLP)

Nozomu Takeshita, Takakazu Satch,
Kiyomichi Araki (Tokyo Inst. of Tech.)

GF(p) el 9147} p7} =+ anomalous
et FALe o]l A FAS S
£ A7 0¢p)olde . Sakaifel
9)8le] Fermat Quotient Attack %
Semaeve] ©4=7]8}stA Wy e 20((log
e =z st FAE AL &
BEozA, G AzE Wel E48
B3N dae el s HA
ool 27kA WYE FIE A
Pentium-Pro 200MHzA} gce-2.7.2. 64MB
W2, ¢AMe A" PARIE AHS-
8led 150 W] E<Ql 7§, Fermat Quotient
attack -2 41.13%&, Semaevel] 23t T 7
2 1742%7) AQFH Y3 B sty

G AR Gz FATH 2 7
(Construction and Implementation of

Secure Hyperelliptic Cryptosystems)

Yasuyuki Sakai, Hirokazu Ishizuka

(Mitsubishi), Kouichi Sakurai (Kyushu U.)
e}l =9 Jacobi ThoFA] AellA] o]
A4 EA S 7287 9)58led genus g
=3,11e] A C: v +v=u®'"oA]
HC; Fn)E AH43te el 34 o432
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HC,F™), C:vi+v=u(g=3)%
Alpha 21164 (250MHz)dlA C <delz
F38 A3} 118msec7t 285

BT stege] 4%
(A Hardware Implementation of
Klliptic Curve Cryptosystem)

Shigeki Kazuto Matsuo

Jinhui Chao,

Yanagisawa,
{Toyoe Com. Equ. Co.),
Shigeo Tsujii{ Chuo U.)
GF@2MAd F&3e gHd34A
ElGamal A28l cyclotomic field A}2)
G 71HE o] 43l F=delE A
W A3, 316 ¥]E el ElGamal®) 7
-§- 200 Kgate2 Fdo] 7}53hdv).

168 E mle]lzmz 2 AA A9 GF(p)
o) el txel 7

(An Implementation of Elliptic Curve
Cryptosystem over GF(p) on a 16-bit

Microcomputer)

Toshio Hasegawa, Junko Nakajima,

Mitsuru Matsui ( Mitsubishi)

#£5 pol BHFA 45 E 16HE nlo]
Az xR A A MI6C (10MHz) AbellA]
4KByte W2 2]2 DSA A9, SHA-1 3
Y #85¢ T3, F9 elsd DSA A
HOAAS AFel 7
630msec?} 49 %},

1C 7h=el gl SHU2A gz -
3 Wy

(Fast Elliptic Curve Signature Method

150msec,

on Smart Card)

Seiji Miyazaki, Soichi Furuya, Kazuo
Takaragi (Hitachi)
coprocessor’} WAH T IC7l=8 03

AH$-5 = 8B¥]E CPU(5 MHz), H8/3111
Aol 4] 4.2 KByte code W X8, 3.2
KByte data ™| 28] & AF&3le] 1608 E
el DSAE 73 A 032 oW
of M2} 7hsdt s s

Session 10.2 Digital Watermark(III)

A)

B)

C)

34 g3yl A3 A FHe) g A
7} s
(A Coding Method for Collusion-secure

Watermark and less Decline)

Jun Yoshida, Keichi Iwamura(Canon),
Hideki Imai (U. of Tokyo)

b4 Ruoel 7 Agx e nd A
°] 7b& & fingerprinting AW} AHY S
A Bashe A, AR Ask) o8
o B4 Huel Aolg BEH: AY
THE A st 2543 Q3o H
£ embedding coding ¥H & A ¢tsle] o).

BE A% A4AE B4 sbsy By
Azt ke

(A Method of Image Watermarking
Which can Detect All Illegal Users in
Collusion)

Tetsuya Yamamoto, Hajime Watanabe,
Tadao Kasami (NAIST)

AHgAE ID HBE AR 3 AR B
= PAolN AR} Aete sk By
EAEE WEA SASL Hol WX
4 QU5 E 3= digital watermarking 7|

He Aatsst

Watermark 7]408] $-8 : gul o]-4x}9]
HYE o] 8% M dele] AU uhy
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D)

(An Application System for Watermark
Technique A Protocol for Detecting
Illicit Copy Image User s Browsing

Operation)

Tatsuya Matsui, Youichi Takashima

(NTT)

MRS Wzse wgoz A4z1e]
web browsing 7% 2 83l B B
AL &g 7t g4 Z2E
& A3t

Cell Patterng ©]-£3 MHE& AY3te
e
(Extension of Embedding Signature

Using Cell Patterns)

Hye-Joo Lee, Ji-Hwan Park (Pukyong
U.), Shuichi Itoh (U. of Electro-
Comm)

7)1 &l HA" Arel AHE AMIsE Wy
L2 hardcopy Al ¥ ARE YIS 3}
T B A A e Akl o B
e $Asted MRE 209 34 Jug ¥
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E) An Interactive Protocol for Image

F)

Fingerprinting
(Digital Fingerprinting& $13F *u}3F
T2 )

Kensuke Baba (U. of Tokyo), Keichi

Iwamura (Canon). Yuliang Zheng
(Monash U.), Hideki Imai(U. of
Tokyo)

g a}ake] €A " A Ho| fingerprintingd A
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AEE 24 e A3l 4L 27 A ol
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A ratoct.

23} Wl Zol QHA A7 Fx A2
(Secure Digital Watermark Systems for

Secondary Distribution)

Keiichi Iwamura(Canon), Kouichi
Sakurai(Kyushu U.), Hideki Imai (U.
of Tokyo)
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