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Fault-Tolerant, Distributed Detection of Complex Events and
States in Distributed Systems

Young-Chul Shim'

ABSTRACT

Distributed systems offer environments for attaining high performance, fault-tolerance, information sharing,
resource sharing, etc. But we cannot benefit from these potential advantages without suitable management of
events/states occurring in distributed systems. These events and states can be symptoms for performance degra-
dation, erroneous functions, suspicious activities, etc. and are subject to further analysis. To properly manage
events/states, we need to be able to specify and efficiently detect these events/states. In this paper we first de-
scribe an event/state specification language and a centralized algorithm for detecting events/states specified with
this language. Then we describe an algorithm for distributing an event/state detection task in a distributed sys-
tem which is hierarchically organized. The algorithm consists of decomposing an event/state detection task into
subtasks and allocating these subtasks to the proper nodes. We also explain a method to make the distributed
detection fault-tolerant.
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FRAME ¥} AA, ojH &L, oF ¥4
L2 FFNA AederiE gt

o4& £ ex—rer—~es—et A 2 FoiA 2I]E
Aol & AMg3tq Egyez Yehyd (24 8)7
Zol 9 €t

& o]l HAE (29 9)st 2ol ¥ 5 3t o
714 STie 22zt e 238§ BEA ¥}

& o] FeA3EL T o) €FE F
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AND - (%t < ty)

/\\

AND - (%, <7ty

(OCCUR 7t 2t,(¢), h,.C;,.C4,.C3))

AND - (1t, < t,)

(OCCUR ?t, (&, h4.C15.C,,.C5))

(OCCUR 7t; y(eq, h,.C11.C2,.C31)) (OCCUR 2ty My(e5, hy.C15.C5,.C50))

(8! 8) A/ A2l A
(Fig. 8) Specification of event/state

AND ST?7
ST S/AND\ AND ST6
(OCCUR ..h,) (OCCUR .. hy) (OCCUR ... hy) (OCCUR ... hy)

ST1 sT2 ST3 ST4
(3 9) AP/ AE) S8
(Fig. 9) Decomposition of an event/state

o}.:(STI—hy), (ST2—h,), (ST3—h;), (ST4—>hy),
(ST5—C1), (ST6—C12), (ST7T—C21).

B4 &3 g Fd gsf 7iest) e B 7R
TH 3 oo W gt WA S22 FA
B #E 2o olgel i FHol dis] Ay} 7+
olFL Vel s EEE TA 8k ol§EY IY
(concatenation) 0.2 o] F| A9 o= t}&3 7t}

(Dh1.C11.C21.C31:C11.C21.Cs B 2E U9 &
2E hy

(9C21.Ca1:Car 8 22F Ul9) gl 2 F82F Cy

(3. C11.C2:1.C1:C11.C21.Cay E2]2E W9 ¢
o] 32E h the d5Y

@MIC, el HE 1 F82F Co) £F o
2] 2E %h

AR/ WA Y Mg Z1Re] s Y94 e g
YA AtAdd = o] A7t FAHAY o] Aol ¢4
He 4214 vig AR g Jeple ded et &
olx surt st ojEg Z47 9 “d(location

constant)®} 9] X] ¥ $=(location variable)z} §t}. o] 9]
de g3 #d.

(1) (host (hostname ernie (la> 5)): ernie= ] 24

(2) (host (hostname ?x) (1a>5)): Ix= 93] W

(3) (send-message (from-host h) (to-host venus) ...)
:?he YA Mol venuse A A4

(4) (host-part-of ?h C1,.C1.C31):The $1A] Wo)
3 C11.Ca Ce 9A A5

(5)(levell-part-of 2C C1.C31):?CE€ H#| W01,
C2.Ca2 X F

2t A v Aee F 1Y ELDREE 1A
. o] ¥ JEFHHEE 9(unit)e} *H (range)o
o @9l@ A Ay Wt AAste Aol a2~
EQ7L #d 19 8 2EHA 5§ vtz ¥
@ o] A Ex dFv) £33l H4 2719 F H9
H Z& 2E(well-defined cluster)o]t}. 9] A4
2 GAE 94 g AR 4)9 A 7he
@9 e 3AE0) 3 o] 3AEE C,.C.Cho £33
2 ¥9¥e Cu.Cu.Cauoltt. (5)g ddir 1C &9
€ g 1 82801 2CY Y& C;2.Can 0T}

(host (hostname ?x) (la > 5))

o) dolA AR WS xe) BHE BAEC|T o 2
=7 3k Welel dAME bR Aoto] flom
= %] W9 B9 449 undecidedeh= g 2
=



ool S oM E AR/ E Y 3 7l o)
s 7l¢ e

4.1 APZ1 % AkEl HAM|2| 23l

A /el o] HAE BEe £F (29 1034 7
2 %1% AR E(LIT: Location Information Tree)&
AAR LITS 2 =28 93] k= a3 9
2] A4t W o] &, oje] @9, o9 ol
A8 g X

2 A xxo A4 3] kEv WY 2
(bidirectional link)oll 2ja} AA =} AUch AHA/ e
B4 EfY) x=9 PA =EoE LITH 91X x
=7t & ) 8 $1A = e X FF/EF
o3 sl ol AA k= e e FA ==
7 ¥3E 32U FH2HE 9nEy P e o
F2EY FH2E7L oW F2EH FaE 7t
g 9ngch Eai7l By 9o YA o P4
=EE o] Ygdte A k= e R E o] §3
HAG sAEY FeiE A dFEnt LIT
@y i)s e B 4ugES 28 A4 dEd.

decompose (specification node) {
if (leaf-node)

BAAIAGOIAMQ SRS ARI/AENS] 28 518 24 "X 1473

REREGEEREER

B N L ELREEN B nnl '3 3

R N EE R EEA EER

(a8 10) X M Ea)
(Fig. 10) Location information tree

B 422 Ee 9A ER Y FEZRE Ao
c#Ho R 9 =4 Yt F LITe &l =E2
RE A7) AFste] F9e B =2 et
o 44 o & 94X 8 st AME (29 1)
o] 47 Z) 3] AME HEE g3t Zo

build-leaf-node-location-information-tree = B4 E
9 9 x=o Y AH =8 A A G
& gdiagd dis] A48 AA == (29 12)
o} 7}

(1) (host (hostname h;.C;1.C21.Ca1) ...)
(2) (login-failure (hostname ?h. 2C.C,.C31) ...)

build-leaf-node-location-information-tree (specification node)

else /* inner node */

if (operand < {SAND, SMINUS, SFORALL, AND, MINUS, FORALL) {
decompose (left child specification node)
decompose (right child specification node)
and-merge (left child specification node’'s location information tree,
right child specification node’s location information tree)

} else if (operand < {SOR, OR}) {

decompose (left child specification node)
decompose (right child specification node)
or-merge (left child specification node’s location information tree,
right child specification node’s location information tree)
} else /* operand < {SEXISTS, EXISTS, HOLD, OCCUR} */
copy child specification nodes location information tree

(28 1) gM Ea) 28 g12|S
(Fig. 11) Decomposition algorithm
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(3) (login-failure (hostname %h) ...)
(4) (host-part-of (hostname ?h) (levell-cluster ?C.Cz;.Cy1))

ln,[ host lh.CnC,,.C,,Ia-

I'Ihl host l undecided I‘-

(331 3

lavel? level 1
[re [ domee | Coen ] [rc | Svewr | Cncs |«

L‘Ihl host €4.Cy —I

(2) [t

(38 12) o =off gt fx| =9 o
(Fig. 12) Example of location nodes for leaf nodes

[m I host C1-Cyy |¢—

SAND, SMINUS, SFORALL, AND, MINUS, FOR-
ALLE 25 2719 94 REE 74 8442 7HF
B2 AA of WA REE decompose FEl o] F
450 Zzte] RE=EY AT X R FELE
o] 44 €t th& and-merge FHL M2 A =
ZE AL o] F Y B REIAES Aoz
oz v & HX AR EYE AT Al 91F
o g9 Y ¥ 93 FEZY FE Y9
HAE =25 X¥se /M3 Fe S82Hr 9o
(29 13)3 Z2& A /e e FA ) dis (2] 14)
9} Zre LIT7 A

AND

TN

(OCCUR (¢, h,.C,,.C,,.C,,)) (OCCUR (¢, h,.C,,.C,,.C;,))

(38 13) 8 F2AE Ue F SAENAM WMEE=E T
AR /AR
(Fig. 13) An event/state occurring in two hosts belonging
to a single cluster

2y 91X WS ot g 7Y 24 94X R E
FEFHoz AgY, § RE YoM ol giF Al
of& o8 R EFZ Ass]o]of g}

SOR$} ORE ¥ 719 WM HEZE A4z 7}
A3 decompose FR& ojlE FET i3] 749
LIT& QA ¥} & o] 5 LITo} or-merge $H L
L8 o] ¥ LITE X3 o] 2 LITE A4
t}. o] ¢ & LITY #E x=% and-merges} v}37}
Az YAgct 28 and-merges}= €@ 5 W
o] g 227t 98 Qg (g 162 (29 159
WMo cjF LITolt}

OR

(OCCUR (€,2%.C44.C2,.Cay)} (OCCUR {e;7y.C4,.C2,.Caq)}

(@ 15) OR HAKHE 2= AL /AE
(Fig. 15) An event/state having an OR operator

o [2 [on ] «on

occur (s, .0+ [7]nout c..c,.c. ] {7ylnon] c.c,.c..} «toccurie,.n

(a2 16) &l 150l st uT
(Fig. 16) An LIT for figure 15

e | o e e | o = e O e

level-1

T + 1 1
(OCCUR @, ..} (OCCUR . e,.) {OCCUR _.a, } (OCCUR . o, .}
(3% 17) a8 soll it uT
(Fig. 17) The LT for figure 8
C1-C2-Cy,] € AND

Cu cluster

rd

(OCCUR (e, ..)) > | h, |nost{n,.C,,.C.1.Cy,

DA

h, | host|h;.C,,.C;.C| « (OCCUR (e,...))

(2@ 14) and-merge2] off
(Fig. 14) Example of and-merge



SEXISTS, EXISTS, HOLD, OCCUR @44 5-&
3 7he) NANA Vg A 02 AAEZ o wEo)
Qe 94 kEE 44 xEe) 94 e} P,

(@@ 89l 301 AR/ A Hal B 223
e (29 173 2& LITE 44289,

4.2 AP U MEf HA|Q) aret

ApA /e A 2ast BuE LITE o) 831y
YA Egle k8o $2E\ ZBAH F2AE
ggec 9 ¢z Ee (29 18)3 Ao Gl
2 7o) ¢-M(depth-first) &M 2 HAH Eg9) uyjRe
XEE WES 94 EYE HEY 9 LITHS o
$He 9 »xo) AFE PHE o]§3lo YA E
2 =8 HAY 32Ev Fe2H FER &9
ot BA Eg) =25 YUY JEHE s Fo
A g2 U9 @9 HENRE PAE 739
ZE AFH 939G dE o] 44 =57} (i
host, C11.Cx.C3)0lgte Y& ==& 7HAH o]
HA 2E2F C.Cu.Csi FH2EH U9 B 32E
So g2} o] ¥ FL (19 8)9 YA Eg
o} (2| 179 LITY A 4314 (23 9)of o7 &
Bl2Ago] B Foj7l AW Zho] FE).

5. #4 BXjo] d#t 5 8Y

4 g2 g2 FYde o mE7} Fo
A Heg o)F @ kEd Ao] Bt x 4
A ddsA do.

A% 848 AsAME 29 A 7HA WS
o] 7Z1¢Hor ATt

AAIARIOIM Q! SRS A /ALERC] 2T 518 A EIX] 1475

M RE AL/ e A A2 ZAAAM fd
g A EAE et AR/ E BAle gA 7]
550 @ o Y% EAE gFeey o3
Aol 2 AEE RE FYAE e 4
A& ZAdr

Q=RE 449 2228 Fae Y 235
#YAE Zed. 2829 AR Y
g Feie Fr1HLZ Jgel F4e 4
gl7te F ot dof Ay deAd 2
Frol WAy s W Fej A FYAANL F &
28 #YAVL =5 2 e He S #e

g A9siA do.

G)E2EFe] A4 JHd e 7t= dd 19 &

g #7318 02 Pt

9 AFUEE AHEERAE | B B3R Ly
o AL vhge A DAz 43 5 Ak

(D712 g9 Az /deie] FA7 23 2 @
Fe
QA :EA 7t Fg€ct

VANERYAN

(OCCUR e h) (OCCURe,hy) (OCCURe, hy)  (OCCUR e, hy)

(13 19) AR/ AEl 2] A
(Fig. 13) The specification of events/states

allocate (specification tree) {
allocate the root of the specification tree;
if (specification tree has any subtrees) {
for all the subtrees, st, of the root

allocate(st)

(a8l 18) g8g galH
(Fig. 18) Allocation algorithm
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(A R L 572 gAd Foig ke B
S HRE S LA olg Byt

A (2¥ 199 22 A/ 3 g dAse 3¢
aaidich 9A 2718 @AM e 2} exd o
A 2 AR 2 % 99 S o A
ok 9714 idE A/ 3E A9 HEAteln.

o

2

Ca; *detect{AND (id from C1,) (id from C12))

C,, :detect(OR (id from h;) (id from h2)) report to
Cy withid

Cy2: detecttMINUS (id from hy) (id from hy)) report
to C,y with id

hy : detect{OCCUR e h;) report to Cy with id

by detect{OCCUR e h,) report to Cyy with id

hs : detect{OCCUR ¢ hy) report to Cyz with id

hy : detect(OCCUR e, hy) report to Cy, with id

el Fuel dule ggxd 2o ho Atde
(OCCUR g, hy)¢) ¥4 & gAste] olF 284 idsh
A Cood g Cne Afdle moEZREH id
e EAE 7hd g9 FAUE LAY h, 2R E id
@ AYAE vtd gAY SR & AL olF Cadl
A idet 9 A Cu & CrL2HH IdE ¥l
2 8 B4 23 £ CLERH dg A ¢
ZA & A% AAFez A9 E gATA 2
k. &, 7z 3LEY Fej2H Aride e
Hejojol ¥ YAlo R anag I8 IAEY Fi
2g9te} g4 Fx7F Agdd. ofsh FL gl
(29 200 e =eE] AYHI 53] Cun, Cu,
Cizoll Ag s HE& ]8589 442l By, Bu, B
Nz AFech

(28 20) HE 3EME Bojsle= HE FE
(Fig. 20) Hierarchical organization with backup cluster
managers

A 2 AN 494 FA47F A RAHE by, by, hs,
b, Cur, Cize C2o& A& A AST gAlo] B8 4
#7t o} xE9 APAt 4% =289 B, Bu,
B, @A oje AdsA] gedt. e C,y 8 AR
of Age] AR Aol Byl s} $AHT Byl
Cyy o] #eEa7t ¥ & G0t HA Fo19 ALW/34 9
FAREAE ARG B T oMz idE
Az e Md/dge @4t A Folgenz
B, & o] /49 gAd AR C, Cia B
A8 hy, ha, by, heSiA A Y WdE AHAR
g A/ gAY BE AHE 25 J2H A
2 gAE ANES A @

%l Gy FalRo} Fgol T By olE
Cn A7 B4 Fold idg EAR e A/
’3'5“4 ,?_g__g ‘;’f%ﬁ‘t Cn ﬁﬂ?‘}"ﬂ?ﬂ %hﬂil Ca
e A Bis, By, by, Cra TR hy, ol AF7
79 idE AAAR § AL/ gAY R E A E
B A28 €X & AR AHRESF YH Y.

GEde 2% 848 A aAst 32EE A
oo} ol & WA/} RS 7ok dial At

(g 212 ASF T2 E TE7 A8 LgH = oA
AE najFoy. AA BaA Cudt o)) 94y B,
ofn E vty 7Hggict. X Cud Cudf 27
< w7} M2 Wol AAHET Cuol 272 Cu Y
3&E olgN XRE WEg PAYY o] 278 A%
o Cu& CuollA XA E vy At C\y e &
Mol 2322 WEY 98 Cnolsll ¢ElR Cune o F
BxolAl @tk 98 Cud A9 3y By 44
gt o) of Cod AN 2% Cpu S £ 1))

o gz 2Fcl Bnd A 4&7A¢ YA
g F o] CnF CudlA AT & ) o} &

Bt of Socket

B &
Socket

Cn g

o
<
x

CuFcoy O
Sockes -

(38 21) A& 7=l MY
(Fig. 23) Formation of a hierarchy



Byl &dch & Ao B N2 g
2A& oke A AT 34 #d FAs} A<
23 49 @l F B AAL ¢ A

Wl Bate (29 22)9 Zol F1HeR F &
Aol 29 fjHAE BUT FEHAE ol Ui
Se@d. W FelAe 9 WAAE 2 F B
ol & FAARG. Wk A& AT o & v
A7 Qod A EY vAAE Bdg. ol 7
& AE7 AR AR AL AAEhd F g
Aol YA Hsch F e ¥ #
AE YT F e E9Y WAHAAE B2 F FHolv
& FFAUD woF AP A Holl EF v
7t o9 Etelvl & A FAAIL oj & A
27t AR Q5 A% Ak W FeAo 2
Fro]l AP A

Alive ? / - = AN
'Bu
I'm alive S~
(08 22) & '
(Fig. 22) Detection of failure

H A7t G stedol & A /A WA E Lo
W (29 233 2ol A1) WSjdfA g E o] F
AR RyAzt ah9le B oA GBHojof 3
ol& 39 JEAA AEdrt F B} BY
#HYAe 2tzhe] S WA 3 oEF A F
A3 YEE Zrech AL/ dE A o9 A,
o= 39 B ZLEZRE @A ATt o=
7tek o= A9 #YUAE FA AAE B o &
€ 7tel dig Frojth F A AY A2 A
AAH e JRE v (B D3 2o

subtask

(28 23) AR/AEH Al B
(Fig. 23) Allocation of an event/state specification

F&AIAHOIM Q| BET ARI/MERQ HE 518 Fo "Xl 1477

(1) F 2)Ret e MelXjof XIFE HE
(Table 1) Comparison of information stored in a primary
manager and backup manager

. 7z | uy
Aue TH Baia| Baln
ggd A gEd gAstelsl| O | O
Aaz
BAE | gguadand gAag 9| O | O

ALY | & aagel she 4319 B2
Wxel BE A%
9] 7 BeAAY F&

AZ 2z | A9 U BEAY 4
BAAR | RE A F B2 F&

Ol0IX|O|0
Ol|O|x |O|x

2E 591 99 BelRe 34

A A7 AR GA o P & e F
ez} ApolefjAjut o] Hch whop Fol AL/
el o) gA7 GREE o8 FAF F Fe st o
A dE 9] A8 FAE AL A9 4gH A
o] 3¢l BE Rl A el o] T4 FAE £¥H2
Z(recursively)d g #t}.

(29 2= 9] B Aol SYH B E
Ayt B9 4L AT Cud o8 49 B
A Cnoll 48l Cu& °|8 Byl g™ Cud
B:1& Bud &7 AR E FEIANUG. Cie A Y
o #A By & A3 Cud Con S 2718 U8
Zoh B & A4l 27 E Cpudt Cpoll EElXE Cn
€ °l& 94| Byl gdY. Cu2 B9 27L F
& Cppol B3 e ZE FHEA, 4y #e

- -

4 N

]
B 11 )
~ rd

Backup failure

r————

Backup
failure

'
B2 socket

-~

(2 24) wQf H2IXte 0F
(Fig. 24) Failure of a backup manager
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2t E2EES 245 @A Chol BARIL Ae
AN E ] Bl AEE By ol @

(29 25 F B Cuo) 2 B F-olth Ca
o] A%e @AY B ol g 9 A Caud Ca
o] RE 39 @A o9 B Cu, Ciz, %
Bii, Biya, ..o @2ch old Cyol §A NSk ]
RE AP/ AEAs g FFFHOE o] '
22 298 AL 2At B, & AR/ FE HAe
DA o] Cpi3t 22 At ole] AEAE I L
%omE Cyol ojWE AL/ FEE FASTIt Il
o] WA Aoz gAET. o @Al FA4
¢ ¥ EAE £BH 0T dgdn. & Ba
o A F BEA Cu'ol I3 A W) #EA Bay'S
RABT). Coy ' Bu oA 49} BelA, RE 39 &

backup_failure() {

234k W o) A5 Can'ol BA FAShojok ¥ A}
A/ e B 2ES Agdch By AN 24 L
Ca1’# C310 QA Csd o8 Byol &ATh By’

(02l 25) F #alxt 23
(Fig. 25) Failure of a primary manager

notify backup failure to parent primary manager;

elect a new backup manager,;

send to new backup manager the socket numbers of myself, parent primary manager

and all the primary/backup manager or hosts managed by me;
send my subtask list to new backup manager;

(O3 26) DE el A2|XB S76ks n2lE
(Fig. 26) An algorithm for recovering a failed backup manager

primary_failure() {

notify primary failure to parent primary manager, all my child primary managers, and

all my child backup managers;

pause the detection of all the events/states in whose detection the failed primary

manager was participated;
become a new primary manager;
elect a new backup manager;

send to new backup manager the socket numbers of myself, parent primary manager
and all the primary/backup managers or hosts managed by me;
send my subtask list to new backup manager;

restart the paused detection;

(O 27) DAL FRAXE B YD2E
(Fig. 27) An algorithm for recovering a failed primary manager



o] Aol ¢8HY Cp' e FHHoE FIHUL
AAAAE e BAE ARG AL 49 F BeEAg
&9 F BAANSHA LU} o] FA A A
2= 8oz Add.

ol A4 F Wq BEA 1FE WAY F #
g7t £ B3 dndEH FHeate 23E
dAS g dArt 3 B ¢38FL 44
(29 26) R (2 273 2}

6.4 &

SA%s B4 AAFY BEHA AHEL A
= A/AE e A% 27k asd. duE A
A/NEHES A5 A, 24, Bt Auk 5o A%
A UEhd 4 A olE ARA/AHE 7 d @ g
YA 52 A2 sojo} Bt

o] EL A7/ BA} gA gl Fe) o)
8 49Uk AR/ E 22 A7 =) oA
# A AolZ HPEG. o] PA AolZ EPD A}
AfE dAME B4 39 34 894 2 F
o sl AYsdt. 3% AFA ¥4 I2YEY
BAsE 29} 9o T Ao THU B
AReNE AR PE Y BAE Re232 UFD
91X Au Eelg 4490 8% ARNME X 3
¥ Ede) PUE ARl RY2ES HAE 7
FEo] BT E Aotd B4 gx gwFEel 2
o S144E 2713k Wl AME 71& 3Tt o
wele Fae s} RRAAE ARSE A AHd/
Aejo] $A% AWAE Fojshe Petol AT}

A e gAE B4 O gRde § 8
okol A Wo| AFHAUG. ¥4 PN E F2 &
FE Aol o) A/ AN E FASL oo thsl
2 A 2B ATHYG. 2 ZA BA L
220 15T F AEES BAE 5 A& AD/B
B 257 WS #50) AT, 3,5, 6, 11]. E &
3 GAE A8 olm AR/ AE e FAL B R Y
g5lo] AU FHYE AY HeAel BAG AF
53 QA Q) B =RA AAE BA dojst @
A AR e FAe Hopo] $8}E A B
2 e B4 gy gog 259 Ad/4H
g EWY 5 JE 94 A E AT don o

S AL-OIM S| STTE AIZY/AENS) B 518 BA 'X| 1479

2ha] ool FAE FA FAZ} ofd AR A ¢
gEo] Mgt 2y A A Ha38] 9
8 dlolg ¥ WiUES du AF @A 1ee
AHE 3R Sloh E ARz dEe] £33 89 ¢z
A A &L A% F2Fol EFH U

gae] BoplAe At/ dHe BME A% Y
¥ dlojeulo] A Aojolg FA Aol A3
8,9, 10]. 222 o]¢8] ¥ GAE HAslA @A £4
dielejulo] X A 2]19] Ao A 715E AHE T
78 A7] dE gA 71Ed A e FHAHA 7]
a°] Ytk & =X AAG A =2 AR
BA Aol diejeviolX Aojojrn WY FAIL
s E AR/ gAe 83 R #ls 'R
€ BAM dojd uet edAER £ =8 HA A
ol AAY T % B ¥R LxFo| 2
AL E AP EAYE A ¢2IFE X FHUG

€ =i 71ed A doig '#A Ve 17
MEAN 24 £ 879 #2E ¢ SIS
WollA ALg-sle] 4 @Aolv SR 24T
T Ae AeAst 23, 2 AR Fo EAFES
&3] wAs HAste FH {83 AH8E T
siot.
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