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Abstract

Most of the currently used electronic mail system has the threat of security such as illegal leak of
message, forgery, uncertain identity, denial of sending and receiving, and so forth. The security for this
system is not satisfied yet, thus we explore these problems. In this thesis, we implement the security
services for internet mail system which cover the weakness for traditional mail system. This system
provides not only security services which PEM and PGP provides (i.e message confidentiality, message
integrity, originator authentication, non-repudiation of origin), but also message replay prevention, and

non-denial of recipient using certification of contents. In addition, this system increases security of the
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digital signature by signing with signature block formatting on the creation of it. And it increases security

of the digital enveloping by encrypting with encryption block formatting of message encryption key.
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