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Abstract

We propose a new authentication and key distribution protocol which is efficient and reliable for
password-based systems. Various guessing attacks have been detected in applying conventional
protocols to the password-based systems and additional overheads have been made in refined
protocols to defeat those attacks. Using a one-time pad and a strong hash function, our proposed
protocol promotes reliability and efficiency. Compared with other protocols, our protocol is secure
against various protocol attacks including guessing attacks. In addition, this protocol is efficient in
reducing communication and computation costs.
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protocol) 2 E 83}, T2 EFo] WYXl 7]
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K
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K
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K
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A3K,, ADnal, ASna2,
SI=D(K,), Al=D(nal), AI=D(na2),
Al=#(K,). Al=# (nal), Al= # (na2)

K, K
Al=A>S, Al=5S=S=+, A|=5=2A>S
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S2K, §2-K;, SDK, S|=A«S
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AD (nal®na2), A (K,®nal)
Al=D(nal®na2), Al=J(K,®nal)

Al= # (nal®na2), Al= # (K,®nal)
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S K,®Pnal
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E dev
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na2)ell oA o AH}E devh
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