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Cryptanalysis of ID-based Group Signature
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Abstract

Chaum and Heyst first proposed group signature which is based on the undeniable signature. So, a
receiver of the signature can't verify a group signature without cooperation of the signer and, in case
of dispute later on, he can’t reveal the identity of the signer without help of the group members.
Park et. al. proposed an id-based group signature with self-authentication, in which the receiver of the
signature reveals the identity of the signer without help of the group members. However, the proposed
scheme has two problem :

1) the receiver can’ t identify the signer, since every keys of the group members hold the identification
procedure.

2) By collusion of the group members, new secret key for a group signature can be computed and the
secret key of the trusted center can be revealed.
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