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auth tools

config ——
ftp-gw ——r
http-gw  ——e g
lib e

netac] ————-f
plug-gw ——
rlogin-gw ———
smap ———-]
smaped ——————

tN-gW e

X-gW —————

2el3 o] E AHstdsof shi=d, 2 Mol A}
o]Eo uwlz}l firewall.h®} Makefile.config T}
A WA e o)u mEd AL £
o) A=A AA(Z]EZ-E fusr/localletc), Eho] X
gz, e A gyEeld. Hudg o
sl 7t HGdg HPGst Aho]| YA of g
ot ol & AF Y A W g 396 E
o] g-&}w ¥}

make install

of W& of&3td #4 AANEL AHY 9
Z|el] A et

admin

flog
netscan
——————— portscan
progmail
reporting

————— gate-ftp

misc

Server

—— aix-auth
ftpd
- login-sh

L————— syslog
reg

2
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gated,cgd  pcnfsd rwhod

named printer

I 3A2EE YEYFZRE B3
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33t}
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[sV]

3 RFARA BHd AL E

TIS H‘i}‘@l E7 ‘—% A o, &4 AdA
a3 RdE

1) netperm-table
fusr/local/etc/netperm-tablesll 4] netperm-
table= Trusted Firewall Tookit(netacl,
smap, smapd, ftp-gw, tn-gw, plug-gw) A3
24EE R vlaE shdolo BAGA
4o Aztm,
o e F4H 7 e Held in-
memory ) o] €] o] 2ol A e}, o]
chroot A]&F] 3o Y] F+2& A
FHScSe g nEas] A6 in
memory H o]E] wo] 2ol A E XA
=3 7 proxys & AHE 9 o]
el A AR Alke ol Bele

netperm-table 2 3 E] o]

2) /etc/inetd.conf
inetd.conf F4-& inetd P I Ax
g AlFdcd o&¥UT. AL EA
TCP/IP £ EE AFH3le], 2 ZE W
dAE 27Y W 40 FdelE A
Ak 2N ey W e AAge
24 Az Ade Berg 4 9l

3) /etc/services
fetc/services AL FTAENA AL LI
AMuls B85 AFao. 7 Mu| 2 ofs)

mountd

timed nfsd

portmap sendmail

rstatd xntpd nfsiod

of, o] o ¥ TS Mu|x 9, =
E W3 T2 F ol HAA 2L AR
£ A Z3d

e
AN
lo
o
i
rlo
rN
o
K
L
_o'L
N
o ¢
4;
it
L*‘L

sleof @) o] Fobx BAE A48 2
g 4+ e AL w3 Jxol AFIE
=4 3228 BAMT Rl HHIs
shol, ) epel A Wpos HTAdE 53
3228 FAAD AMssles woh 29
oeigt AML AAgAlA TG AulaE
AzAFA Ea7] el DY W A2
o) Hx Fach Gk o e £R4E 9

IX

As7) S =Y Alsme] AbgR ek

Al Azwe Agaeld 43 o F=
JEdele] A&4HE® S Al 2E A
£ WMol HYAE M £ F=
Aol Eslolste] A& olAeA gx slna
srEd] P2 4 Jor, BE 4L =Y
A AWl Bt Aol od AelH=e &)

HRA e AtgAt ZAEL] HLHE e 4
Ut 18 2% AAl AL =zl g

A &g RoqFp Qo
E 8 9G53 Qe TIS Wy £l
= MEHZ HZ A2 71%E& #HT netacl,
telnet U] AE $& tn-gwetE telnet T A],
ftp RIS HAF fip ZHA], =lde} gupE
£+ 9%t Al4-E& smape} smapdz &
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ZEAL M Hi
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A A

ALS R

2] 2709 =™ A], htp A¥] A& $18 hip T
A, AdA MW ZA g AR AFE T
QlzAw, 28] NNTP% POP AujAE& $3%
plug-gw Z A2 FAE] gl}. 92| Au]x
g F&F Folo} Az hHI FHAIYE $
g wsiy Al ARE F2E 4 Qo

2 Ao U3y Axglg 93t TIS
3l E7lg o] 43ld FEHY £ JUE Ay
A8 ASHRT oFA 7 Au|ie] B A
Al a, FE3FEAE ol

3.1 netacl +4

netacle- V293 A4 Ao] Zz a8l
o] A& Mol A AME 7FgE TCP-7|Wh AH|
2ol A HZ Ao FFE A F Lo webA,
Q7R AbgApgbe]l Hpzbof] o gt telnet &
< 7bd 4 Qo netacl ZE Y} AHI
FHRez o MulAE HAE 4 AH.

netacl 2 73S inetd& E3}e] Alztgoh
inetd€ H7& F, netacly: A AHgA AlX
Heol Mua A& FHrhE AR
netacl-s& TA&=™ HA inetd.conf I}U&

g3} el 44 At

e IAE

ftp stream tcp nowait root /usr/local/etc/netacl ftpd

ol ftp Mu] el o3t dF s FE W&
u), netacl L2 1882 frpd Q4o 238 Al zHE
o}, inetd.conf ¥d& 43 X inetd W&
A% g ftp ¥l &e] $3=7]A netperm-
table®] +3& o] &3le] FAL wrEejof ¥
o} netaclel] W& F3& ol FE AU o] Fo
ubgl “netacl-” g ¥ Jifmz FAR
o gteF Muls o] o] fipdel® FF ol §L
o}&-3} 7ol netacl-ftpd® FA i},

netacl-in.telnetd: permit-hosts 203.247.40.%-
exec /usr/etc/in.telnetd

netacl-in.ftpd: permit-hosts unknown -exec
/bin/cat /usr/local/etc/noftp.txt

netacl-in.ftpd: permit-hosts 203.247.39.* -

exec /usr/etc/in.fipd

#2] olojA] netacl
g s2Eo] th3dled telnetd FHE3}=F F
®H o} . netacl® K £ T DNS ¢ &
“unknown” & 7}#| A ¢4 AlAezXE B
€ FTP 92 & PolEel=sd FAHH 282
A drol o] FolAH UL HAIFZ] 8 cat

=53 Aol

2 ox b
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& AE3e) ol A& F PR Ed AMFE
A #HAHA ddEE TANEF AT

&2 ftp Mu|A7) #7tE sAE W A}
4 oot}

c:\> ftp adam

connected to adam.hannam.ac.kr

220 adam.hannam.ac.kr FTP server (Version
wu-2.4(1) Fri Jun 13 11:30:22 MST 1997)
ready.

User (adam.hannam.ac.kr:(none)): chrish

331 password required for chrish.

Password:

230 User chrish logged in.

ftp>

3.2 Telnet Proxy 74

telnet L A) Q) tn-gw¥E telnet Av]| A8 E
e A Z 8} telnet LHA]= npetac] T2 7
AN P3d zrmd T2 Foe A4
€ Al F3 A= g} telnetd} netaclE 7o)
AbEEE B w3y saEd H&5e gt
A&}A 383t telnet E3 27 S
AZs7) NI HH telnet A AE
A 337l $13ted HA inetd.conf HL& &

3} ol 4H %

telnet stream tcp nowait root /usr/local/etc/tn-
gw tn-gw
telnet-a stream tcp nowait root /usr/local/etc/

netacl telnetd

ek 7ol F+A3sH A <d(incoming) 37 o)
telnet portel]l A Ed, tn-gw L8] Az
ot tn-gw7t 878 £AE d, o)A WA
proxye]l H&E Q33 Z2EE Ll
H¥AE #]lad.

t}g o2 /fetc/services IA L HA 3}

2 &2 A&E 343l telnet proxy S AR
Soksr] Wl W BeiAe Aeguc
TCP A A AA telnetd?} Al slx
ghel, 8] &% TCP ZE9 proxyE ¢
Al Z1e}, 2387 7ro] fete/services UL
ghet.

U T

P

v

telnet 23/tcp
telnet-a 2023/tcp

proxyol W3 H<4-E& netperm-tables] = A
H A o8 AARG. o]E 2L netacl
242 A5 AEHUY AFH FAbsho
thogw S8o) B 27 FHE opehs} b

tn-gw: denial-msg /usr/local/etc/tn-deny.txt
tn-gw: welcome-msg /usr/local/etc/tn-welcome
Xt

tn-gw: help-msg /usr/local/etc/tn-help.txt
tn-gw: timeout 3600

tn-gw: permit-hosts 203.247.39.#% -dest *.hann-

am.ac.kr -dest '* -passok -xok

o] FA-2 proxy servero] o] © wi}
HAA S o, =3 B2 dFo] A
o A&z}l Al & AH3E d2Fo}. timeout 2
AL W o] o|R& FAFI] Hel dvp}
2R Eet telnet AZE idle 3=x= 7lelzl
o} vt 2l tn-gw $-&o] I H&
2g AdA 3.

B7 AdAe gdsFHy Y zAEV}
proxyell A7 o 3ted m}do] W&(tn-gw ¥
Aol FAHF LFx ey} a6 vehdel,

$ relner adam
welcome to the URG Firewall Telnet Proxy

supported commands are
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cfonnect] hostname [port]

X-gW

help

exit
Enter Command>c ns.kordic.re.kr
Not permitted to connect to ns.kordic.re.kr
Enter Command>c¢ netwk.hannam.ac.kr
trying 203.247.39.32 port 23...

SunOS Unix (netwk.hannam.ac.kr)

login:

flek zZel, tn-gw &gl AZHAR telnet A
44 wbRel MAHe Aokt AE % 4
loh. AFg2k7E A WA ns.kordic.re.kroll A&
& A2 oA AR ¥ WHA
netwk.hannam.ackr22 o4 83+ 73
th o)A ZAES] FAA] A H4d
5 elot.

3.3 rlogin Alo] Egle] FA4

rlogin proxy¥ rlogin MH| A% Z3] A3
HejzAh=71g A 981 telnet proxy et
ALeHA AulAg Al FEe. dabH e 2 rlogin
& AHgshe Wby A4 srhakA denth
shukstd w2 EA Aol WA @l
upeba], whEly s Aed dd L2 telnetd
A 3 b

3.4 FTP Alo|Efo] +4

FTP proxy¥ H}31H & E3le] A4 W Eg
2ok ozl FF vEHZE FTP
8 71gtc}. whsbd ke FTP 2o 2o
A=) FTP proxyr} Az}, o)zt o34
o] Hituell wlEojzlviw wbghy Al Ao

r»u. mio 14

71% 2E2 FTP Edf¥ & 3riste A2 ¥
A Qet. old Agelr HE Fel FrbAa
FTP A Al2®€ 2 7ol o Foh
fetc/inetd.conf 3}g-& shte] dde] A
g oo Aujs A EH*J’ AA FGAME
ot ellA] fip £EC 7] A o fip-
gw &&o] Aot fipa 2E2 ARHE A
Al ftp AW & netacl $&& F3l Az
ftp stream tcp nowait root /usr/local/etc/ftp-gw
ftp-gw
ftp-a stream tcp nowait root /usr/local

fetc/netacl ftpd

Ade &1
- ghel & ubsby Ao fip 9A
s|gate. fip-gw proxys ©& B3 &4
H, fip-gw 4 o For AzFax
netperm-table H oA F2& ¢=r}.

FTP AJ¥]| A% /etc/services 3ol ehd
RAAE L E 2164 AlzFg}. Jetc/services T}
o) ofeilA] 713 telnet-as} §-AHE frp-agh
BeE F AHA fip AEZE Frhste] I
o} oh2 2021 E£EAA AYs B o] fip-a
AplAg g} A28 fete/services I
< &3 e

2hel-2 FTP proxyel
A

2 o

ftp 21/tcp
ftp-a 2021/tcp

fip-gw FHL Shgst 2ol FHY 4 e
o, 3AE AT FAS B A =920
Ao A4 =t d¥ AgAEe) 92
% Ao} ¥ 4 alh

ftp-gw: deny-hosts unknown
ftp-gw: permit-hosts 203.247.39.*
ftp-gw: denial-msg /usr/local/etc/ftp-deny.txt
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ftp-gw: welcome-msg /usr/local/etc/ftp-
welcome.txt

ftp-gw: help-msg /usr/local/etc/ftp-help.txt
ftp-gw: timeout 3600

ftp-gw: denydest-msg /usr/local/etc/ftp-
badest.txt

ftp £ Eo}

proxy® £ %9d ddL
Qs o} fip-

Ay F wA" s2E9)
gwe] AlE o= La 7

$ ftp 203.247.37.33

connected to 203.247.37.33.

220 adam.hannam.ac.kr FTP proxy (Version
V1.3) ready.

User (203.247.37.33:(none)) : anonymous @
netwk.hannam.ac.kr

331 - (- --- GATEWAY CONNECTED To
netwk.hannam.ac.kr - - - - )

331 - (220 net FTP server (Version wu -2.4(!)
Fri Jun 13 22:42:18 EDT 1997) ready. )

331 Guest login ok, send your complete e-mail
address as password.

password:

230- University Anonymous FTP Server.

230 Guest login ok, access restrictions apply.

ftp>

proxy® Ed dde AEgdels, 9
fip Hedg Agstel wWabo] AAWt A
o) BF AHgA o] 5F dAY Ao|=E A
gt $7hE AblEE HAF Fol, proxy:
47 Aade) FTP Awel ddsn 449
g olBe o4t 2 AR
ool 4A At olwe] A4} AP
e ool AR WAl s Reh

2

N

3.5 Sendmail Proxy FA4

uhsbe g 23 vd "EE dAM F HH
S8l AL, ¢]i= smap9} smapde]o.
smap o ¥ ¢l(agent)->= SMTPE F33l= F&f
o] E o}, o] A2 smapdell 2siM HEHZ
BRE YAIAE B3 UFe wAAE A4
37 8 wAAE Gazmed HAsid.
smapd ®-2-2 sampel|l 2|3le] HAEHIT e
Hie Wd 2% IHE FriHoz o
w2 sendmailell &M HEHT Hfeol
gasHw AE mde A9Ad gk wl Yol
ARH oz HEHA dow smapdd 93}
228 BdE 5F Tl Mg

o] ¥ 7}A $4& 2 kA FAg v
netperm-table TAel] 22 LA AWE
&, smapE FEF 37 HAHAA
/etc/inetd.conf Fdof & z}el& Z7}3lc}.

i of e

smtp stream tcp nowait root /usr/local/tc/smap

smap

/etc/inetd.conf7} 741"l Fol, inetd E 24
2% o) Aujzel o] smap H&E 3}V
fstel Al Al AFtejof g smapd:
Jetc/rec.local AAZYE 2 VE] AlztE T A AE
of 75d u o] FEHH &2 rc.local
el F7lEE 3ol

echo “Starting Firewall Mail processor ..."

/usr/local/etc/smapd

rc.local #4E& A3 ¥ netperm-tableg
4 ge}. o] 289 netperm-table T} Yol A,
maxbytes®] k- 7} 71 WX 28] =7 E H
Algke}l. kel w| Al X]7} maxbytes ZtR e Fw
vl A x| = AHerglc}, 9keF maxbytes7} FAI A
Boll zgsle] 9l ¢kow wjAAe HA =
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7= % F3re] A7)/ "ok 2hek maxbytes
E v A AAsE AAR L] =] e e
AbEAbe B EA] el Al A e whe S A "

smap: userid 6

smap: directory /var/spool/smap
smap: timeout 3600

smap: maxbytes 10000

smap: maxrecip 20

smapd: excutable /usr/local/etc/smapd
smapd: sendmail /usr/sbin/sendmail
smapd: baddir /var/spool/smap/bad
smapd: wakeup 900

o 71X FAL smapel smapdel] FEFEoE
Ab4E et useride} H @ Ee] A2 smapd v}
oluvie] Alsjel AbgAE HA|E, o] FAE
aA & CHxe]E o83} sendmail &
AL sendmail T2 IP) Y EE& AT
t}. baddir 32 AAH wld oA E A5
22 v¥E5e ogg ¥ a8 3
+5HA &S WAIAE MASLEE 3 bad
directory”} A A}

smapdel| & w2} e o] Al M
Aokt eFt Adde] HEAE HA g
7183 6020l m, 912] dleA 158 xg
V=7t AHg-"e 952 smap, smapd®] A}
4 ool

adam# relnet adam 25

Trying 203.247.37.33 ...

Connected to adam.hannam.ac.kr

Escape character is * ~] °

220 adam.hannam.ac.kr SMTP/smap Ready.
helo

250 Charmed, Im sure.

help

214 - Commands

214 - HELO MAIL RCPT DATA RSET
214 NOOP QUIT HELP VRFY EXPN
quit

221 Closing connection

Connection closed by foreign host.

adam#

3.6 HTTP proxyel +A4

inetd¥ FA 39l inetd.confell v}&3} e
2t & F7}8ledoF et inetd.conf 3} & 47
T F inetd g G4 A HFEF 2 A o] 7
ol k&g o, htp-gw proxy: +A "o}

httpd stream tcp nowait root /usr/local/etc/
http-gw http-gw
gopher stream tcp nowait root /usr/local/etc/

http-gw http-gw

HTTP == o AW+ ztz+ TCP/IP2] 70
% B0 EA A A} ufetA] o] T E
inetd& FA3L3 proxy =& ¢l(agent)& Azt
gho}, w8l Jete/services o] & Talg

F7}gHr,

gopher 70/tcp
httpd 80/tcp

http proxyell ©H3} netperm-table®] 43 A}

re ohest 2.

oot
rlo

http-gw: userid www

http-gw: timeout 1800

http-gw: default-httpd www.hannam.ac kr
http-gw: defaunlt-gopher gopher.tc.umn.edu
http-gw: permit-hosts 203.249.39.* -deny ftp

http-gw: deny-hosts unknown
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permit-host 2}¢l& proxyE o] &3l b3
Mg Fo sYEE saze YEdas
g2leh. 548 32e @i JEST

A4 A3tz v deny-host ghel&
o) -2},

3.7 A% A8 74

o

TIS firewall Toolkit2 x5l <= o #HY
g 7Ix A TIS A3 AMHE F A9
FAHLesz Hogledl, ol AW AAF AL
471 olz #e|R}po|o}t. authsrvElE Al F AW
= o =adoz gFE oz mzAAs xYs)
=& AdAse] U o] MMy 7 AlgAE
BE! eﬂa_c_%_— zgE *}%Z} o °1E1”ﬂ

C e
PPN
o AF2-%}9) full name
o FH Y AFAH< 1S

authsrvi dl o] o}, o] H
TCP L EO| AAQF7} o] Fo]Alujul 43
o}, wpebr] L3t zro] /fetc/inetd.conf 3}l
glel & F7lsl of gt

Al

r&‘-’ dn,

authsrv stream tcp nowait root /usr/local

/etc/authsrv authsrv

authsrvE ¢FA 3 3 AEA
g}, o} A2 Yubd oz ubsphy AjaEle] ¥
o &2 E FASEdY AMEEHA g
TCP/IP £ & H3E Aol o7& /etc/services
ol 27} okgtet. ol & Hol, TCP £E2 7777

FEE AL, oh&-9 lelE etc/services

48 3} o of

shedel] Z7hghet.
authsrv 7777/tcp # TIS Toolkit Authentication

28] 31 netperm-table 31§ A 3o}
authsrv: hosts 127.0.0.1

authsrv: database /usr/local/etc/fw-authdb
authsrv: badsieep 1200

authsrv: nobogus true

authsrv permit-operation user chrish telnet-
gw netwk.hannam.ac.kr time 08:00 17:00
authsrv deny-operation user dasom telnet-gw
ai.hannam.ac.kr time 17:01 07:59

authsrv permit-operation group admin telnet-
gw * time 08:00 17:00

# Use the following lines to use the
authentication server

ftp-gw: authserver localhost 7777

ftp-gw: permit-hosts 203.247.39.* -log { retr

stor } -auth { stor }

o] 712 Mol o] Fgd 27 ZAE
7}el 7] 32, /ust/local/etc/fw-authdbel] )&=
Z dolg wlolAE WAIZH. Zejx 1,200
7b AR ARgabE 5R12] login A Fo
AEE A=d 4 Aot gk Qo] A
o Q15 Aol HEt WAIAE Yo

Abgab7E Mol o8] QI FE ] Ao AE
A HeolE wlo] el Foiglefef dr} o] A
2 authsrv H3 & o] 43w Ao AAE H
e root AsHE o] f43le] authsrvg A3 3}
™ authsrviz o o] ] # o] 2ol w3t e] A7
& Foggd g M e a3 22 AEA
#FeE 93 HEE AT v

o] Fejzl Wele] Alg- o E{v] o] 2o
Fried Ajdge. o] A
FEANY 2ad¥ &

-0,

Aol P
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T AUESMHOIAML] AFSAL H2|HY

I

u:]

adduser username[longname] | Q13
=
o

deluser username q]

o o] fu] o) 2ol AH§ALE 55T},
o o ¥ o) 22 B ARE-AE AHd g

display username A, E z g

=% 9% A8xe vxe zacls 2A.

enable username or

disable username 29E ¢l

ofl

A AR AE s AbgsA et

group user groupname Al

288 AA s,

list[group] Al ol A o] %l

Apgabel AR 2o WA ES A

password[username}

text 8 AHEAE S8 =g AT,

protc user protoname WA E AL2E ¢E XY ZREER 9E 2z edag AT
quit or exit AdF Mwzie d2E At 3

superwiz user Foy Belatxey wAl g Algxls /K__Xéfs‘}r,}

WiZ user or Unwiz user GAFE AL 8o A 1 E Helxl S 1e A ‘}7}4 & ) 8},

? or help

%S BojFe

olv}. 22l 1 authsrv %3 -& A& 3}
&2 dly A dolE Molse] ARgx}
48 of o]}

adam# ftp adam

Connected to adam.hannam.ac kr.
220-Welcome to the URG Firewall FTP Proxy
Name (adam.hannam.ac.kr:chrish): chrish@
netwk.hannam.ac.kr

331-(----GATEWAY CONNECTED TO netwk
.hannam.ac kr ----)

331-(220 netwk.hannam.ac.kr FTP server
(Version A) ready.)

331 Password required for chrish.

Password:

230 User chrish logged in.

Remote system type is Unix. Using binary
mode to transfer files.

ftp>put /tmp/trace

local: /tmp/trace/ remote: /tmp/trace

200 PORT command successtul.

500 command requires user authentication

ftp> quote authorize chrish

331 Enter authentication password for chrish
ftp> quote response whisper

230 User authenticated to proxy

ftp> put /tmp/trace

local: /tmp/trace remote: /tmp/trace

200 PORT command successful.

150 Opening BINARY mode data connection
for /tmp/trace.

226 Transfer complete.

2181 bytes sent in 0.0061 seconds (3.5¢+02
kbytes/s)

ftp> quit

221 Goodbye

3.8 plug-gw& o] &3t ot & AulxE

AF7HA Y 452 JEHA 2w of
80% & wodtel, 28] NNTP(Network

News Transport Protocol) == POP(Post



24 B RS B

2 (1997, 12)

Office Protocol)& | 3}= TIS 712 plug-
gw 8oz XA 4 gld o] £EES F

g1 e P AL A FTIH

NNTPs¢} POP 222 A4 237 ¢J& o
o} plug-gw 48 A3 E% ineldgd T4
&}, Jetc/inetd.conf Fpelo] ©}& 2Hel& F7}
8t0 inetdE Al A|zpEH

nntp stream tcp nowait root /usr/local/etc/
plug-gw plug-gw 119
pop stream tcp nowait root /usr/local/etc/plug-

gw plug-gw 110

Jete/services Y& A =-2- NNTP, POP A
v2g 32p5es WA,

nntp 119/tcp
pop 110/tcp
=3} netperm-table Ul = A =
F7} gt

+ A

plug-gw: port 119 203.247.39.* -plug-to
134.75.30.253
plug-gw: port 110 203.247.39.% -plug-to
203.247.40.31

o] 7 & = 7 LAN? 119 X E &
134.75.30.253¢] ¢l A|Aele] 2o y ey} A
A A5 A4S 2o 5 w2l 2
203.247.39.% Y| E 9] =2 BE] 203.247.4031 22
A7) 110 ZENAM FAFH S-S eI

plug-gwg o] 43t w2 dFE 317

e AR ZEAA o] A
by, ApAl o 2 RE) Y 2 ZE
AMarloz GAAAF7] dEelH.
2 POPXZESJ) telnet 42 S B F

]
£
14

14

2V

o
oot gy X
ﬁ"-mn

Bl L 1o o >
>

o
¥

$ relnet 203.247.39.32 110

+OK UCB Pop server (version 2. 1. 2-R3) at
203.247.40.31 starting.

USER chrish

+OK Pasword required for chrish.

PASS agdfer

+OK chrish has 0 message(s) (0 octets).

QUIT

Connection closed by foreign host.

$

4. TIS W3t &

R,

o B AY =7

TIS w3py E7lel: W3y 328 F5
su Belshr] 9% A =7E zgehz o
t}. o]+ port scanner, network subnet ping
manager, log analysis, reporting 22 F-4 =
oF Qo o F =g FEH] BEHoz A
43l Bep AR wsby A AE e Aba
& g 4 s

4.1 Portscan

portscan L2 73 & A|A®le] ¥ E TCP X
Eol H&g Axgtch 7252 AAE %
229 7 2E Yz AFL A Ed
t}29) o= FIAE adam.hannam.ac.kr&] 7t

zEg Axele ool

adam# ./portscan adam.hannam.ac.kr
fip

telnet

gopher

httpd

pop

nntp
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who

2021
2023
2120
7777

adam#

2 AgHE x2E }
A kg o 4 aleh olohel wEbe s
Wez Ng¥E saEy "ax e A
28 2F Adsel Aag AAY B 23

& golo W,

4.2 netscan

e e HAE7] 918 =52 netscan
o} glc}. o]72 Ve ping 213 o]}
-HEHNT Fag wobEd JEAIY
A agket. o) o] 7]
4L ZhES 01%4 pingell =ated 5

Al 2~dle]l F4 EZo|u} petscang] A4

adam# ./netscan 203.247.39
203.247.39.20
archone.hannam.ac.kr(203.247.39.31)
netwk hannam.ac.kr(203.247.39.32)
203.247.39.51

203.247.39.52

203.247.39.53

203.247.39.54

203.247.39.55

203.247.39.60

203.247.39.61

~C

adam#

o] #H-Z pingell wisiA FFH A WA
FAEZF 203.247.39.204 8 HoiF3 9ot
o1& A 7t Fhol pingd ¥ I} 2
gel oy AL efrth o)A AAZE UA
Sk 7Avt. pingell sl EwEA o A A
A =g vhehdeh

netscano] A &&

4.3 Reporting Tools

TIS whalw 7o) B¢ A Fohe S8
of olal AWE AL oo} AelBel HF

HHE 71E33 FHIFe ,]-‘bzo] 3lth. TIS
Bpaby Evle zhE zelAe) 27 dAx &

3} ool diF E&& AdHFE E A
228 5 shell scripte] ez A28}

x = % o= ﬁ of ¢} . w & A
tools/admin/reporting vj#Hl ge]z o] F3 F
=88 8lod fusr/local/etc
v g2 =TEo '3?1""}‘515-*"5’?‘“ dlofof ghet

%0 2 make W 2E

5. 4 B

HIZ FYolal= 2zt 7| BEo] QEM/qE
gt e FEHEn +4¥Y, AYREIE
918 Hol Alaglom bk AAEE gol
o] g3kl vt Wy AlAE e
713k JES el R IEMIzhe] E o
o) 7lee] 2 mel Aale] g w7}
g =dge sl oo, s odsbe =9
Berg g8 ek Leht wEhy Az
E"-% %ra} i mmd HA g vgeol
ohel el Ay Wb 3 )
°]‘-Jr e ARl kg Aol ot

7| B

Tai
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2 2|ZE £

2AYE R

daily-report.sh
deny-summ.sh A ] A~
ftp-summ.sh
http-summ.sh
netacl-summ.sh
smap-summ.sh

tn-gw-summ.sh

weekly-summ.sh

authsrv-summ.sh A== My FEEE Qs HoFT}

R ARE HejFo

ftp-gw ENHE 28|y RojFol
http-gw Eai 9 & g ofsfj 4] BelFo}.
netacl & 29ksl|A] ReoFr)
smap A #}$-H HJRE
tn-gw ¢} rlogin-gw =% -&
RS AR

=9

e

Fastel wolzeh

2okl A med ot
2erslA wed Eot.

A A B3 7% AA 9 2gHe)
£ A7) slekel TISoA B

) el
¥ el TIS Firewall Toolkit-g o]-£3F wu}3}
Alsgle]l & gl gte] kst 75 o

bl dArsiget. =q EzldA AT
#Fe A =14
subnet ping manager, log analysis, reporting
=FEE $ASG of Wiy EUE 58
ol ggehd AAEE HAEA wEd

sl g A eas io& YA 4

port scanner, network

l. YA &, UNIX Al Holrjol =, 24]
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