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Abstract

VDM-SL(Vienna Development Method-Specification Language) is one of the FSL(Formal
Specification Language) which is being presented for the correct description of the security relevant
standards. Several tools are being developed for the correctness and the convenience in the
description and executable code generation of security relevant standards using VDM-SL., The IFAD
VDM-SL Toolbox is one that has many functions : syntax checking. type checking, c++ code
generation, test coverage information. This paper describes a formal method for description and
implementation of MD4 algorithm using VDM-SL and IFAD VDM-SL Toolbox, and examines the
result applied to secure hash algorithm, and proposes the relation to strict conformance test which
recently suggested as a security test method.

. BIFA ApRRY
T LA
e FHHAFNATL



68 BERBRELERIE (199%. 12)

L. A &

Led Mool A T8y Frhe] BE
okl ZA HFE A2dd U gEx7}
g2 F7hgel uet HFE AIAdeAM A
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Software Engineering)
VDM Zol 7IRbE £33 slew RE
3t HEAd 59 715l F7HE A
« SDL (Specification and Description
Language) : ITU Rec. Z.100
33 e} H Al (Finite State Machine) ol
ZA4E 517 U+ ¥3 4 (Semi-Formal)

37 ?]_qi/q R Eat L I G

|

(SDL/PR)rJr 4938 Z71¥(SDL/GR)
o] AdefAtglo] rt

+ Estelle : ISO/IEC 9074
2i/ME A sigd f&35H, oA
2 22O dojo) 7urE Fxdch

+ LOTOS(Language Of Temporal Ordering
Specification) : ISO/IEC 8807
atgoz BoE B4 dolZ SDLE
A sk At

FAFAAE ztzhe A
= of wa P BFEFS
Nested AMEEZ Ut} Estelled LOTOS
OSI1¢] AMul2 2 B2 Z2EF 7gd &
RoZ 4#x dom, SDL ITUNA
ZZEZE 7gd ol&HT AT =g,
¢] NPL(National Physical Laboratory) ol
PAFAY] HoEF tld F&A4
7t A& AP Foln, thE 2 HAR
AR APt 1 BFAE A%
E3 vk Qo

e HN 2 X o o i
mo 4 orfr 4 orE rsL'

o

+ ISO/IEC DP 9798 Entity Authentication
Mechanism
. Estelle, SDL, LOTOS, VDM
e MD4 Message Digest Algorithm
: VDM, RAISE
« ISO 8731(part2) Message Authenticator

Algorithm
© Z, VDM, SDL, LOTOS

e A7 A% Adol FAL FZA
el (ol AAFE BAND G B9F Pl
(off: HEESY T4 Z2EE)R R/, B
¢ #E BFEEL X FHE ZPANA Z
% VDM 722 Bd 279 dojg ol &de
Aol HAstE ZEL dAg. &A
ISO/IEC JTC1 (SC22: Programming Language)
ol = Estelled} LOTOSE EFo=2 JIdL
Qem, VDM ZE& EFLE HYTY o Fo|rt
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2 FAHLE MR 843 dFHI Us
VDMl & 53 Het daelge] 7igd o
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# AYE& 9% ISO/IEC JTC1/SC22 CD
13817-1 ISO VDM-SL(Specification Language)
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Mg F71§ "ivkz9] IFAD(The Institute
of Applied Computer Science) VDM-SLE& &
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(3) L= A A7) (Code Generator)
k4 2R A
o: C C++) ZE AA

I BE 1d

= ofX
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(4) Al E#°lE (Simulator)
Z VAT E J}R 2 symbolic execution
T3

Aol M AAHL de 75 d3 2F
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!
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NIST(National Institute of Standards and
Technology)ol & Estelle FH 232 %2H
C++ IEE AA3E NIST Toolset2 7123}
o B4 ZREZ 7l AEsy glon”
diutg o] [FAD(The Institute of Applied
Computer Science)dlAl= VDM #FHo2 ®
B C++ ZZE AA3tE VDM-SL Toolbox
E JpagoH ojwtel s HetEF O 7)&d
HEY Ae7 HHY e VDM E4E
SpecBox, Mural System, VDM Parser,

Centaur

Code Generator

Simulrator

Traces
¢+—>

==

i (symbolic execution)

executable code
(C, C++, etc)
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VDM environmentgol o 234 T=F
S 53 AAHE HAYI=ES A9 F
4L EFHT AT = A 2HR
T7t Wol ASlEo] d8 £%7F @439
T 59 FAFl gtk oo uet HAER
AL ERE gy, g7 FZ 3 (Reference
Implementation) 22 Al @] L5y = o

A o]},

4. MD4 Message Digest Algorithm
o] i3 VDM -SL ¥

MD4 €xelFZ A9 Zole HWAAE
g o F wol 128 bits®] message digest <
AR ¢reEoez AR A (Digital
Signature) 7| ol A& =HE 4 ¢rHdFE
(Hash Algorithm) & ¢ solt® &, MD4
g Fedl ) FAE T 128 bitse 2 3
2 WA dg ¥WAE € 2P E B
g F JA ¥ MD4Y F EIYEES tS
3 7] 5 AR g F AT

1 %4 : Append Padding Bits

2 @4 : Append Length
dHE AR dol7t 512 bite] A
o] Fejrt HESF 37 fste oA
2 Age o

3 ©A : Initialize MD Buffer
main 34 FFollA AFEE 128 bitse]
BERE 2718

4 @A : process Message in 512-Bit(16-
word) Blocks
AP E wAXE 512 bits T wA
A B¥22 YUry A HA £8 2H
opx]e 22 71%] MD_ Bufferdta #
A main ] F+E 53 sk

5 24l : Output

message digest® H= 128 bite A
e 4=

£& MD4 &3 EY AP FH3LS
IFAD VDM-SLE o|&38f A4 3= A&
Ueldo (28 Fx).

A word is a 32 bit quantity and a byte is an 8 bit
quantity.
A Sequence of bits can be interpreted in a natural

manner as a sequence of bytes.

99 =xdo FAol mt &3 o] A
Word__length®} Byte length #& IFAD
VDM iol2 Ao & 4 ot

Word_length = 32
Byte_length = 8

ol ¢} &, bytedt word7t 7HE F U= F
thzkol oidr AHe] =7 g3 Zo| ied
4 ek,

Maximum_byte_value = 2 ** Byte_length - 1

Maximum_word_value = 2 ** Word_length - 1

sish e Wyoz 4 zua
Zo2 Yo dolet E}J%A 234 7t ¢
3 o] o) Fo} Atk

Bit = nat

inv Bit == Bit in set {0,1}

Word = seq of Bit
inv Word == len Word = Word_length

22 byteol "isl 71&esT Y= Ao
ol

r-1u
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... each consecutive group of 8 bits is interpreted as
a byte with the high-order(most significant) bit of
each byte listed first.

Aol 2ol o8 o) 1Y 2 o
Z byted] Edo] o]RojFE & & Yow,
olo] @Wa} 0P byteSol HLF FaEol
e gl EE ot 2ol HssAth

HAR YE, 339 HE

{byte2] H3)

Convert_number_to_byte : nat -> seq of Bit
Convert_number_to_byte(Nm) ==

let B = Decimal_to_binary(Nm) in

Zero_padding(Byte_length - len B) * B

pre Nm <= Maximum_byte_value
Decimal_to_binary : nat -> seq of Bit
Decimal_to_binary(Nm) ==

let Divisor = Nm div 2,

Remainder = Nm mod 2 in
if Divisor <> 0
then Decimal_to_binary(Divisor)" [Remainder]

else [Remainder]

Binary_to_decimal : seq of Bit -> nat
Binary_to_decimal(Nm) ==
let length = len Nm in
iflength=1
then hd Nm
else hd Nm x2**(length-1) + Binary_to
_decimal(tl Nm)

ol B 4 9 %] Convert number_ to

E O ¥TEAM 09 ANEEE T
= Zero__padding®] 2T EHOAH oA
=3 Zeol A" F Aok

__bytex=

o

Zero_bit = Bit
inv Zero_bit == Zero_bit =0

Zero_padding(Num_zeroes : nat) ZP : seq of
Zero_bit
post len ZP = Num_zeroes

&2 wordel] thd AAdo] £ 7lgoit

M

A sequence of bytes can be interpreted as

' a sequence of 32-bit words, where each

consecutive group of 4 bytes is interpreted as
a word with the low-order(least significant)

byte given first.

bytest w72 o] FF wat o

o= J93 22 82 word’ EHE
< ¢ F Jov, worddl HEH TFEY A
o] B &3 7ol 7hed o

HA wolEl ... ..., H3}l9) vlolE

{worde| E8&)

Convert_word_to_number : Word -> Number
Convert_word_to_number(W) ==
let BO = Binary_to_decimal(W(L, ..., 8)),
B1 = Binary_to_decimal(W(9, ..., 16)),
B2 = Binary_to_decimal(W(17, ..., 24)),
B3 = Binary_to_decimal(W(25, ..., 32))in
B0 x 2*0 + B1 X 2**8 + B2 X 2**16 + B3*2**24

Convert_number_to_word : Number -> Word
Convert_number_to_word(Nm) ==
let Isbyte = Nm mod 2**8,
byte2 = (Nm div 2**8) mod 2**8,
byte3 = (Nm div 2**16) mod 2**8,
msbyte = Nm div 2**24 in
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Convert_number_to_byte(lsbyte)*Conv-
ert_number_to_byte(byte2)"
Convert_number_to_byte(byte3)"Convert_
number_to_byte(msbyte)

Let the symbol “+" denote addition of words
(i.emodulo 2**32 addition)

ol Ado] FAL Word BN Y F kel
3t byl A4l Zledr dew usi
7ol VDM <o )

ADD : Word * Word -> Word
ADD(X,Y) ==
let N1 = Convert_word_to_number(X) in
let N2 = Convert_word_to_number(Y) in
Convert_number_to_word((N1+N2)

mod Maximum_number_size_plus_1)

Let X<<<s denote the 32 bit value obtained by
circularly shifting(rotating) X left by s bit

e F4L Word BHYe wFol sl s
e HE IS 98 HAZTE #H=
E(Circular Shift-Left) 3l 424 oo o
& VDM 7| &3 Zrt

lmL

x

ROTATE_LEFT_ : Word * nat -> Word
ROTATE_LEFT (W) ==
let Shift_value = Convert_word_to
_number(W)*2**(s mod Word_length) in
let X = Shift_value mod Maximum_
number_size_plus_one,
Y = Shift_value div Maximum__
number__size_ plus_ one in

Convert_number_to_word(X+Y)

F5 (1996. 12)
JUE EHOT WY PEBL O
gon of YHEE AFNA Helw w4

iy :4,

3 pe wge RO s FoEy,

« (= EJ9 el diE B HEH(bit-wise
complement)

« (9= Bl F ogel g =2 vit-
wise OR)

« (9= B9 F
(bit-wise XOR)

+ (9= 849 F @l o$
wise AND)

gol g wiet =2

=&} 3 (bit-

22712 MD4 ¢ alZoA Hed 7| 2A
A dojel BHAEF A £ FFEA AT
IFAD VDM-SL %7|& A3ttt

5. VDM-SL Toolbox& o] &3 MD4
d3gEe C++ I AA

IFAD VDM-SL3 Toolbox® 71552
43ld MD4 &1 Ze E C++ FEE A
Asle AAHL g3 Zoad 2.

o]

[ee

. MD4 &3 Fe VDM-SL #2 ZA4

2. MD4 VDM-SL 7#Zd] oig Aegx 2
Al e 2 HAL

3. IFAD VDM-SL Toolbox9] C++ I =4
4718 B8 C++ ZTAA
FA i C++ = A

4. MD4 VDM-SL #e] A€ Implicit
o] e C++ = FAA

SRR e B

6. GNU C++ 258 & 26x% %

ER
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51. & A 7o sl AR JUYE

dA A&y 9= IFAD VDM-SL
Toolbox Version 239 A4 ¢ C++ FZ AAZ]
= ®E IFAD VDM # %o ohsfl < 95% A
T A C++ ZE Aol Ttk e
IFAD VDM stde] dis] C++ IZ= A7)0l
o AAEE YL DefaultMod h® Defau-
ItMod.cc®# ©| &2 7tA 2709 3dolt
DefaultModhE 313 VDM FHAA A e)st
2 e HE 2 FFE] dE MAR oW,

DefaultMod.cce= 1813 ¥4 2 g5 o

s AA FHEIEVE AEE Yol ofE
2] DefaultMod.ccoll ¥ init_ DefaultMod () &}+=
g7t A=, o @5E #FHd FoH
o e WMFE % A5 @B dFd z27s
g FYste ol gatA of g AHE
ZA7F diel Z23RE AT @ main()e =
PEAA sZEsok gt £33 DefaultMod.cc
& IFAD VDM Ze AHoHo e
implicit &4E W3 “#include"E Y&

2ol 44T

#include “"vdm_DefaultMod_implicit.cc”

MD4 zdo} #3

l VDM ®# 8

md4.vdm

'

IFAD VDM-SL Toolbox

DEER
l Ebd ety A=A

C++ IZE A7)

C++ AL
4771

DefaultMod.h
DefaultMod.cc

I

User-implementation

Implicit function 3}
Main program$] C++
Az 38

v

l GNU C++ Compile

a8 3=

{2l 2) IFAD VDM-SL ToolboxE O|28t Ex 78
3= YHBY
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kA AR A=
implicit.ccet¥E 349 implicit F4+EL A H
T#afof g},

5.2. Implicit F<9} ol =273

IFAD VDM-SL Toolbox® C++ ZZ= AA
719l M = implicit functionEol W C++ =
T AAE AL FA %7 W Fo AR
A FEs Folof gk xF dytyeg
VDM #FAdAME A& Qe AE 7)E
A ¥ A7 wWFel olHd RE ¥ A
|27 main() 22 FHA oput Ju ,
implicit ¢ 72 I T AA ez 31
= post condition®] A& C++ TEZE ZHA
&9, olu FAHHE F=E F=AA7 7L
AT AE VDM C++ FolB g A3}
o zZHdEolop gtd VDM C++ #elrgg
d+ EE VDM BYEES 747 C++ EH A
2 Ao gloiA ZTAA s o3 A4
He SdES oY FHAEHR I FUEE
of e Jw FFES ol & ez ¢
A=l ok wald implicit 49 AL
Abg AL @A olEg FPAE A AU
= 9y FEES olfd AAE A F
oA oM FZ AA Q& AAE
#lsld el DefaultMod.holl 4 A AF  implicit
BFE 3 C++ ZZEEYH AR of
A4 Bk J8Z Hd TEIYW
AME AL Z VDM C++ olE Y

o] &3 %”‘3;6}04. el ZTEIPA
g FAUELE DefaultMod.ccol AAE &
oA Hd F4E SE&3E FRoiH,
olol X main()¢] AlZ FEAME FIEA|
init_ DefaultMod() %48 i%‘ﬂ oF &t} ot
L2 v mEaYe 7Y
&l

2

7

A
e

45 M
2 0 egt ot Ho m\ﬁ

vdm__DefaultMod__

#include <fstream.h>
#include "metaiv.h”
#include "DefaultMod.h"
main()

{

Sequence [, 1;
init_DefaultMod() ; / *#% 2 Z5E0l

g 27138/

r = vdm_DefaultMod_Main(l); /* el 3
FIE*/

53. C+ + #HAIAY

Toolbox® FT T A7l o] AA=
DefaultMod h®} DefaultMod.cc 18] 1 implicit
8o g C++ FEZ vdm_ DefaultMod

__implicit.cc® main() FFE AT Y=

md4__ex.cc®] 4709 3}dS& GNU C++ 258
EE 26x9] HAAHE oL A &y
ol VDM C++ olE £ include 3ok
gk e ogd Cc++ HHAE A
Makefile2] %+ of o]t}

Of¢

CC=g++

INCLUDE = -Ivdmhome/include

LIB = -Lvdmhome/lib -lvdm -1CG -
liostream -lm

md4_ex : md4.o0 md4_ex.o

${CC} -0 md4_ex md4_ex.o md4.o ${LIB)}
md4_ex.o : md4_ex.cc

${CC} < -0 md4_ex.o mdd_ex.cc ${INCLUDE]}
md4.o : DefaultMod.h DefaultMod.cc
${CC} -c -0 md4.o0 DefaultMod.cc $
{INCLUDE}
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54 FHA HAF

dutA o g MD4 Y FoAM AEEE B
E 43 ¥ AFEEL unsigned long HEl<
Y= (precision) & 7I1E2E dxych £ =
FolA Ad9s 7 gl IFAD VDM-SL Toolbox
749 VDM A= o8 unsigned
long HEle] dlolel §8 AWyl o,
Aday R AePer ddE @2 A8 =
Zoe "Int” F¥e FH2E Adgd. =
A MD4 i FoM FE ﬂElEl-‘f— #Eol
Zol AYE (double precision) & 2317 #HE
o VDM HANA o]EL& zd4 % Zera
o2 HAY AS FF A AAz 277t
gt dal IFAD VDM-SL oA real
Bgdo] =470 o3 Real BYCZ A
o] =1 o} Real EB}Y L FH) AUEE 713
o MM oEd 22 Yo A 2 #
FE9 HE VDM HHAAM Aot A
g% 23 @& 48 7 Aok

riet

i)

Maximum_word_value : real = (2.0%Word
_length) -1

A :real = 103.0 * (2**24) + 69.0*(2**16) +
35.0%(2**8) + 1.0

Binary_to_decimal : seq of Bit --> real

Convert_word_to_number : Word --> real

6. A3 EAH

& E DL A¥st i ol &8 13
¥ MD4 272F 8 AFE RSAIAM C
dojz THE TTe AT HZBAHL
FEEE I

RSA MD4 ¥t Iy E

{E 1) RSA9] MD4 TE9} X843 BHH(Formal Method)® M3t MD4 B9 B 24
RSA MD4 23 MD4
A3 g MD4 HIZEWE 9 FY MD4 HIAEWE 9 59
3ld=7) 279 2kl 2855 2+l
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1. IFAD VDM-SL Toolbox

IFAD VDM-SL ToolboxE VDM ¢of9
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2. IFAD VDM-SL(Specification
Language)
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types
Number = nat
inv Number == Number <= Maximum

_word_value;

Bit = nat
inv Bit == Bit in set {0,1};

Word = seq of Bit
inv Word == len Word = Word_length;
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A : Word
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end
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Divl : nat X nat -> real
Divi(p,q) ==
p/q
preq<>0
post p = RESULT X q
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